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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
m to Part 15 of FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following
measures:
1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
3. Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution:
To assure continued compliance, (example-use only shielded interface cables when connecting to computer or
peripheral devices) any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.
This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two conditions: (1) This device may
not cause harmful interference, and (2) this Device must accept any interference received, including interference that may

cause undesired operation.



Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to avoid
the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be

less than 20 cm (8 inches) during normal operation.

c € @CE mark Warning

This is a class B device, in a domestic environment; this product may cause radio interference, in which case the

user may be required to take adequate measures.

Energy Saving Note of the Device
This power required device does not support Stand by mode operation.
For energy saving, please remove the DC-plug or push the hardware Power Switch to OFF position to disconnect
the device from the power circuit.
Without remove the DC-plug or switch off the device, the device will still consuming power from the power circuit. In
the view of Saving the Energy and reduce the unnecessary power consuming, it is strongly suggested to switch off

or remove the DC-plug for the device if this device is not intended to be active.

R&TTE Compliance Statement
This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication terminal Equipment and the
mutual recognition of their conformity (R&TTE).
The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal Equipment

and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical equipment.
All guidelines of this and of the computer manufacture must therefore be allowed at all times to ensure the safe use

of the equipment.

National Restrictions
This device is intended for home and office use in all EU countries (and other countries following the EU directive

1999/5/EC) without any limitation except for the countries mentioned below:



Country Restriction Reason/remark

General authorization required for outdoor use and

Bulgaria None
public service

Outdoor use limited to 10 mW Military Radiolocation use. Refarming of the 2.4 GHz band

France
e.i.r.p. within the band has been ongoing in recent years to allow current relaxed
2454-2483.5 MHz regulation. Full implementation planned 2012
If used outside of own premises, general authorization is
Italy None
required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented
within a radius of 20 km from the centre of Ny-Alesund
Russian Federation None Only for indoor applications

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of the presence of
hazardous substances in electrical and electronic equipment, end users of electrical and electronic
equipment should understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of

o WEEE as unsorted municipal waste and have to collect such WEEE separately.
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Chapter 1 Introduction

Thank you for purchasing WNRT-632. This manual guides you on how to install and properly use the

WNRT-632 in order to take full advantage of its features.

1.1 Packing Contents

Make sure that you have the following items:
® \WNRT-632x 1

Power Adapter x 1

Ethernet Cable x 1

CD x 1 (Quick Installation Guide and User’s Manual)

Quick Installation Guide x 1

Note: If any of the above items are missing, please contact your supplier for support.




1.2 Spec Summary Table

Device Interface

WNRT-632

Ethernet WAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 1
Ethernet LAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 4
Antenna 3dBi detachable antenna 2
WPS Button For WPS connection 1

Wireless Enable/disable

To enable or disable Wireless Radio

LED Indication

Power/Status / WAN / LAN1 ~ LAN4/ Wi-Fi

Power Jack

Wireless LAN (WiFi)
Standard

DC Power Jack, powered via external DC 12V/1A switching

power adapter

IEEE 802.11b/g/n compliance

Functionality
Ethernet WAN

PPPoE, DHCP client, Static IP, PPTP, L2TP

SSID SSID broadcast or in stealth mode °
Channel Auto-selection, manually °
Security WEP, WPA, WPA-PSK, WPA2, WPA2-PSK °
WPS WPS (Wi-Fi Protected Setup) °
WMM WMM (Wi-Fi Multimedia) °

WAN Connection

Auto-reconnect, dial-on-demand, manually

One-to-Many NAT

Virtual server, special application, DMZ, Super DMZ (IP

Pass through)
NAT Session Support NAT session 20000
SPI Firewall IP/Service filter, URL blocking, MAC control °

DoS Protection

DoS (Deny of Service) detection and protection

Routing Protocol

Static route, dynamic route (RIP v1/v2)

Management

SNMP, UPnP IGD, syslog, DDNS

Administration

Web-based Ul, remote login, backup/restore setting

Performance

NAT up to 700Mbps and Wireless up to150Mbps




Environment & Certification ‘

Package dimension (W x D x H) (mm) 245 x 207 x 60
Package Information
Package weight (gross weight) (g) 674
Operation Temp. Temp.: 0~40°C, Humidity 10%~90% non-condensing °
Storage Temp. Temp.: -10~70°C, Humidity: 0~95% non-condensing °
EMI Certification CE/FCC compliance °
RoHS RoHS compliance °

1.3 Hardware Confiquration

Figure 2-1 Front Panel

WLAN Power Status

LED LED LED
v v |4 N
OPLﬂNﬂ' 802.11n Wireless Gigabit Broadband Router wes R w S?’tf_' ol
B At ‘% & ooy
WNRT-632 Reset = WPS + Wif] WAI\ \Y'A 'I' '! 4
/ \_“_}
WPS WAN LED1~4 for WiFi on/off
Button LED LAN1~4 Button

Note: Reset = Press Wi-Fi on/off and WPS buttons simultaneously about 5 sec.




Figure 2-2 Rear Panel
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1.4 LED indicators

LED status Description
Status Green in flash Device status is working.
WAN LED Green RJ45 cable is plugged
Green in flash Data access
Green RJ45 cable is plugged
LAN LED
Green in flash Data access
Green WLAN is on
WiFi LED Green in flash Data access
Green in fast flash Device is in WPS PBC mode
Green in dark Wi-Fi Radio is disabled

11




1.5 Procedure for Hardware Installation

Existing
Connection

. DSL/Cable ¥

Power

Step 1. Attach the antenna.

1.1. Remove the antenna from its plastic
wrapper.

1.2. Screw the antenna in a clockwise direction
to the back panel of the unit.

1.3. Once secured, position the antenna

TTT7

™17

upward at its connecting joint. This will ensure

optimal reception. U"-'- a .U

f 1.Turn off the Power Switch
first.

Step 2 Insert the Ethernet cable into LAN
Port:

Insert the Ethernet patch cable into LAN port
on the back panel of Router, and an available

Ethernet port on the network adapter in the

computer you will use to configure the unit.

12



Step 3 Insert the Ethernet patch cable into
Wired WAN port:

Insert the Ethernet patch cable form DSL
Modem into Wired WAN port on the back panel

of Router.

™77
TTrT7

l'-"ﬂ" -

Step 4. Power on Router:
4.1. Connect the power adapter to the receptor
on the back panel of your Router and Push

Power switch

=TT
=TT

wvewwd CcP

™ T
=TT

Ll L] ib

Step 5. Complete the setup.
5.1. When complete, the Status LED will flash.

13



Chapter 2 Making Configuration

This product provides Web based configuration scheme, that is, configuring by your Web browser, such as

Mozilla Firefox or or Internet Explorer. This approach can be adopted in any MS Windows, Macintosh or

UNIX based platforms.

s .

TTTT

ITF= =t i . Notebook
- - | Card Bus/PCMCIA
ﬁktoppc | wwwwM @@  (CardBus )
(PCl Adapter)
Wireless Router \

Notebook
(Card Bus/PCMCIA)

Fast Ethernet
| |

= = -
_— e _—
Windows | Mac Unix-like

14



2.1 Login to Configure from Wizard

Configure the settings by the following steps:
2.1 Open web browser, type the default IP
address (http://192.168.0.1)

(JPLANET

Metwsing § Commmicnen

& USER’s MAIN MENU

802.11n Wireless Gigabit Broadband Router

b Status

System Password :

System Password: “admin”

2.2 Select “Wizard”, and then click “Enter”.

802.11n Wireless Gigabit Broadband Router [English '~

& ADMINISTRATOR's MAIN MENU » Status » Logout

» Please Select the Operations

@ Wizard

© Advanced Setup

* This screen reminds you to configure until the Wizard is finished.
Do not display this screen after login

2.3 Start to configure Internet setting by click

“Next >” button.

JPLANET

802.11n Wireless Gigabit Broadband Router English ~

& ADMINISTRATOR's MAIN MENU » Status » Wizard » Advanced » Logout

2.4 Modify the Old Password by entering a

new one. Click “Next >” button if you don’t

» Setup Wizard [EXIT]

Setup Wizard will guide you through a basic configuration procedure step hy step.

» Step 1. Setup Login Password
» Step 2. WA Setup

» Step 3. Wireless Setup.

» Step 4. Summary,

» Step 5. Finish.

() PLANET

Netwsing § Conmaien

802.11n Wireless Gigabit Broadband Router | English v

& ADMINISTRATOR's MAIN MENU » Status » Wizard » Advanced * Logout

want to change the password.

» Setup Wizard - Setup Login Password [EXIT]

Old Password [
New Password [
Reconfirm i

15


http://192.168.0.1/

2.5 Select “Auto Detecting WAN Type” and

then click “Next >” button.

2.6 Click “Next >” to continue the setting.

Example, the Dynamic WAN type is

detected.

2.7 Modify the Wireless settings.
Click “Next >” if setting by default. (Strongly
suggest changing the SSID to protect your

wireless network.)

802.11n Wireless Gigabit Broadband Router English

& ADMINISTRATOR's MAIN MENU » Status » Wizard » Advanced » Logout

» Setup Wizard - WAN Type Setup [EXIT]

® Auto Detecting WAN Type

© Setup WAN Type Manually

802.11n Wireless Gigabit Broadband Router English v

TRATOR's MAIN MENU » Status ¥ Wizard ¥ Advanced » Logout

» Setup Wizard - WAN Settings - Dynamic IP Address

» LAN IP Address 192.168.0.1
» Host Name {optional}
» WAN'S MAC Address 00-50-16-21-D4-36

802.11n Wireless Gigabit Broadband Router English

& ADMINISTRATOR's MAIN MENU ¥ Status » Wizard ¥ Advanced » Logout

» Setup Wizard - Wireless seftings [EXIT]

» Wireless function @Enable O Disable
» Network ID(S8I0) default

» Channel ]

16




2.8 Setup the Wireless Security.
Click “Next >” if setting by default. (Strongly
suggest configuring the security to protect

your wireless network.)

2.9 Make sure all the settings are configured
correctly, and then click “Apply Settings”

button.

You can ignore the wan connection test
by uncheck the “Do you want to proceed

the network testing?”

2.10 Wait for the system applying the

settings automatically.

. .j) PLANET 802.11n Wireless Gigabit Broadband Router

Nehosiog  Commniton

& ADMINISTRATOR's MAIN MENU } Status ¥ Wizard ¥ Advanced » Logout

» Setup Wizard - Wireless Security

b Gecurty None -

802.11n Wireless Gigabit Broadband Router English v

ITOR's MAIN MENU } Status ¥ Wizard » Advanced » Logout

+ Setup Wizard - Summary [EXIT]

Please confirm the information below.

WAN Type Dynamic IP Address
Host Name

'WAN's MAC Address 00-50-18-21-D4-36
Wireless Enable

SSID default

Channel "

Security Mane

Do you wantto proceed the network testing?

Start > Password S WAN > Wireless - Summary > fnis! Aoy Semngs

-

PLAN 802.11n Wireless Gigabit Broadband Router English +

Mitearing & G

& ADMINISTRATOR's MAIN MENU » Status » Wizard » Advanced » Logout

+ Setup Wizard - WAN Connection Test

Systern is applying the settings. Please walt a morment

< > Summary > Finisht | e

17




2.11 Click “Finish” to complete the Setup.

802.11n Wireless Gigabit Broadband Router English

enaior

Or you can Cl |Ck “Configure Again” tO Setup . a ADMINIS}RAIOR‘S MAIN MENU } Status » Wizard » Advanced » Logout

the wizard again.

+ Setup Wizard [EXIT]

Configuration is Completed.

Please click "Finish" to back to Status page

Oryou can click"Configure Again” to setup the wizard again

Configure Again Start > Password > WAN > Wireless > Summary > Finish! |

18



2.2 System Status

802.11n Wireless Gigabit Broadband Router English »

Wetwarking & Commmnicstieon

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced + Logout

[HELP |
ftem WAN Status Sidenote
IF Address 210.66.155.72 Static IF
Subnet Mask 255.255.255.0
Gateway 210.66.155.94
Diomain Mame Server 168.9511,8888
MAC Address 00-30-4F-21-D4-36
ftem WLAN Status Sidenote
Wireless mode Enable
521D default
Channel 11
Security Mone
MAC Address 00-30-4F-21-D4-37
_' ¥ Statistics Information
Statistics of WAN Inbound Outbound
Octets 44788 5464
Unicast Packets 99 T3
Mon-unicast Fackets 304 2

[ viewlog.. |[ cClientsList. |[ NAT Status.. |[ Refesh |

Device Time: Mon Jun 01 00:21:10 2009
Copyright @ 2010 Planet Technology corporation, All rights reserved.

This option provides the function for observing this product’'s working status:

WAN Status:
If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button on the

Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN:

Enables you to monitor inbound and outbound packets

19



2.3 Advanced

2.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

) 802.11n Wireless Gigabit Broadband Router '

Mehwsrong b Communisstisn

& ADMINISTRATOR's MAIN MENU b Status > Wizard b Advanced + Logout

k%g} FORWARDING RULES SECURITY SETTING | UT]) ADVANCED SETTING | {2, TOOLBOX |
| A

* Primary Setup
- Configure LAM IR, and select WA type.
* DHCP Server

- The settings include Host 1P, Subnet Mask, Gateway, DNE, and WINE
configurations.

* Wireless
- Wireless settinas allowe wou to configure the wireless configuration iterns.
* Change Password

- Alloweyou to change systern password.

20



2.3.1.1 Primary Setup — WAN Type, Virtual Computers
_ (J PLANET  80211n Wireless Gigabit Broadband Router (Engiish ]

Metwarking & Commnisiien

& ADMINISTRATOR's MAIN MENU b Status » Wizard » Advanced + Logout

£, FORWARDING RULES | §5) SECURITY SETTIIG | 1 ADVANCED SETTING | {5 TOOLBOX |

Primary Setup [HELP]

Item Setting

b LAMN IP Address 192.168.0.1

b VAN Type Static IP Address

» WVAR P Address

P WAN Subnet Mask 255.255.255.0

kAN Gateway

F Primary DME

o = o o
=llzll|z =
=, [ =, =,
o =] o o

r Secondary DNS

P TTL G4 | (0-254)

v IGMP [ Enahle [

[Save J [Undn ] [ Wirual Computers.. J [ Reboot ]

Saved! The change doesn't take effect until router is rebooted.

Click “Change”

") PLANET

Metwariing & Commnizatien

noien v

802.11ﬁ Wireless Gigabit Broadband Router

A ADMINISTRATOR's MAIN MENU b Status » Wizard » Advanced + Logout

“32, FORWARDING RULES | §S) SECURITY SETTING | S1 ADVANCED SETTING | {33 TOOLBOX |

' WAN Type

Tvpe Usage

(O cStatic IP Address ISP assigns you a static IP address.
& Dynamic IP Address Ohtain an IF address from ISP automatically.
O Dynamic IP Address Telstra BigPond
O PPP over Ethernet Same 15Ps require the use of PPPOE ta connect to their services.
O PPTP Some 15Fs require the use of PFTF to connect to their senvices.
O LITP Some |15Ps require the use of L2TF to connect to their services.

) Fussia PPP over Ethernet{Dual Access) is a common connection
0 Russia PPPoE(Dual Access) methad used for XDSL.

) Russia PPP Tunneling ProtocoliDual Access) can support multi-
QG Russia PPTP(Dual Access) protocol Virtual Private Metworks (WPR).

21



This option is primary to enable this product to work properly. The setting items and the web appearance

depend on the WAN type. Choose correct WAN type before you start.

1. LAN IP Address: the local IP address of this device. The computers on your network must use the

LAN IP address of your product as their Default Gateway. You can change it if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct one

from the following four options:

A.

® MmO O W

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Dynamic IP Address: Telstra BigPond (Australia's ISP)

PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

L2TP: Some ISPs require the use of L2TP to connect to their services

Russia PPPoE(Dual Access): Russia PPP over Ethernet(Dual Access) is a common connection
method used for XDSL.

Russia PPTP(Dual Access): Russia PPP Tunneling(Dual Access) can support multi-protocol
Virtual Private Network(VPN).

Static IP Address: ISP assigns you a static IP address:

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting provided

by your ISP.

Dynamic IP Address: Obtain an IP address from ISP automatically.

Host Name: optional. Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically when the lease

time is expiring-- even when the system is idle.

22



PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.

PPPoE Account and Password: the account and password your ISP assigned to you. For security, this field
appears blank. If you don't want to change the password, leave it empty.

PPPoE Service Name: optional. Input the service name if your ISP requires it. Otherwise, leave it blank.
Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE session.

Set it to zero or enable Auto-reconnect to disable this feature.

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most common MTU value is
1492.

Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Status-page.

PPTP: Some ISPs require the use of PPTP to connect to their services

First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned to you.
Server IP Address: the IP address of the PPTP server.

PPTP Account and Password: the account and password your ISP assigned to you. If you don't want to
change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requires it.

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or enable
Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will connect to ISP
automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Status-page.

L2TP: Some ISPs require the use of L2TP to connect to their services

First, please check your ISP assigned and Select Static IP Address or Dynamic IP Address.

For example: Use Static

My IP Address and My Subnet Mask: the private IP address and subnet mask your ISP assigned to you.
Server IP Address: the IP address of the PPTP server.

PPTP Account and Password: the account and password your ISP assigned to you. If you don't want to
change the password, keep it empty.

Connection ID: optional. Input the connection ID if your ISP requires it.

Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to zero or enable

23



Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will connect to ISP
automatically, after system is restarted or connection is dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing packets.
Auto-Reconnect (Always-on): The device will link with ISP until the connection is established.

Manually: The device will not make the link until someone clicks the connect-button in the Status-page.

Russia PPPoE(Dual Access)
This mode only activate for Russia ISP that support dual layer Access to the Internet.

Please check with your ISP for the detail setting.

Russia PPTP(Dual Access)
This mode only activate for Russia ISP that support dual layer Access to the Internet.

Please check with your ISP for the detail setting.

Virtual Computers (Only for Static and dynamic IP address Wan type)
Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global IP address and local IP address.

e Global IP: Enter the global IP address assigned by your ISP.
e Local IP: Enter the local IP address of your LAN PC corresponding to the global IP address.

e Enable: Check this item to enable the Virtual Computer feature.

24



2.3.1.2 DHCP Server

""l;:j) PLANET  202.11n Wireless Gigabit Broadband Router

Wetwarking & Communizatisn

& ADMINISTRATOR's MAIN MENU b Status

» Wizard P Advanced » Logout

“Y BASIC SETTING '\@}) FORWARDING RULES | §5) SECURITY SETTING M1 ADVANCED SETTING \_g_-f-‘d TOOLBOX
P P n L rae | e |

» DHCP Server [HELP ]

item Setting
DHCP Server (O Digahle & Enable
Leaze Time I:Immutes
IF Poal Starting Address
IP Pool Ending Address
|

Domain Mame

Primary DNS
Secondary DNS
Primary WIKS
Secondary WINS
Gateway 0000 (optiona
[Save |[Unda | [ cClients List.. |
1. DHCP Server: Choose “Disable” or “Enable.”
2. Lease time: This is the length of time that the client may use the IP address it has been

assigned by dhcp server.
3. IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the requesting

computer. You must specify the starting and ending address of the IP address pool.
Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers
Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

N oo g &

Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server

offers an IP to your PC.

8. DHCP Client List: List connected DHCP Clients.
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2.3.1.3 Wireless

. I) PLANET ~  802.11n Wireless Gigabit Broadband Router

Mebwarking & Commnizstisn

& ADMINISTRATOR's MAIN MENU b Status > Wizard b Advanced * Logout

=] -, =l.
“YBASIC SETTING = ‘-, FORWARDING RULES SECURITY SETTING ADVAHNCED SETTING . TOOLBOX
W jasicserme <2, © @ (g ooupox |
» Wireless Setting [HELP]
ftem Setting
S Wircloos ‘h ¥ Wireless & Enable O Disable
SchéldrzlneﬁRVLI:reeless depend as (I0Aways v | (O Enable & Dizahle [ Schedule Setting J
b MNetwark IDISSID |default |
b ireless Mode @ mixed mode O 1aonly O 110 only O11n only
b 551D Broadeast ® Enable O Disahle
k Channel 11 [
s wos
i
k Security |N0ne w
[Save ] [Undu ] [ Wireless Client List...

Wireless settings allow you to set the wireless configuration items.

Wireless: The user can enable or disable wireless function.

Schedule Setting: The device can turn off Wireless depend as Schedule.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client stations can roam
freely over this product and other Access Points that have the same Network ID. (The factory setting is
“default”)

SSID Broadcast: The router will Broadcast beacons that have some information, including SSID so that
The wireless clients can know how many ap devices by scanning function in the network. Therefore,

This function is disabled; the wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory Domain.
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WPS (WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and easy way in Wireless

Connection.

) PLAN - 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced * Logout

I"" BASIC SETTING. '\(\9,? FORWARDING RULES | SECURITY SETTING | @71 ADVANCED SETTING | 17-,_:};. TOOLBOX

r Wi '-P'rutéc'ted' Setlip

ltem Setting

» WS & Enable O Disable

& Current AP PIN

» Setu
P O Configure Wireless Station

[z6284547 |
[ t PIM of the devi
HiR HEenevILe [ Generate Mew FIN ]

kWP state Idle

P WFS status Configured
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WDS (Wireless Distribution System)
WDS operation as defined by the IEEE802.11 standard has been made available. Using WDS it is possible
to wirelessly connect Access Points, and in doing so extend a wired infrastructure to locations where

cabling is not possible or inefficient to implement.

Hybrid Mode

It means the device can support WDS and AP Mode simultaneously.

| JPLANET - 802.11n Wireless Gigabit Broadband Router English v

Metwariing § Lonmmication

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced » Logout

» WDS Setting [HELP ]

Item Setting
» AP Mode: AP Only W
»Remoeapmac  Mect [ ]
WAL 2
It is a system that [ e
enables the
interconnection
of access points MAC4
wirelesshy.
Scaned AP's MAC |~ Select one - v [[Copyto | Remate #F MaC
SSID Channel MAC Address
CHCEL 1 00-13-E7-F0-DBE-0R
CL-WLAN 1 00-18-1E-CE-E6-90
ADW-4401 1 00-30-4F-00-98-50
ADN-4100 [ 00-30-4F-F4-Bh-81
Curtoba 7 00-30-4F-01-00-02
juntion_wap 7 00-04-E2-67-5h-03
10 00-1F-F3-05-AB-35
3Com 11 00-12-A%-DO-§2-32
darrenii124 11 00-1F-1F-19-B1-61
Narnia 11 00-13-49-36-A8-EE
LAI-STAR 1 00-24-01-RA9-F41-R0
CHTN_TO7AW 1 00-11-R4-46-C1-3F
HOME-1 1" 00-1F-1F-hd4-20-BC

[Save ] [Undo ] [ Scan AP ] [Elack]
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Security: Select the data privacy algorithm you want. Enabling the security can protect your data while it is

transferred from one station to another.

There are several security types to use:

WEP:
When you enable the 128 or 64 bit WEP key security, please select one WEP key to be used and input 26
or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is enabled, the
Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key value in
the RADIUS server.

WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the Wireless
user must authenticate to this router first to use the Network service. RADIUS Server IP address or the
802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key value in
the RADIUS server.
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WPA2-PSK (AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill'in the key, Ex 12345678

WPA2 (AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled, the Wireless
user must authenticate to this router first to use the Network service. RADIUS Server

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key value in
the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill'in the key, Ex 12345678

WPA/WPA2
Check Box was used to switch the function of the WPA. When the WPA function is enabled, the Wireless

user must authenticate to this router first to use the Network service. RADIUS Server

The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client uses to encrypt.
IP address or the 802.1X server’s domain-name.
Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with the key value in
the RADIUS server.
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Wireless Client List

) PLANET 802.11n Wireless Gigabit Broadband Router

Metwarnng & Conminizalisn

& ADMINISTRATOR's MAIN MENU P Status b Wizard » Advanced + Logout

“~YBASIC SETTING \:}?) FORWARDING RULES | {3 SECURITY SETTING 771 ADVANCED SETTING ﬁ@:, TOOLBOX
e s - = | B |

Wireless Client List

Connected Time1 MAC Address
Sun May 31 23:37:24 2009 00-13-02-BA-26-70
Sun May 31 23:37:24 2009 00-18-DE-AC-BE-CE
Sun May 31 23:37:24 2004 00-18-DE-DD-F4-6E

2.3.1.4 Change Password
(JPLANET 802.11n Wireless Gigabit Broadband Router

Metwaring § Conmmization

& ADMINISTRATOR's MAIN MENU b Status » Wizard * Advanced ¢ Logout

(@ Basic seTTING % FORWARDIIG RULES | (S SECURITY SETTING | Tfy] ADVANCED SETTING \_@q. TOOLBOX
) ok as L | B ,

F Chahge Password

tem Setting

Old Fassword

Mew Password I:I

Reconfirm

You can change Password here. We strongly recommend you to change the system password for

security reason.
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2.3.2 Forwarding Rules

JPLANET ' 802.11n Wireless Gigabit Broadband Router

Metwirong & Comminizstisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

,i&%’?msm SETTIHG ) ILES SECURITY SETTING | {7} ADVANCED SETTING | \_;_:l-;. TOOLBOX

* Virtual Server

- Allows others to access Wi\ FTR, and other semvices on ywour LAN.

* Special Application
- This configuration allows some applications to connect, and work with the
MAT router.
* Miscellaneous
- IP Address of DMZ Host Allows & computer to be expoged to unrestricted 2-
weay communication. Mote that, this feature should be used anly when
needed.
- Mon-standard FTP port: You have to configure this item ifyou want to access
an FTP serverwhose port numberis not 21 fwhen Client uses active mode).
= LIPRP Setting: Ifvou enakle UPAP function, the router will work with LIPRP
devicesisoftwares.

2.3.2.1 Virtual Server

JPLANET 802.11n Wireless Gigabit Broadband Router

Wetwarong & Commnizstien

& ADMINISTRATOR's MAIN MENU } Status » Wizard P Advanced

; ii“t?BASIC SETTING

* Virtual Server 'h

Well knawn sewicesl--selectone—— vl

Schedulerulel(ﬂﬂ)ﬂlways V|[ Copyto ]IDl-— v|

D Server IP Service Ports Protocol  |Enable | Schedule Rule#
1 192.168.0] | | | |Both v | O D
2 192.168.0] | | | | [pathi@ | O o ]
k; 192.158.D.| | | | |Elﬂth V| Ll D
4 192.168.0] | | | | [Both O o]
5 192.158.D.| | | | |Elﬂth V| F D
B 1921680, | | | | [Both v O o]
7 192.168.0] | | | |Both v L D
] 192.168.0] | | | |Both »| O D
9 192.168.0] | | | | [pathi@ | O o]
10 192.158.D.| | | | |Elﬂth V| F D

[ Mext == J[Save ] [Undu ]
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts behind this
product are invisible to the outside world. If you wish, you can make some of them accessible by enabling
the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to the computer
specified by the Server IP. Virtual Server can work with Scheduling Rules, and give user more flexibility

on Access control. For Detail, please refer to Scheduling Rule.

2.3.2.2 Special AP

————————————

PLANET 802.11n Wireless Gigabit Broadband Router

Metwariong & Communizatisn

& ADMINISTRATOR's MAIN MENU b Status » Wizard

» Advanced + Logout

i.%‘}ansm SETTING | -, FORWARDING RULES §5) SECURITY SETTING | {fy| ADVANCED SETTING \E;,Toomox
- | . P Gt | kel L

» Special Applications [HELP ]
W Popular applications |- Selectone— | Capyto | p |- v
ID Trigger Incoming Ports Enable
: E | 0
2 [es535_| L | O
: [es535 | o | O
1 E | =
5 65535 | lo | 0
; [es535_| E | =
7 [es535_| L | =
8 [es535_] E | =

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router. The
Special Applications feature allows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the DMZ

host instead.
1. Trigger: the outbound port number issued by the application.

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified port

numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click “Copy to” to add the

predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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2.3.2.3 Miscellaneous Items

- [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwariong & Communizatisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

_ii%‘}snsm SETTIHG | 4 RWARDING RULES = =) SECURITY SETTING | {fy} ADVANCED SETTING \E;,Toomox

+ Miscellaneous ltems
Item Setting Enable
IP Address of DMZ Haost (& 192.168.0, O

* Miscellaneous ‘h

Super DMZ(IP Passthrough) 3] I:I
Mar-standard FTR port I:I

UPHP setting

¥hox Support

IP Address of DMZ Host

DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet telephony
and other special applications.

NOTE: This feature should be used only when needed.

Super DMZ (IP Pass through)

Super DMZ (IP Pass through) is a useful feature if a host computer or server on the Local Area Network
needs to have access into it from the internet with a real public IP address. With IP Pass through
configured, all IP traffic, not just TCP/UDP, is forwarded back to the host computer. This can be necessary

with certain types of software that do not function reliably through Network Address Translation.

Non-standard FTP port
You have to configure this item if you want to access an FTP server whose port number is not 21. This

setting will be lost after rebooting.
Xbox Support

The Xbox is a video game console produced by Microsoft Corporation. Please enable this function when

you play games.
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UPNP Setting

The device also supports this function. If the OS supports this function enable it, like Windows XP. When

the user get IP from Device and will see icon as below:

r
\ja..i' Internet Gateway Device UPnP IE

& new device is now available on wour nebwork. For more
information, click here.

by

——T

i B8 crazy Browser... | E) (untitled) - Et... |

2.3.3 Security Settings

JPLANET 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU } Status » Wizard b Advanced

_i%msm SETTIG | {37, FORWARDING RULES &=

+ Security Setting

* Packet Filters

address ofthe source and destination.

* Domain Filters

* URL Blocking

* Internet Address Control

Control depend as user-defined time Schedule.

* Miscellaneous

perform administration task from remote host.

Wigh cannot ping the Device.

= Allowes wou to control access to a network by anakzing the incoming and
outgoing packets and letting them pass or halting them based on the P

- Letyou prevent users under this device from accessing specific URLs.

- URL Blocking will hlock LAM computers to connect to pre-defined wehsites.

- The device provides "Administrator MAC Contral" for specific MAC to access
the device or Internet withaut restriction. It also pravides 3 features to access
Internet: MAC Contral by host, Group MAC Control and Interface Access

- Remate Administrator Host In general, only Intranet user can hrowse the
huilt-in weh pages to perfarm administration task. This feature enables you to

- Administrator Tirme-out: The amount oftime of inactivity befare the device will
automatically close the Administrator session. Set this to zero to disable it

- Digcard PIMG from WAk side; When this feature is enahled, hosts on the
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2.3.3.1 Packet Filters

" [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwirong & Comminizstisn

& ADMINISTRATOR's MAIN MENU P Status » Wizard * Advanced

| £ o | —
ii{?msm SETTING | ‘\3?_} FORWARDING RULES | @ SECURITY SETTING = {7} ADVANCED SETTING | { {4 TOOLBOX |
_— s " y

SPhEckarTillare Outbound Packet Filter . [HELP ]

item Setting

+ Logout

Cutbound Filter [ Enable

& Allow all o pass except those match the following rules.
O Dery all to pass exceptthose match the following rules.

Block List |~ selectone— |

Schedulerule|(ﬂﬂ)ﬁlwavs V|[ Copyto JIDl-— v|

D Source IP Destination IP : Ports Enable | Schedule Rule#
| i | O
| i |
| i |
| i |
| |
| |
| |
| |

[save | [Unda |[ Inbound Fiter... |

I

Oo|oo|jo|old

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies on
all outbound packets. However, Inbound filter applies on packets that destined to Virtual Servers or DMZ

host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules

2. Deny all to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

e Source IP address

e Source port address

e Destination IP address

e Destination port address

e Protocol: TCP or UDP or both.
e Use Rule#
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For source or destination IP address, you can define a single IP address (4.3.2.1) or a range of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports (1000-1999). Add prefix
"T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix indicates both
TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work with Scheduling

Rules, and give user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.

Example 1:

. I) PLANET " 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU b Status > Wizard b Advanced » Logout

_iitjmsm SETTIHG '\(\A,?) FORWARDING RULES @ SECURITY SETTING = {[y| ADVANCED SETTING ﬁ_:};d TOOLBOX
| | | - | B |

» Inbound Packet Filter [HELP ]

item Setting

Inkound Filter [ Enable

@ Allow all to pass exceptthose match the following rules.
O Dery all to pass except those match the following rules.

Schedulerule|(UU)NWavS V|[ Copyto ]IDl-- vl

1D Source IP Destination IP ; Ports Enable Schedule Rule#
| I o] B
2| | I o] b _]
| I — o] @b
al ] — o] b
s || I — o] b_]
o | | I — o] b
| ] — o] B ]
o | | I — o] b ]

[Save ] [Undn ] [ Outhound Filter... ]

(1.2.3.100-1.2.3.149) Remote hosts are allow to send mail (port 25), and browse the Internet (port 80)
(1.2.3.10-1.2.3.20) Remote hosts can do everything (block nothing) Others are all blocked.
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Example 2:

" [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwirong & Comminizstisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

,i{f‘;msm SETTING k{:,?) FORWARDIIG RULES | £5) SECURITY SETTING 41 ADVANCED SETTING | ﬁ_‘-’}_} TOOLBOX

» Inhnilni:l Packei Fiﬁer [ HELP ].

item Setting

Inbound Filter [ Enable

& Allow all o pass except those match the following rules.
O Deny all to pass exceptthose match the following rules.

Schedulerule|(UU)A|W3\,fS Vl[ Copy to JIDl-- v_l

Source IP Destination IP : Ports Enable | Schedule Rule#
[ O
i
i
f
f
i
i
i

[Sa\re ] [Undn ] [ Quthound Filter... ]

1000000

(1.2.3.100-1.2.3.119) Remote hosts can do everything except read net news (port 119) and transfer files
via FTP (port 21) behind Router Server.

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.
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Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound Packet Filter

field.

Example 1:
Router LAN IP is 192.168.12.254

" [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwirong & Comminizstisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

_i%’?msm SETTING | a\){}) FORWARDIIG RULES | @ SECURITY SETTING = {7} ADVANCED SETTING | \_&s} TOOLBOX
| = |

——— N ) i
SPhckarTillars ‘h Outbound Packet Filter : [HELP ]

item Setting

Outhound Filter [ Enable

& Allow all o pass except those match the following rules.
O Deny all to pass exceptthose match the following rules.

Block List |~ selectone— |

Schedulerule|(UU)NWays V|[ Capyto JIDl-— v|

D Source IP Destination IP : Ports Enable | Schedule Rule#
| i | O
| i |
| f |
| |1 |
| i |
| |
| |
| |

[Save][UnduJ[ Inbound Filter... ]

IR

O|oojo(o|a|o

(192.168.12.100-192.168.12.149) Located hosts are only allowed to send mail (port 25), receive mail (port

110), and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.12.10-192.168.12.20) Located hosts can do everything (block nothing)

Others are all blocked.
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Example 2:
Router LAN IP is 192.168.12.254

" [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwirong & Comminizstisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

,i&%’?msm SETTING k{:,?) FORWARDIIG RULES | {5 SECURITY SETTING = {7} ADVANCED SETTING | \E_-j-_} TOOLBOX

» Outbound Packet Fitter [HELP |

* Packet Filters \h
e e item Setting

Cutbound Filter [ Enable

& Allow all o pass except those match the following rules.
O Dery all to pass exceptthose match the following rules.

Block List |~ selectone— |

Schedulerule|(ﬂﬂ)ﬁlwavs V|[ Copyta JIDl-— vl

D Source IP Destination IP : Ports Enable | Schedule Rule#
| i | O
| i |
| i |
| i |
| |
| |
| |
| |

[save | [Unda |[ Inbound Fiter... |

I

Oo|oo|jo|old

(192.168.12.100 and 192.168.12.119) Located Hosts can do everything except read net news (port 119)
and transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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2.3.3.2 Domain filters

" [_') PLANET 802.11n Wireless Gigabit Broadband Router

Metwariing & Communizatisn

& ADMINISTRATOR's MAIN MENU } Status » Wizard * Advanced + Logout

| £ | -
={BASIC SETTING }’} FORWARDING RULES | =% SECURITY SETTING | ADVAHNCED SETTING < TOOLBOX
w0 B o secumny e i oouaon|

» Domain Filter [HELP]

W ltem Setting
= Domain Filtar [ Enable

Log DMS Query [ Enable

Privilege IP Addresses Range From[0 |Tald ]
D Domain Suffix Action Enable  Schedule Rule#
1 | | COorop Lo E D
2 | | Clorop O Log 0 o]
a | | O orop O Log | EI
4 | | Oorap OLog F D
& | | Oorop [Log O D
B | | Corop [Log O o]
7 | | orop CLog O D
8 | | Ol orop [ Log O o |
g | | Clorep CLog O b ]
10 = {all others) Oorop CLoa D

Domain Filter

Let you prevent users under this device from accessing specific URLSs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.

Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.

Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".
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Action
When someone is accessing the URL met the domain-suffix, what kind of action you want.

Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.

Example:

" [_:_’) PLANET 802.11n Wireless Gigabit Broadband Router

Metwariong & Communizatisn

& ADMINISTRATOR'S MAIN MENU » Status » Wizard » Advanced + Logout

&l o | -
i{;msm SETTING | <, FORWARDING RULES | @ SECURITY SETTING = {7} ADVANCED SETTING L4z ToOLBOX |

+ Domain Filter [HELP ]

W item Setting
= Domain Filter [ Enable

Loo DNS Guery [ Enahle

Privilege IP Addresses Range From DTDD
ID Domain Suffix Action Enable Schedule Rule#
1 | | Oorap OLog O D
2 | | Corop CLog O D
3 | | Corop CLog O o]
4 | | Corop CLog O EI
g | | COorop O Lag Fl D
B | | Clorep CLog O o]
7 | | Oorop O Log O o]
& | | Olorap O Log F D
a | | Drop CLog O D
10 *{all others) Oorap Lo D

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.
2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
3. URL include “www.baidu.com” will be blocked, but the action will not be record in log-file.

4. |IP address x.x.X.1~x.x.X.99 can access Internet without restriction.

42



2.3.3.3 URL Blocking

"(JPLANET 802.11n Wireless Gigabit Broadband Router

Metwariing & Communizatisn

& ADMINISTRATOR's MAIN MENU } Status » Wizard * Advanced ¥ Logout

;E??BASIC SETTIHG | ‘\i‘;\, FORWARDING RULES | 5:3' : c{ﬁ] ADVAHNCED SETTING | ‘-_G}:‘ TOOLBOX |
ltem Setting
T % URL Blocking [] Enahle
e D URL Enable Schedule Rule#
1 | | O | b |
2 | | o | b ]
] | | O | b |
4 | | 0| ]
5 | | O | [ ]
6 | | O | b |
7 | | O | [ ]
d | | O | b ]
g | | o | b ]
10 | | 0 o]

URL Blocking will block LAN computers to connect to pre-defined Websites.
The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to input suffix
(like .com or .org, etc), while URL Blocking require user to input a keyword only. In other words, Domain

filter can block specific website, while URL Blocking can block hundreds of websites by simply a keyword.

URL Blocking Enable
Checked it if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block all websites if their URLs contain pre-defined

word "sex".

Enable

Check to enable each rule.
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" [_') PLANET 802.11n Wireless Gigabit Broadband Router

Metwariing & Communizatisn

& ADMINISTRATOR's MAIN MENU } Status » Wizard * Advanced ¥ Logout

;W%anm SETTING <%, FORWARDING RULES | £ SECURITY SETTING $T1 ADVANCED SETTING | "_L‘jl'-a‘ TOOLBOX |
» URL Blocking [HELP |
ltem _ Setting
T % URL Blocking [] Enahle

T ] D URL Enable Schedule Rule#

1 | | O | b |

2 | | o | b ]

] | | O | b |

4 | | 0| ]

5 | | O | [ ]

6 | | O | b |

7 | | O | [ ]

d | | O | b ]

g | | o | b ]

10 | | 0 o]

In this example:

1. URL include “msn” will be blocked, and the action will be record in log-file.

2. URL include “sina” will be blocked, but the action will be record in log-file
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2.3.3.4 Internet Access Control

The device provides "Administrator MAC Control" for specific MAC to access the device or Internet without
restriction. It also provides 3 features to access Internet: MAC Control by host, Group MAC Control and

Interface Access Control depend as user-defined time Schedule.

Administrator MAC Control

Regardless the MAC access configuration of administrator, specific MAC can access the device.

") PLANET

Wetwarking & Communizatisn

& ADMINISTRATOR's MAIN MENU b Status

| 5 -, | —]
=!BASIC SETTING '_‘,} FORWARDING RULES SECURITY SETTING ADVANCED SETTING iy TOOLBOX
ILE; | PR IRE) s |
¢ Administrator MAC Control [HELP ]

DHCF clients | — Select one — v|[coprto Jip|- ¥

802.11n Wireless Gigabit Broadband Router

» Wizard P Advanced » Logout

D MAC Address Enahble

* Internet Access Cl:llltrlillh 1 I:I Ll
P : [ ] 0
3 [ ] O

» Internet Access Control
tem Setting

O MAC Access Contral
Access Control Type & Group MAC Access Control

) Interface Access Control

This device can record 3 sets. When the host(should be admin) logins Web management, the device will
record MAC address of this host. Before this host configures Internet Access Control , Suggest end-user to

enable this feature, first.
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1. MAC control

,,')PLI'-INET' © " 802.11n Wireless Gigabit Broadband Router

Wetwarong & Commnizstien

& ADMINISTRATOR's MAIN MENU b Status b Wizard P Advanced * Logout

i-‘%?ﬂnsm SETTING | ‘7, FORWARDING RULES SECURITY SETTING 1) ADVANCED SETTING {33, ToOLBOX
| | - | - |

\ddress Control [HELP ]

item Setting

MAC Address Contral (1 Enakle

Sl it ene Cartal T, Wireless and wired clients with C checked can connectto this device; and
unspecified MAC addresses to connect.

Wireless clients with A checked can associate to the wireless LAN; and

[ association control unspecified MAC addresses to associate.
Note: Association control has no effect on wired clients.

DHCP clients |- Select one — 7
Schedulerule|(UU)NWavS V|[ Copy to ]IDl-- v|

D MAC Address IP Address c | A Schedule Ruler
1 |:| 192.168.D.|:| o D
2 ] 1921680 | om| b |
3 ] 1921680] | ool o |
4 [ ] 1921680 | oo o]

[ ==Previous |[ Mext== |[Save]|[undo |

MAC Address Control allows you to assign different access right for different users and to assign a specific

IP address to a certain MAC address.

MAC Address Control

Check “Enable” to enable the “MAC Address Control”. All of the settings in this page will take effect only

when “Enable” is checked.

Connection control

Check "Connection control" to enable the controlling of which wired and wireless clients can connect to this
device. If a client is denied to connect to this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC addresses are not in the "Control table"

(please see below), to connect to this device.

Association control
Check "Association control" to enable the controlling of which wireless client

Can associate to the wireless LAN. If a client is denied to associate to the wireless

46



LAN, it means the client can't send or receive any data via this device. Choose
"allow" or "deny" to allow or deny the clients, whose MAC addresses are not in the

"Control table", to associate to the wireless LAN.

Control table

ID MAC Address IP Address C | A Schedule Rule#
1 [ , 192.168.0) oo o]

z '_ | 1921680 ool o

3 192.168.0] ojgl fo

4 192.168.0 ool o

"Control table" is the table at the bottom of the "MAC Address Control" page. Each row of this table
indicates the MAC address and the expected IP address mapping of a client. There are four columns in this

table:

MAC Address |MAC address indicates a specific client.

IP Address Expected IP address of the corresponding client. Keep it empty if you don't care its IP

address.

C When "Connection control" is checked, check "C" will allow the corresponding client

to connect to this device.

A When "Association control" is checked, check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combobox and button to help you to input the MAC address.

DHCP clients |- select one - ~| Caopyto |]I) I vl

You can select a specific client in the “DHCP clients” Combobox, and then click on the “Copy to” button to

copy the MAC address of the client you select to the ID selected in the “ID” Combobox.

Previous page and Next Page
To make this setup page simple and clear, we have divided the “Control table” into several pages. You can

use these buttons to navigate to different pages.
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Example:

"(JPLANET ~ 802.11n Wireless Gigabit Broadband Router

Metwariing & Communizatisn

& ADMINISTRATOR's MAIN MENU } Status » Wizard * Advanced ¥ Logout

2 i s
ii-_-__:?BASIC SETTIHG | ‘\:’\,) FORWARDING RULES [ g SECIJRIT‘I’ SETTING % ADVAHNCED SETTING | \_w TOOLBOX |
» MAC Address Control [HELP |

tem Setting

MAC Address Control [ Enahle

Wireless and wired clients with C checked can connectto this device; and

* Internet Access Control
allow % | unspecified MAC addresses to connect.

(] connection contral

Wireless clients with A checked can associate to the wireless LAMN; and

[ Association control unspecified MAC addresses to associate.
Note: Association control has no effect on wired clients.

DHCF clients|-—- Select one - v|
Schedulerule|(UU)NWays V|[ Copyto ]IDl-— v|

D MAC Address IP Address Schedule Rule#

1 [ ] 1021680 |
7 [ ] 1921680] |
3 ] 1021680 |
4 ] 1oz1600] |

[ ==Previous |[ Mext=> |[Save]|[undo |

Ooag|e
oooQg)=

A0

In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are wireless, and client 3

is wired.
1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the "Control table"

are "allowed" to connect to this device.

3."Association control" is enabled, and all of the wireless clients not listed in the "Control table" are "denied"

to associate to the wireless LAN.
4.Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or manually assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.12.100
ID 3 - "00-98-76-54-32-10" --> 192.168.12.101
Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server" page or

can use a manually assigned static IP address.
If, for example, client 3 tries to use an IP address different from the address listed in the Control
table (192.168.12.101), it will be denied to connect to this device.

5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control table are all

allowed to connect to this device. But client 1 is denied to connect to this device.
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6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a MAC address not
specified in the Control table is denied to associate to the wireless LAN. Client 3 is a wired client and so

is not affected by Association control.

2. Group MAC Access Control

Administrator can define hosts in which Group to allow Internet. For example, Father and

Mother are in Group1 without limitation and hosts Brother and Sister are in Group2 to access according as

Schedule Rule2.
For example,

Schedule Rule 1 sets “always” everyday with limitation.

Schedule Rule 2 sets 08:00~23:00 Monday ~ Friday.

) PLANET 802.11n Wireless Gigabit Broadband Router

Wetwarking & Communizatisn

& ADMINISTRATOR's MAIN MENU b Status b Wizard P Advanced * Logout

_i{_:?msm SETTING | <%, FORWARDING RULES | §57 SECURITY SETTING 901 ADVANCED SETTING | {2 TooLBOX

» Group MAC Access Control [HELP |

item Setting

Group MAC Access Contral [ Enahle

r Add Mgmher to Group Li_st

Add MAC Address - | |[[==Copy ][~ gelectans - v
to Group and apply schedule rule | (00Aways w| [ Add |
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WNRT-632

Group 2 Group1
Connection Control Connection Control
limitation . unlimited

O

s

3. Interface Access Control

The device defines 5 Interfaces as Lan1, Lan2, Lan3, Lan4 and Wi-Fi. The device

allows different interface to access Internet by time schedule

For example,

Schedule Rule 1 sets “always” everyday with limitation.

Schedule Rule 2 sets 08:00~23:00 Monday ~ Friday.

Administrator can set guests in Lan3 and Lan4 to access Internet according as Schedule Rule

2. Set Friends in Lan1 ,Lan2 and WiFi according as Schedule Rule 1.
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802.11n Wir-eless Gigabit Broadband Router

b Status

» Wizard

P Advanced

| 901 ADVANCED SETTING I ‘I_L‘jl'.a TOOLBOX |

* Logout

e Access Control

[HELP]
Item Setting
Interface Access Cantral D Enable
Interface Schedule Rule Deny
Wireless
WNRT-632
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2.3.3.5 Miscellaneous Items

. ) PLANET  502.11n Wireless Gigabit Broadband Router

Metwarong & Commnization

& ADMINISTRATOR's MAIN MENU b Status » Wizard P Advanced

= 2 = o
E::?BASIC SETTIHG | \\,) FORWARDING RULES | SECIJRIT‘I’ SETTING ({fﬁ ADVAHNCED SETTING | \_g_c:_; TOOLBOX |
» Miscellaneous ftems - [HELP |

* Logout

Item Setting Enable
» Remnote Administrator Host 7/ Port |U-U-U-U |I|83 | ¥
Adrinistrator Time-out seconds {0 to disahble)
* Miscellaneous 'h Discard PING fram WA side L
= SFI mode [
D08 Attack Detection Ll
YR PPTP Pass-Through
WPM IPSe: Pass-Through

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This feature
enables you to perform administration task from remote host. If this feature is enabled, only the specified IP
address can perform remote administration. If the specified IP address is 0.0.0.0, any host can connect to
this product to perform administration task. You can use subnet mask bits "/nn" notation to specified a
group of trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can change

web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.
SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like IP

address, port address, ACK, SEQ number and so on. And the router will check every incoming packet to
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detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.
Currently, the router can detect the following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of Death,
Land Attack etc.

VPN IPSec Pass-Through
It is a setting/feature on routers which is required to implement secure exchange of packets at

the IP layer and allow IPSec tunnels to pass through the router.

VPN PPTP Pass-Through

It is a setting/feature on routers which is required in order to connect to a Remote PPTP VPN account.

2.3.4 Advanced Settings

802.11n Wireless Gigabit Broadband Router

“T)PLANET

Wetwarong & Commnizstien

& ADMINISTRATOR's MAIN MENU b Status b Wizard P Advanced * Logout

E%?BASIC SETTING | <%, FORWARDING RULES | SECURITY SETTING | ﬁ@ JDushom s {£, TooLBOX
| i |

3 'h.duanced' Séﬂing

* System Time

- Allow you to set device time manually or consult network time from MTP

SENVEr.
* System Log
- Send system log to 2 dedicated host or email to specific receipts.
* [ynamic DNS
- To hostyour server on a changing IP address, you have to use dynamic
domain name service (DDMES).
* (oS Rule
- Quality of Service can provide different priority to different users or data flows,
or guarantee a cerain level of performance.
* SNMP
- Gives a userthe capahbility to remotely manage & computer network by polling
and setting terminal values and monitoring network events.
* Routing
- Ifyou have maore than one routers and subnets, you maywantto enable
routing tahle to allow packets to find proper routing path and allow diferent
subnets to communicate with each other.
* Schedule Rule
- Apply schedule rules to Packet Filters and Wirtual Server.
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2.3.4.1 System Time

(PPLANET 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced * Logout

_i%msu: SETTING | '\-(\9,) FORWARDING RULES | SECURITY SETTING | @ _ﬁ“ﬂCEﬂ_SETIIHG 1_;_%:, TOOLBOX
| | = |

: SystemTime__ L

Item Setting
Systermn Time Monday, June 01, 2009 12:22:52 AM
O GetDate and Time by MTP Pratocal
Time Sermer |time.nist.g0\r v|
Time Zone | (GMT-08:00) Pacific Time (U5 & Canada) W

O get Date and Time using PC's Date and Time

FC Date and Time |Friday, September 17, 2010 10:45:36 AM |

(& Set Date and Tirme manually

Date vear:| 2009 » Mnnth: Day
Time HUur:D(D—ES) Minute :D(D—SQ) Secnnd:D(D—ﬁQ)
Daylight Saving CEnable @ Disahle

Start wanth Day : Hour:
End Mnnth: Dray ;| 01 % Hour:| 00 &

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time using PC’s Date & Time

Selected if you want to Set Date and Time using PC’s date & time.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
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Function of Buttons:

Sync Now: Synchronize system time with network time server

Daylight Saving: Set up where the location is.

2.3.4.2 System Log

.- I) PLANET 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced * Logout

i%msm SETTING | '\-(\9,) FORWARDING RULES | SECURITY SETTING | @ _ﬁ“ﬂCEﬂ_SETIIHG 1_;_%:, TOOLBOX
| - |

» System Log . . [HELP ]

TN ‘h ltem Setting Enable
ystem Log
IP Address of Byslog Server 1921 ES.D.I:I Ll
E-rnail Alert Send Mail Mow F

* SMTF Server IP/Port |

* E-mail addresses

* E-mail Subject | |

* Username | |

* Password | |

Log Type Systermn Activity
Debug Inforrmation
[#] Attacks

Dropped Packets
Motice

[ Wiew Log... ] [Save] [ Lndo ]

This page supports two methods to export system logs to specific destination by means of syslog (UDP)

and SMTP (TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslog will be sent to.

Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
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SMTP Server IP and Port

Input the SMTP server IP and port, which are concatenated with ":'. If you do not specify port number, the
default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipient who will receive these logs.

You can assign more than 1 recipient, using ';’ or ',' to separate these email addresses.

2.3.4.3 DDNS Service

e T

ANET - 802.11n Wireless Gigabit Broadband Router English

Wehwarking & Conmunisrtian

& ADMINISTRATOR's MAIN MENU b Status b Wizard b Advanced » Logout

iélf)snsu: SETTING | ‘%, FORWARDING RULES | §5 SECURITY SETTING S@ ADVANCED SETTING {3, TOOLBOX
| - | | e |

+ Dynamic DNS [HELP |

Item Setting
» Dynamic DHS DDNE ® Disable O Enable
' Frovider | DynDMS.org(Dynamic) v|[ Provider wehsite |
Host Name | |

Llsernarme [ E-rmail | |

Fassword [ Key | |

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).
So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map the
name of your host to your current IP address, which changes each time you connect your Internet service

provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS servers

that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:
Provider

Host Name
Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.
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2.3.4.4 SNMP

) PLANET 802.11n Wireless Gigabit Broadband Router

Metwarking & Communisstisn

& ADMINISTRATOR's MAIN MENU b Status > Wizard b Advanced * Logout

_i;%?msm SETTING | '\{g) FORWARDING RULES | SECURITY SETTING | @ _agvnm;fn SETTING \“&g TOOLBOX
| | < |
» SNMP Setting [HELP]

ftem Setting

Enahle SHMP [ Local []Remate

(et Comrmunity [public |

Set Community private |

IP 1 | |

P2 | |

IF3 | |

IF 4 | |

SMMP Version O @vaze

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and monitoring

network events.

Enable SNMP
You must check Local, Remote or both to enable SNMP function. If Local is checked, this device will

response request from LAN. If Remote is checked, this device will response request from WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1,IP2,IP3,IP4

Input your SNMP Management PC’s IP here. User has to configure to where this device should send

SNMP Trap message.
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SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.

2345 Routing

) PLANET 802.11n Wireless Gigabit Broadband Router

Wetwarking & Communizatisn

& ADMINISTRATOR's MAIN MENU b Status b Wizard P Advanced * Logout

;E??BASIC SETTING | \'\\‘},'_\, FORWARDING RULES | SECURITY SETTING | ﬁiia _g'II'MI;ED SETTING \_E;lb:d TOOLBOX |
tem Setting
Dynamic Routing & Disable O RIPY1 O RIPY2
Static Routing & Disable O Enable
Destination Subnet Mask Gateway Hop  |Enable
e e | | | | | | | | [ ]| B
e | Bl | [ 1| o
| | || | | | [ ]| O
| | | | | | [ ]| O
| | | | | | [ ]| B
| | | | | | [ ]| O
| | ] | || | |[__ 1| B
| | | | ] | [ ]| O

Routing Tables allow you to determine which physical interface address to use for outgoing IP data grams.
If you have more than one routers and subnets, you will need to enable routing table to allow packets to find

proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing
Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination IP

address, subnet mask, gateway, and hop for each routing rule, and then enable or disable the rule by check
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or uncheck the Enable checkbox.

Example:

Fouterl (ignt2

192,168,123, XiX g
Submask /Eif T

ient]
Cligat] 182, 165.125.215 107, 168 120,103 116802
%2168, 1.1
(lignt]
19,168, 2.2
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 i
192.168.0.0 255.255.255.0 192.168.123.103 1 i

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above table
to determine that it had to go via 192.168.123.103 (a gateway).

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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2.3.4.6 Schedule Rule

jPI:ﬂNET - 802.11n Wireless Gigabit Broadband Router

Metwaring § Conmmization

& ADMINISTRATOR's MAIN MENU b Status » Wizard * Advanced ¢ Logout

i.%}ﬂnsm SETTING | ‘%, FORWARDING RULES | §5) SECURITY SETTING ﬁ ADVANCED SETTING £, TOOLBOX
+ Schedule Rule [HELP]

Item Setting

Schedule [ Enahle

Rule# ‘ Rule Name ‘ Action

[Sa\re” Add Mew Rule... J

* Schedule Rule

(R

You can set the schedule time to decide which service will be turned on or off. Select the “enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time” to “End Time”.

The following example configure “ftp time” as everyday 14:10 to 16:20

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.
Delete
To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one

automatically. Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanple1: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)
Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).
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2.3.4.7 QoS Rule

.- I) PLANET 802.11n Wireless Gigabit Broadband Router

Mebwarking & Commnizstisn

& ADMINISTRATOR's MAIN MENU b Status » Wizard b Advanced * Logout

;i%t?BASIC SETTING | ‘\{?,p FORWARDING RULES | SECURITY SETTING | ﬁ@ ﬁ\tﬁcﬂ] 5ETT|HE '1__§_-ljlh:. TOOLBOX |
T
ltem Setting
Q03 Contral [ Enable
® QoS Rule Well known services | - Selectone - »
Bt S Schedule rule | (D0&ways v |[ Copyto Jip |~ ~|
Schedule
ID Local IP Remote IP : Ports QoS Priority Enable

Rule#

1] | | |- | | [Normal v O o

2| | | ] |- | | [Momal v O o]

i | | | |- | | [Normal v O o |

s | | | | [Normal v O o]

5| | | | |- | | [Normal v O o

6| | | | | | [Normal v O o |

T | | B | | [Normal v O o]

8| | | | |- | | [Normal v O o

Local IP:
Please input Client IP, ex:192.168.12.33.

Remote Priority:
Please input Global IP and port, ex:168.96.2.3 and port 21
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2.3.5 Toolbox

) ANET 802.11n Wireless Gigabit Broadband Router

Metwariing & Communizatisn

» Wizard * Advanced

& ADMINISTRATOR's MAIN MENU b Status » Logout

i.%“;ﬂnsm SETTING | *\{é\, FORWARDIIG RULES | SECURITY SETTING | {1 ADVANCED SETTING __j_i'ﬂ“ijggujg
| |

* \iew Log

- Wiew the system logs.
* Firmware Upgrade
- Prompt the administrator for & file and upgrade itto this device,
* Backup Setting
- Save the settings ofthis device to a file.
* Reset to Default
- Resetthe seftings ofthis device to the defaultvalues.
* Rehoot
- Reboot this device.
* Miscellaneous

- MAC Address for Wake-on-LAN: Let you to power up another netwoark device
rermotely.

- Damain Mame ar IP address far Ping Test Allaw you to configura an 1P, and
ping the device. You can ping a secific IP to testwhether it is alive.

2.3.5.1 View Log

) ANET 802.11n Wireless Gigabit Broadband Router

Mrtwarking & Conmunbsation

& ADMINISTRATOR's MAIN MENU b Status » Wizard » Advanced ¢ Logout

—

i;i;‘;ammc SETTING | \:ﬂg} FORWARDING RULES | £=) SECURITY SETTING | (@ ADVANCED SETTING | E i.. TOOLBOX
|

ftem Info
Witk Type Static IP Address (R0.28a1 betall)
Display time Mon Jun 01 00:35:06 2008

Time Log

[ Refresh || Download || clearlags |

You can View system log by clicking the View Log button.
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2.3.5.2 Firmware Upgrade

—— —

- ) PL_HNT ; 802.11n Wireless Gigabit Broadband Router English |+

Metwarng & Conmnisstisn

& ADMINISTRATOR's MAIN MENU » Status b Wizard P Advanced b Logout

i;%}BASIC SETTING \fe} FORWARDING RULES | §5 SECURITY SETTING | “{[y] ADVANCED SETTING S_E'&';TUULHDI
| - | | | | =
+ Firmware Upgrade

Firmware Filename

* Firmware Upgrade %

= | |[ Browse.. |

Current firmware wversion is RO.28a1 hetal1. The upgrade procedure takes about 20 seconds.

Motel Do not power off the unit when it is heing upgraded.

When the upgrade is done successfully, the unitwill be restarted automatically.

[ Upgrade |[ cancal |

You can upgrade firmware by clicking Firmware Upgrade button.

2.3.5.3 Backup Setting

File Download

Do you want to save this file?

i Marme: config. bin
Type: Unknown File Type

From: 192.168.0.1

[ Save ][ Cancel ]

harm your compter. [f pou do naot trust the zource, do not gave this

@ "Wwhile filez from the Internet can be useful, zome fles can potentially
file. What's the risk’?

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.
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2.3.5.4 Reset to default

Microsoft Internet Explorer _'-1-:'-".' .

\:{?) Reset 2l setting bo default?

E ox i I Cancel

You can also reset this product to factory default by clicking the Reset to default button.

2.3.5.5 Reboot

Microsoft Internet Explorer

\q?(j Fieboot right noiw?

P oK ;I Cancel ]

You can also reboot this product by clicking the Reboot button.
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2.3.5.6 Miscellaneous Items

.- |) pEﬂ T 802.11n Wireless Gigabit Broadband Router

Mrtwarking & Conmumis

English

& ADMINISTRATOR's MAIN MENU P Status + Wizard » Advanced + Logout

]

E ai-"E_TUDLHDI
» Miscellaneous ltems _ [HELP |

%'.EJB&SIC SETTING -'1) FORWARDING RULES SECURITY SETTING ADVANCED SETTING
| -t 1 ) | | |

Item Setting
MAC Address for Wake-on-LAN | |[[wake up ]
Darnain Marme or IP address for Ping Test | Hpi”g]

* Miscellaneous ‘h

—

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to enjoy
this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC address of
this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send the wake-up

frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a specific IP to test whether it is alive.
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Appendices and Index

802.1x Setting

1. Equipment Details

PC 1
(USER A) ~, :
~, & ]
Wireless E
PC2 “* Wired LAN

(USER B)
192. 153 123.254 E

Authentication Server
{ Windows 2000 Radius server )

152.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
PC1:
Microsoft Windows XP Professional without Service Pack 1.
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix Q313664.
Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and

HotFix Q313664 (You can get more information from

_http://support.microsoft.com/default. aspx?scid=kb; en-us;313664)
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2. DUT
Configuration:
1.Enable DHCP server.
2.WAN setting: static IP address.
3.LAN IP address: 192.168.0.1/24.
4.Set RADIUS server IP.
5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only) using the

Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4. We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP type list
any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP type.
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3. If choosing use smart card or the certificate as the EAP type, we select to
use a certificate on this computer.

4. We will change EAP type to fit the variable test condition.

-~ Wireless Metwork Connection Properties E| [‘S__<|

General | Wireless Netwu:urks| Authentication |.-i'-.|:|'-.far‘u:eu:|

Select thiz ophion to provide authenticated netwark, access for
wired and wirelezz Ethernet networkz,

Enable network, access control wusing IEEE 8021

EAF type: Smart Card or ather Certificate b
kD 5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer infarmation iz available

[] Authenticate as guest when uzer or computer information is
unavailable

Ok, ] [ Cancel

Figure 2: Enable IEEE 802.1X and select EAP type

4. Windows 2000 RADIUS server Authentication testing:

4.1 DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)
1. Download and install the certificate on PC1.
2. PC1 choose the SSID of DUT as the Access Point.
3. Set authentication type of wireless client and RADIUS server both to
EAP_TLS.
4. Disable the wireless connection and enable again.
5. The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC1.
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6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.
7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.

Certificates

Intended purpose: | <All= W |

Personal | Other People || Intermediate Certification Autharities || Trusted Root Certificatior € *

Is Issued By Expiratia... i
‘(_,_‘_‘__‘_EL—_ WirelessCh Zj6j2004  <Mones

Zertificate intended purposes

Wiew

Close

Figure 3: Certificate information on PC1

%= Network Connections

File

Edit  wiew Favorites Tools  Advanced Help

\_,a' Back 2 l‘ﬂ' ):\-'Search 'IL Folders v

t‘;', Metwaork Connections b | G0
s LAN or High-Speed Internet

-::Q*‘ Local Area Connection @T i i
Disabled
Ti"_rn i 0 i
(~H=]

Address

Network Tasks

@ Creake a new
connection

ﬁ Set up a home or small
— office network

D-Link DFE-S30T4 PCI Fast EE...

Figure 4: Authenticating
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"= Network Connections

File Edit Yiew Favorites Tools  Advanced Help

L e > I? /tl Search I| Folders -

X

[
1

A=)

Address |€§, Netwark Connections

L

Network Tasks

[&] Create anew

conneckion

_9 Set up a home or small
—office network

-~ Local Area Connection
o Disabled
T_ M D-link DFE-530Tx PCI Fast Et...

Figure 5: Authentication success

4.2 DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1a.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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WPA Settings

PC1
(USER A) s :
h A I Wan ip:192.168.122.216
N
Wireless !
P2 N Wired LAN
(USERE) 0,
At RO!

"
Lan 1p:192.168.123.254

I Authentication Server
! { Windows 2000 Radius server )
192.168.122.1

Wireless Router: LAN IP: 192.168.0.1
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

User A : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody ¢ wpa preview pn.asp

Or Another Configuration:

PC 1
(USER A) N l
5
S
Wireless * .
PC2 “‘ . Wired LAN
(USER B)
192 168 123.254 E
Authentication Server
( Windows 2000 Rodius server )
192.168.123.33
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A) N !
A (Y I Wan ip:192.168.122.216
N

Wireless ~ . 2
el T Wired LAN
(USERE) o

At Ror

"
Lan ip:192.168.123.254

! Authentication Server
! { Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The User A or User B have to get certificate from Radius, first.
http://192.168.122.1/certsrv

User name: fae1

Password: fae1

Connect to 192.168.122.1

Connecting ba 192,165, 122.1

User name; |ﬁ | v| i

Passward: | |

[ 1remember my passwaord

L Ok J [ Cancel

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:
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Metwark ID{S 5100 123kk

Channel 8 v

Security WP v |

RADIUS Server IP 1921681221 |
RADIUS port 1812 |
RADIUS Shared Key costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

I Profile name; ]1

User Info 1.-’-‘-.uthentiu:atiu::n] TTLS Settings | PEAP Settings

ﬂ Lagin name: ]fae‘l

- Pagzword-
¥ Pemit login using password

7 uzeWindows pazsword
" prompt for pazsword
¢ uze the following password:

*fanﬂ

¥ Unmask

- Certificate -

v Permit login uzing my cerificate:
ifae1

Wi .. ‘ Browsze .. ‘

]S | Cancel |

Login name and password are fae1 and fae1.

Remember that you get certificate from Radius in Step1.
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5. Then Choose “certificate” like above.
Select Certificate

Personal Certificates

lzzued To I |zzued By

WirelessA

£ ! Ju

l:

Prafile narme: I1
User Info  Authentication | TTLS Settings | PEAP Settings |

Authentication protocals, in order of preference;
EAP S TLS e | A |
Add .. |
Remove |

v Walidate server certificate

E. Cancel
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7. Go “Network” and Select “1” and ok

Network Properhies

i~ Metwark,

Metwark, name [S5100; 11 23kk

[T Connect to any available network Scan...

Dezcrption [optional); ]

I etwark, twpe: J.-'-‘-.u:u:ess paint [infrastructure mode) _1]

Azzociation mode:;

Encryption method: ] TEIP _.11
- Athenticati
v Authenticate uzsing profile: -

¥ Eeys will be generated aatomanicaly for data privacy

i~ Pre-zhared key MwFA] -

B osarbiraos

k. | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Odyssey Client
Nebwork.

Network name [SS10]: ‘123kk

*You are about to authenticate to an untrusted serverd

To temminate communication, press [Mo]

I Connect to any available network Scan . |
Dessciiption [optional) s@ To temporarily tust this server, press [Tes]
s il To permanently trust this server, check "add this trusted server o
Network tupe: the database™ and press [Yes]
o . Connection
{'— Cannection i s
e . e Adspter: TNET1130%/LEN Adapter Cefbopta nai;
Azzociation mode: C ["wirelessre
€ Prafil : i
Eneryption methad: - rolles AEERCE Al win2000ady. intra. com. ba
.?_‘ Networks W Caonnecttonetwork: e <123k j
Authenticati Scan..
st @Auto&can Lists Q
¥ Authenticate using Connection information
@ ol e S_S Trusted Servers Status: : authenticating M
Q s SRR Pemanent trust
ApLEls Metwork [S510): 123kk
Pre-shared key PWPA]
A 0-50-16-00-0F F& I Add this trusted server to the database
Packets indout: Server name must end with:
I? |
FReconnect Figauthenticate | ﬂﬂ @ =
Proceed to authenticate with this server?
Yes
9. Result:
| z 192 _168.122_219: hytes=32 time=ims
192 _168.122_219: hytes=32 time=ims
192 _168.122_219: hytes=32 time=ims
[ PR | Connection 192 _168.122_219: hytes=32 time=ims
-@— Conrection 192_.168.122.219: bytes=32 time=ims
Adapter: THET1130'LAN Adapter & 192_168.122.219: bytes=32 time=1ims
{ t Profiles Adapter type:  wireless 192.168.122_219: hytes=32 time=ims
5 192 _168.122 _219: bytes=32 time=ims
B Natuorks M Comnecttonetwok:  [s 123k =l 192.168.122 _219: hytes=32 time=ine
Scan 192 _168.122 _219: hytes=32 time=1ims
@¥*B o -Sean Lists Q‘ 192.168.122.219: bytes=32 time=-lms

dffiection information

192 _168.122_219: hytes=32 time=2ms

S_ Trusted Servers

Latug: 192 _168.122 _219: hytes=32 time=1ims
Elapzed time: Wik 192.168.122 _219: bhytes=32 time=1ms
Q Adapters " 192.168.122.219: bytes=32 time=ims
NEtWU[k[S.SlD]. 123k 192.168.122.219: bhytes=32 time=ims
STl t0-50-18-00-0F-F& 192.168.122.219: hytes=32 time=ims

Packets intout: 12679 / 13605 192.168.122.219: hytes=32 time=2ms
192.168.122.219: hytes=32 time=2ms

Reconrect Fieauthenticats | :EIZﬂ é’ oy 192.168.122.219: bhytes=32 time=ims
192.168.122.219: bytes=32 time=ims

Method 2:
1. The User A or User B has to get certificate from Radius first.
http://192.168.122.1/certsrv

User name: fae1

Password: fae1
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Connect to 192.168.122.1

Connecting ba 192,165, 122.1

User name; |ﬁ | v| i

Passward: | |

[ 1remember my passwaord

L ok J[ Cancel ]

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:
MNetwark ID(SSID) 123Kk
Channel
Security WL, b
B02.1X Settings
RADIUS Server IP 1192.168.122.1 |
RADIUS port 1812 |
RADIUS Shared Key |costra |
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “Wireless CA and Enable” in Trusted root certificate authority:

[ Geneﬂi_ﬂﬁaication [Advan-:ed | Smart Card or other Certificate Properties

i ; ; b ting:
Select thiz option to provide authenticated network access for N COnNeCting

wired and wireless Ethemet nebworks. O Use my smart card

Figble netwark, access contral uzing IEEE 8021 © Use a gatificate on this computer

7 v i ifi
] | Srmart Card ar other Certificate hd | [ Yalidate server corifieate

[ Connect anly i server name ends with:

o || | |

Trusted root cerificate authority

Authenticate az computer when computer information iz available |

[ ﬁ:;iiri}gcb?;e az guest when user or computer information is Use a different user name for the cannection

[ ak. ][ Canicel ]

[ Ok J [ Cancel

|El® 123kk properties

Association |..f5.uthenticati0n!

Uze Windows to configure my wirgless nebwork, settings MNetwark name [SSID]: 123kk |

Aveailable networks: Wireless network, key

Ta connect ta an availsble netwark, click Configure.

1 dal= i | Configure

Thiz netwark

Metwork Suthentication:

1 amitdd i
,i JOYCE : ata encryption: | TEIP
Frefermed netwark.s: [ |

Automatically connect to available networks in the order listed

below: (o | |
1 123k Maove up
Move dawin d] 1
; The key i provided for me automatically
[ Add... ] [ Remove ] ,_ Froperties ] s e !
Learn sbott setting up wireless network Thiz iz & computer-to-computer [ad hoc) network; wirgless
configuration, access points are not use
Ok ] [ Cancel ] [ 0K _] [ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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FAQ and Troubleshooting

What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of
Router and the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please change to plug in Lan

port 1 or Lan port 4:

4 K. . 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

tswripoonfig

Jindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IF Address. . . . . 192 .168.123.115
Subnet Mask . . . . 255 2552554
Default Gateway . 1?2 .168.123.254

If yes, please execute Browser, like Mozilla and key 192.168.0.1 in address.

If not, please ipconfig /release, then ipconfig /renew.

twripoconfig srelease

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—=specific DNS Suffix
IP Address. . . . . . . . .
Subnet Mask . . . . . . .
Default Gateway . . . . .

tnpoconfig Arenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix
IP Address. . . . . - . . .
Subnet Mask . . . . . . .
Default Gateway . . . . .

-168.123.115
.255.255.8
-168.123.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

79



2,

Why can | not connect the router even if the cable is plugged in Lan port and the

led is light?

A:

3.
A:

First, please check Status Led. If the device is normal, the led will blink per second.

If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:

Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.

Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)

Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

How to reset to factory default?

Press Wireless on /off and WPS button simultaneously about 5 sec

Status will start flashing about 5 times, remove the finger. The RESTORE process is completed.

A:

. Why can | not connect Internet even though the cables are plugged in Wan port

and Lan port and the leds are blink. In addition, Status led is also normal and |
can configure web management?

Make sure that the network cable from DSL or Cable modem is plugged in Wan port of Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please check which

wan type you use. If you are not sure, please call the isp. Then please go to this page to input the

information isp is assigned.
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+ Choose WAN Type

Type Usage
{0 Static IP Address ISP assigns you a static IP address.
=) Cynamic IF &ddress Qhtain an [P address from ISP automatically.
O Dynamic IP Address Telstra BigPond
) PPP over Ethernet Some 15Ps require the use of PPPOE to connect to their services.
3 PPTP Some I5Fs require the use of PPTF to connect to their services,
O L2TP Some 13FPs require the use of L2ZTP to connect to their services.

[Save ] [ Cancel ]

5. When | use Static IP Address to roam Internet, | can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
http://espn.com ?

A: Please check the dns configuration of Static IP Address. Please refer to the information of ISP and

assign one or two in dns item.

How do | connect router by using wireless?
1. How to start to use wireless?
A: First, make sure that you already installed wireless client device in your computer. Then check the

Configuration of wireless router. The default is as below:
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¢ Wireless Setting [HELP ]

ltem Setting
b Wireless & Enahle O Disakle
Ehcr;r;drrcllneﬁ;g:reelesa Yeperdas (0MAlwvays v| () Enahble & Disable [ Schedule Setting
v Metwork ID(SSID) |default |
¥ Wireless Mode & Mixed mode O 1Mgonly O 11banly O 110 anly
» SSID Broadrast @ Enahle C Disahle
¥ Channel 11 Vl
b WDS
b YIRS
k Security |Nnne w

[Saue ] [Undn ] [ Wireless Client List...

About wireless client, you will see wireless icon:

Then click and will see the ap list that wireless client can be accessed:

" default Signal Strength: ool
qr Mon-secure wireless network

Related Tasks

BombTest Signal Strengthe 5onilll
Security-enabled wireless network, 'T’
|

= Change preferred Py
wirgless network "Wr

+, Learn abouk wireless

If the client can not access your wireless router, please refresh network list again. However, | still can not

fine the device which ssid is “default’, please refer to Q3.

ThMetwork Tasks—————— | Choose a wireless networlg
Refresh Click, an itern in the lisk below to connect to a wireless netwaork in range or to get more
z network list infarmation.
" default Signal Strength: |:|I][||][|§-
"*r Mon-secure wireless netwark, Connected
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Choose the one that you will want to connect and Connect:

“—  default Signal Stremgth: 1l

~
Related Tasks i/ e

Iﬂ Change preferred pm — . ' =L = -
e ——— Wireless Metwork Connection

\p Learn about wirele
networking "default" does not require & network key. Information sent over this network is

not encrypted and may be visible to others,

AN

#3, Change settings of
# Connection

IF wou are sure you want ko connect ta this network, click Connect, Otherwise,
click Cancel.

Connect | Cancel |

If successfully, the computer will show

jr.f VWireless Network Connection 5 is now connected | X
Speed: 54.0 Mbps

nmand Prompt W untitled - Paint L !&\?E‘I

and get ip from router:

thernet adapter Wireless Metwork Connection 5:

Connection—specific DNS Suffix
IP Address. . . . .
Subnet Mask . . . .
Default Gateway . .

192 168.123.165
255.255.2550.8
192 .168.123.254

2. When | use AES encryption of WPA-PSK to connect even if | input the correct
pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer to the below:

Related Tasks Mon-secure wireless netwark
Iﬁl Cljange preferred - 217 Signal Strength: ool
wireless netwark Security-enabled wireless netwark, 5y
i
i Learn sbaut wireless
a4 networking

" Z¥EEL Signal Strengthe poplll

Mon-secure wirgless network

;.. ‘Change settings of this
¥ connection

= Aaron2 Signal Strength: uIZI|]|][|

If SSID is default and click “Properties” to check if the driver of wireless client supports AES encryption.
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default properties ? El

Azzociation I Authentication I Connection I

MNetwark name [SSI0); Idefault

—Wirelezs network key
Thiz netwark requires a key for the following:

Metwork, Authentication:

Data encryption;

Metwork, kew: I

Confirm netwark, key: I

K.ep indey [advanced); 1 il

[ The key iz provided for me automatically

[T Thiz iz a computer-to-computer [ad hoe] network; wireless
accezs pointz are not uzed

Qk I Cancel

3. When | use wireless to connect the router, but | find the signal is very low even if
| am close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller and verify

What the problem is.
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() PLANET

Networking & Communication

EC Declaration of Conformity

For the following equipment:

*Type of Product X 802.11n Wireless Gigabit Broadband Router

*Model Number : WNRT-632

* Produced by:

Manufacturer‘s Name :  Planet Technology Corp.

Manufacturer‘s Address:  10F., N0.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan
(R.O.C)

is herewith confirmed to comply with the requirements set out in the Council Directive on the
Approximation of the Laws of the Member States relating to 1999/5/EC R&TTE.
For the evaluation regarding the R&TTE the following standards were applied:

ETSI EN 301 489-17 V1.3.2 (2008)
EN 55022 (2006 + AL: 2007)
EN 61000-3-2 (2006)
EN 61000-3-3 (1995 + AL: 2001 + A2: 2005)
EN 55024 (1998 + Al: 2001 + A2: 2003)
IEC 61000-4-2 (1995 + A1: 1998 + A2: 2000)
IEC 61000-4-3 (2006)
|EC 61000-4-4 (2004)
IEC 61000-4-5 (2005)
IEC 61000-4-6 (2007)
|EC 61000-4-8 (1993 + AL: 2000)
|EC 61000-4-11 (2004)
ETSI EN 300 328 VV1.7.1 (2006)
EN 60950-1 (2006 + Al11: 2009)
IEC 60950-1 (2005)

Responsible for marking this declaration if the:

Manufacturer O Authorized representative established within the EU

Authorized representative established within the EU (if applicable):

Company Name: Planet Technology Corp.

Company Address:  10F,, No.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)

Person responsible for making this declaration

Name, Surname Tom Shih

Position / Title : Product Manager
Taiwan 21% Dec., 2010 7 /\/é
Place Date Legal Signature

PLANET TECHNOLOGY CORPORATION

e-mail: sales@planet.com.tw http://www .planet.com.tw
10F., No.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Tel:886-2-2219-9518 F ax:886-2-2219-9528



EC Declaration of Conformity

English Hereby, PLANET Technology. Corpor.atiorj, Siuo PLANET Technology Corporation,, skelbia,
declares that this 802.11n Wireless Gigabit . o
L . ) . . kad 802.11n Wireless Gigabit Broadband Router
Broadband Router is in compliance with the | Lietuviskai . . i )
. ) . tenkina visus svarbiausius 1999/5/EC direktyvos
essential requirements and other relevant provisions reikalavimus ir kitas svarbias nuostatas.
of Directive 1999/5/EC.
Cesky Spole¢nost PLANET Technology Corporation, A gyart6 PLANET Technology Corporation,
timto prohlasuje, Ze tato 802.11n Wireless Gigabit kijelenti, hogy ez a 802.11n Wireless Gigabit
Broadband Router spliiuje zakladni pozadavky a | Magyar Broadband Router megfelel az 1999/5/EK iranyelv
dalSi pfislusna ustanoveni smérnice 1999/5/EC. alapkdvetelményeinek és a kapcsolodo
rendelkezéseknek.
PLANET Technology Corporation, erklaerer Hawnhekk, PLANET Technology Corporation,
Dansk herved, at folgende udstyr 802.11n Wireless jiddikjara li dan 802.11n Wireless Gigabit
Gigabit Broadband Router overholder de | Malti Broadband Router jikkonforma  mal-htigijiet
veesentlige krav og @vrige relevante krav i direktiv essenzjali u ma provvedimenti ohrajn relevanti li
1999/5/EF hemm fid-Dirrettiva 1999/5/EC
Hiermit erklart PLANET Technology Corporation, Nederlands | Hierbij verklaart , PLANET Technology orporation,
Deutsch dass sich dieses Gerat 802.11n Wireless Gigabit dat 802.11n Wireless Gigabit Broadband Router in
Broadband Router in Ubereinstimmung mit den overeenstemming is met de essentiéle eisen en de
grundlegenden Anforderungen und den anderen andere relevante bepalingen van richtlijn 1999/5/EG
relevanten
Vorschriften der Richtlinie 1999/5/EG befindet".
(BMWi)
Eesti keeles | Kaesolevaga kinnitab PLANET Technology Polski Niniejszym firma PLANET Technology
Corporation, et see 802.11n Wireless Gigabit Corporation, oswiadcza, ze 802.11n Wireless
Broadband Router vastab Euroopa Néukogu Gigabit Broadband Router spetnia wszystkie
direktiivi 1999/5/EC pdhinduetele ja muudele istotne wymogi i klauzule zawarte w dokumencie
olulistele tingimustele. ,Directive 1999/5/EC”.
EAANnvika ME THN MAPOYZA , PLANET Technology Portugués PLANET Technology Corporation, declara que
Corporation, AHAQNE| OT/ AYT0802.11n este 802.11n Wireless Gigabit Broadband Router
Wireless Gigabit Broadband Router esta conforme com os requisitos essenciais e outras
SYMMOP®QONETAI MPOZ TIZ OYZIQAEIS disposigdes da Directiva 1999/5/CE.
AlMAITHZEIZ KAl TIZ AOIMNEX
SXETIKES AIATAZEI> TH> OAHIAZ 1999/5/EK
Espafiol Por medio de la presente, PLANET Technology Slovensky Vyrobca PLANET Technology Corporation, tymto
Corporation, declara que 802.11n Wireless Gigabit deklaruje, Ze tato 802.11n Wireless Gigabit
Broadband Router cumple con los requisitos Broadband Router je v sulade so zakladnymi
esenciales y cualesquiera otras disposiciones poziadavkami a dalSimi relevantnymi predpismi
aplicables o exigibles de smernice 1999/5/EC.
la Directiva 1999/5/CE
Frangais Par la présente, PLANET Technology Corporation, | Slovensko PLANET Technology Corporation, s tem potrjuje,
déclare que les appareils du 802.11n Wireless da je ta 802.11n Wireless Gigabit Broadband
Gigabit Broadband Router sont conformes aux Router skladen/a z osnovnimi zahtevami in
exigences essentielles et aux autres dispositions ustreznimi dolo€ili Direktive 1999/5/EC.
pertinentes de la directive 1999/5/CE
Con la presente , PLANET Technology Suomi PLANET Technology Corporation, vakuuttaa taten
Italiano Corporation, dichiara che questo 802.11n Wireless ettd 802.11n Wireless Gigabit Broadband Router
Gigabit Broadband Router & conforme ai requisiti tyyppinen laite on direktiivin 1999/5/EY oleellisten
essenziali ed alle altre disposizioni pertinenti stabilite vaatimusten ja sita koskevien direktiivin muiden
dalla direttiva ehtojen mukainen.
1999/5/CE.
Latviski Ar So PLANET Technology Corporation, apliecina, | Svenska Harmed intygar, PLANET Technology Corporation,

ka 1 802.11n Wireless Gigabit Broadband
Router atbilst Direktivas 1999/5/EK pamatprasibam
un citiem atbilstoSiem noteikumiem.

att denna 802.11n Wireless Gigabit Broadband
Router star i Overensstdmmelse med de vasentliga
egenskapskrav och 6vriga relevanta bestammelser
som framgar av direktiv 1999/5/EG.
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