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Copyright

Copyright © 2012 by PLANET Technology Corp. All rights reserved. No part of this publication
may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language or computer language, in any form or by any means, electronic, mechanical, magnetic,
optical, chemical, manual or otherwise, without the prior written permission of PLANET.
PLANET makes no representations or warranties, either expressed or implied, with respect to
the contents hereof and specifically disclaims any warranties, merchantability or fithess for any
particular purpose. Any software described in this manual is sold or licensed "as is". Should the
programs prove defective following their purchase, the buyer (and not PLANET, its distributor, or
its dealer) assumes the entire cost of all necessary servicing, repair, and any incidental or
consequential damages resulting from any defect in the software. Further, PLANET reserves the
right to revise this publication and to make changes from time to time in the contents hereof
without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or
registered trademarks of their respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

To assure continued compliance. (example-use only shielded interface cables when connecting
to computer or peripheral devices). Any changes or modifications not expressly approved by the
party responsible for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two
conditions: ( 1 ) This device may not cause harmful interference, and ( 2 ) this Device must
accept any interference received, including interference that may cause undesired operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment.
In order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human
proximity to the antenna shall not be less than 20 cm (8 inches) during normal operation.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity
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when working with electrical equipment. All guidelines of this and of the computer manufacture
must therefore be allowed at all times to ensure the safe use of the equipment.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of the

presence of hazardous substances in electrical and electronic equipment, end users

of electrical and electronic equipment should understand the meaning of the

crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted municipal
EEm aste and have to collect such WEEE separately.

Revision

User’s Manual for PLANET Wired/Wireless H.264 Mega-Pixel IP Camera
Model: ICA-HM101 / ICA-HM101W

Rev: 1.0 (April. 2012)

Part No. EM-ICAHM101 Series_v1.0
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1. Introduction

PLANET has announced a 2 Mega-Pixel POE Cube IP camera, ICA-HM101, for meeting the
feedback from worldwide market. The ICA-HM101 with built-in high performance 2 Mega-Pixel
CMOS sensor delivers high quality image at maximum UXGA (1600x1200) resolutions.
Integrated the next generation video compression technology — H.264, the ICA-HM101 can
compress the video size to smaller one for users to transfer the Mega-Pixel image on Internet
easily. Multi-profile stands for video stream simultaneously. The ICA-HM101 can generate H.264 /
MPEG-4 and M-JPEG streaming to different users at the same time. It allows up to 20 users to
access the ICA-HM101 simultaneously. With this state-of-the-art design, the ICA-HM101 is
considerable to fit in various network environments.

The ICA-HM101 features 0.5 lux illumination. 12 white LEDs built around the lens bring the
clearest vision at night. The ICA-HM101 offers color pictures both in the day and night with built-in
CMOS sensor supporting up to 10 meters. It also uses new High-Light LED to provide greater
performance in the dark and longer life of LED.

Supports Store-to-NAS function, the ICA-HM101 can work alone and save the video file to a NAS
directly, which can save the PC resource and keep monitoring the environment with motion
detection at 7/24. The ICA-HM101's PIR motion sensor detects motion, images and voices are
transmitted. The ICA-HM101 takes surveillance using 2-Way audio. The administrator can speak
to anyone at ICA-HM101 remote site with a speaker connected. Compliant with IEEE 802.3af PoE
interface, the ICA-HM101 can be located in places where there are no power outlets.

The ICA-HM101 can be managed by PLANET Cam Viewer Three, the professional management
software for multi-camera video surveillance application, to provide monitoring, recording and
event management functions. The Cam Viewer Plus enables you to setup a comprehensive and
effective surveillance system quickly and easily. With the ICA-HM101 managed by the Cam
Viewer Three, it provides an enhanced professional security environment to protect your property
and life.

1.1 Overview

This user’s guide explains how to operate this camera from a computer. User should read this
manual completely and carefully before you operate the device

1.2 Features
2 Mega-Pixel CMOS sensor built-in
12 white-light LEDs support up to 10 meters visible distance at night
4.3mm Fixed Lens Provides 56 Degree Horizontal / 43 Degree Vertical Angle of View
High Resolution Video Preview: UXGA (1600X1200) pixels
Min Hlumination : 0.5 lux @ F1.2
Built-in PIR sensor (6m/120° coverage) for thermal/motion detection
Intelligent motion detection up to 10 zones

Multi-profile encoder supports H.264 / MPEG-4 and M-JPEG video compression
simultaneously



Support both Variable Bit Rate and Variable Frame Rate

2 MP resolution or 720p mode selectable

Up to 30fps for 1280x720 resolution and up to 15fps for 1600x1200 resolutions
Digital WDR to provide clear images even under back light circumstances

3D de-noise to improve picture quality at low lux

2-Way audio with built-in microphone and speaker

Sensor input and alarm output

Easy configuration and management via Windows-based utility or web interface
IEEE 802.11n Wireless LAN Capability (ICA-HM101W only)
WEP/WPA/WPA2-PSK wireless security (ICA-HM101W only)

20-profile encoder simultaneously

UDP /TCP /HTTP / HTTPS protocols selectable

Cam Viewer Three - Central management software supported

1.3 Package Contents

User can find the following items in the package:

Camera unit x 1

Power Adapter x 1

Camera Mount Kit x 1

User’s Manual CD x 1

Quick Installation Guide x 1

External Antenna x 1 (ICA-HM101W only)

NOTE: 1. If any of the above items are missing, please contact your dealer immediately.

2. Using the power supply that is not the one included in Internet Camera packet
will cause damage and void the warranty for this product.




2. Basic Setup

This chapter provides details of installing and configuring the Internet Camera.

2.1 System Requirement

The Internet Camera can be monitoring on all of Windows operating system that suggest with
system requirment below in order to got better video performance.

Network Interface 10/100MBase-TX Ethernet
Monitoring System Recommended for Internet Explorer 6.0 or later

System Hardware - CPU: Pentium 4, 3.6GHz or above
- Memory Size : 1GB or more
- VGA card resolution : 1280 x 1024 or higher
- VGA card memory : 64 MB or above

- Network bandwidth: In D1 resolution mode, minimum upload
bandwidth is 1.5 ~ 2Mbps.

NOTE: 1. The listed information is minimum system requirements only. Actual requirement
will vary depending on the nature of your environment.

2. The ICA-HM101 series can be managed by PLANET IP Wizard Il if you want to
configure more detail information and settings of PLANET IP Wizard |l software
please refer to the CD-ROM folder “D:\Utility\IPWizardIl\setup.exe”, assume D is
your CD-ROM drive.



2.2 Physical Description

2.2.1 Terminal Connections

Antenna

~N

Microphone

PIR
Sensor

Antenna
(ICA-HM101W only)

2 White-light LEDs

3 Lens & focusring
4 Microphone
5 PIR Sensor
6  Micro SD Card Slot

7 Speaker

Front View

White-light LEDs

- Lens &
focus ring

N

Micro-SD

A

User can attach the included antenna to antenna connector
(SMA type) or use another high-gain antenna to get higher
performance.

These LEDs are White-light type by mode. It’s very useful for
low-lux environment to provide extra light source for image sensor

User could use this ring to adjust focus manually.

The Camera has built in an internal microphone. This microphone is
hidden in the pinhole located on the front panel.

PIR sensor is used to sense motion or detect whether a human
has moved in or out of the sensors range.

User can insert a micro SD card into this slot for event
recording.

The Camera has built in a speaker. This speaker allows to
output voice or alerting sound.



2.2.2 Bottom Panel

Power/Wireless
LED
B LAN LED
DC Power /~ g
Jack
’_ Audio/Video
A’ OUtput Jack
DIDO l=ﬁ Factory
LAN Socket Default Reset
ICA-HM101
Power/Wireless
LAN LED
DC Powel
Jack

Audio/Video
Output Jack

DD

] Factory
LAN Socket Default Reset

ICA-HM101W
Audio/Video Audio/Video-out Jack allows this device to output audio and video signal.
1. Output Jack Use the attached A/V cable to connect A/V device where white cable is for

audio and yellow cable is for video.
The input power is 12VDC.

5> DC Power Jack Note thgt supply the power to th_e Camera with the power adapter
included in package. Otherwise, the improper power adapter may damage
the unit and result in danger.



Factory Default
Reset

LAN Socket

LAN LED
(green color)

Power / Wireless
LED
(orange color)

DI/DO
Connector

This button is hidden in the pinhole. This button is used to restore the all

factory default settings. Sometimes restarting the camera will make the

system back to a normal state. If the system still got problems after restart,

user can restore the factory default settings and install it again. To restore

the device, please follow the steps below:

1. Make sure the Camera is ready first. Insert the paper clip or other tool
and press and hold the button down continuously.

2. Hold it at least 5 seconds and release the tool while the Camera is
operating. Then the device has been restored to default settings and
reboot again.

Note: Restoring the factory default setting will lose the all previous
settings included IP address forever. User needs to run the IPWizard II
program to search the device and configure it to let the device work
properly again.

The LAN socket is a RJ-45 connector for connections to 10Base-T
Ethernet or 100Base-TX Fast Ethernet cabling. This Ethernet port built
N-Way protocol can detect or negotiate the transmission speed of the
network automatically. Please use Category 5 cable to connect the
Network Camera to a 100Mbps Fast Ethernet network switch or hub.

This LED is used to indicate whether the camera is ready or not. In
addition, this LED will be flashing while the wireless accessing of the
Camera (WLAN model only).

The Camera has built in a speaker. This speaker allows to output voice or
alerting sound.

The Camera provides a terminal block with 4 pins of connectors for DI and
DO. Please refer to the Appendix A in this manual for more information.
The pin 1 is located at the left side of terminal block from rear view.
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2.2.3 Side Panel

-__,_,.,-o-""

VAN

@‘]— Micro-SD

e

ICA-HM101/ICA-HM101W

1. Micro-SD Card slot User can insert a micro SD card into this slot for event recording.
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Hardware Installation
1. Attach the Camera with the included stand

2. Place the Camera on the table or fix it onto ceiling or wall

Use three screws to fix the Network Camera onto the ceiling or wall. You could also put
the Network Camera on the table directly.

® < Fixed it by
»” Screws

/

N

3. Plug an Ethernet cable into the Camera

Connect an Ethernet cable to the LAN socket located on the Network Camera’s bottom and attach
it to the network.
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4. Connect the external power supply to Camera

Connect the attached power adapter to the DC power jack of the IP Camera. Note: Use the
power adapter, 12VDC, included in the package and connect it to wall outlet for AC power.

Once you have installed the IP Camera well and powered it on, the network accessing type
LED will turn on. It means the system is booting up successfully. Furthermore, if you have a
proper network connection, and access to the IP Camera, the LED will flash green under wired
mode or orange under wireless mode.

2.3 Initial Utility Installation

This chapter shows how to quick set up your H.264 camera. The camera is with the default
settings. However to help you find the networked camera quickly the windows utility PLANET IP
Wizard Il can search the cameras in the network that shall help you to configure some basic
setting before you started advanced management and monitoring.

1. Insert the bundled CD into the CD-ROM drive to launch the auto-run program. Once
completed, a welcome menu screen will appear.

2. Click the “IP Wizard II" hyperlink; you will see the dialog box as below.

13



If the welcome screen does not appear, click “Start” at the taskbar. Then, select

NOTE:
“Run” and type “D:\Utility\IPWizard Il\setup.exe”, assume D is your CD-ROM drive.

InstallShield Wizard

& IFizand Sebup iz prepanng the Inztalls hisld Wizard whick wil
crade vou through the promam setup process. Flease wail,

3. The “Welcome to the InstallShield Wizard for PLANET IP Wizard 11" prompt will display on the
screen and click “Next” to continue.

1 Safup - FLANET 1F Wazd 11 |Z :E|

Welcome Lo the PLAMET 1P
Whiziard TT Sciup Wisard
The sl ivesall Yerdoe 1001070 or pour compuler,

kiz recommend=c el jou clese o ofer sppicadaeg befoie
Tont ndf.

Chck Mot o corlnue, o Corced oo esil Selup

| Hest = _IE Ceppsl

4. Please click “Next” to install with original settings, or you may click “Change...” button to
modify the install folder then press “Next” to continue.

A Setap - PLANDT IF Wizand [T

‘Gebect Destinalion Location
bee b =LERIE T IR WAz 1 e el ol ooy

_'_'_.| Seap vl iralel PLAMET IF Wized | it the Solomng Sokdsr.

Tocorbws izt hled 10 o saokd B o wel = FTwenl ok, dok Sosra

T napan Pl FLAAFT IF Wizl 1l dpse.. |

Al ipcsl B ORE of hiee el saamt 8 ool

cBadk | Mesy || Cewa
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5. Please click “Install” to start the installation.

b Setup - FLANDT IF Wizard 11

Axwly t Enadall H
Selup s ror s g b s netsl ing TLANET 1T emand 1] on o ur compuie =

Tk retsl o condrws mh beincelaion, ooc o Seck ¥ g veand o resvies o
chonoe an setlngs,

(Dt shen bzaxn
CPrgan FaFLAKET IPWizeid |

Hecddznel ks
Sl b e
Create n d=kicn on

tRack i reid Canw

6. Please click “Finish” to complete the installation and launch program immediately.

f& Zerap - FLANDT 1F Warard I

Completing the PLAMNLT 1P Wizard
II Setup Wizard

Sely tws vedmdr sl dag FLANET IR Wiealdll orgina
corrpdes. The Jpohcaior now be larced by sobeeag e
irsial=c vons

Mh & =ved vima: Sedigs

[ Lanzh TLanET Flavimed I

2.4 Preparation

When you installed the Internet Camera on a LAN environment, you may execute PLANET IP
Wizard Il to discover camera’s IP address and set up related parameters in the camera.

2.4.1 Search and View by PLANET IP Wizard Il
When you installed the Internet Camera on a LAN environment, you have two easy ways to search

your cameras by PLANET IP Wizard Il or UPnP discovery. Here is the way to execute PLANET IP
Wizard Il to discover camera’s IP address and set up related parameter in a camera.
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v" Search

& PLANET IP Wizard Il Version 3.0.0.7974

Interface : 10.1.1.210

o0

Device Title

WIRELESS ?m:l

| EXITT )

IP Address

MaC

Camera:

Model Name:
Network:
DHCP:

WiFi:
Connection:

Device ID (for DIPS):

Ho Sigmal

When launch the Planet IP Wizard II, a searching windows will pop up. Planet IP Wizard Il is
starting to searching Internet Cameras on the LAN. The existed devices will be listed as below.

| & pLANET IP Wizard Il Version 3.0.0.7974

Interface : 1.1.1.210 a8

Device Title
ICA-HM101

IF Address

192.168.0.20

Searching...
!

haC
00-30-4F-AL-D6-63

Camera:

Model Name:
Hetwork:
OHCP:

WiFi:

Connection;
Device I {for DIPS):
b

|

User Namae: :\J
Passwonil: I:’

16



v View

If Planet IP Wizard 1l finds Internet Camera, View button will be available. Please
select the camera you want to view and click the View button. Then you could see
the Video from camera directly. Furthermore you could double click the left button
of mouse to link to the Internet Camera by browser.

® PLANET IP Wizard Il Version 3.0.0.7974 Interface : 10.1.1.210 06

Device Title IP Address Part MAC

ICA-310 192.1668.0.33 00-30-4F-A1-00-1E
ICA-HM101 192.168.0.20 00-30-4F-A1-D6-63

SEARCH ﬁ| Camera: User Names [0 ]

M Model Name: | ICA-HM101 Password: |:|
Network: | Wired
LﬁN ?I
DHCP: | OFF
WiRELESS ;m;l WiFi: [  Ethernet Only
: |
:

Eng | Connection

Device ID {for DIFS)

Not Connected

N/A

2.4.2 Configure Network by PLANET IP Wizard Il
In case you want to change the IP related parameters of wired interface, please

select the Internet Camera you want to configure and click the LAN button.
Relative settings will be carried out as below.
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®/PLANET IP Wizard Il Version 3.0.0.7974

Interface : 10.1.1.210

ce

Subnet Mask:

| 255 255 255 . 0

Device Title P Address Port MALC
| 1 1 1 1 111 0 [
[SERRCHTECT [ LaN: user Name: [ |
Network: @ Static IP (O DHCP IP
VIEW IP Address: | 192.168. 0 .20

LAN

Gateway: |192.168. 0 . 1
WIRELESS ?mﬁ! | Ho Signal
DNS1: [168.95 . 1 . 1
EXIT !
DNS2: [168.95 .1 . 2
<< ==

In case, you do not want to change username and/or password, then just click “Submit” button to
perform your setting accordingly. Click “<<” button will go back to previous page.

If you like to change username and/or password of the device, just click the check button. Then,
the related fields will show up as below.

@ PLANET IP Wizard Il Version 3.0.0.7974 Interface : 10.1.1.210 06
Device Title ||P Address Part MAC
| 1 1 [ il 111 1 [}
SEARCH €L ] User: SePNameloomn |

VIEW i;!

EChange Password

CAN e Hame: [

New Password: I:l .
WIRELES'S Fmﬁ! Ho Signal
| EXIT ! Confirm Password: |:|

<< | Submit |

After keying in new username and password, click “Submit” button to perform your setting
accordingly. Click “<<” button will go back to previous page.
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2.5 Using UPNnP of Windows XP or Vista
2.5.1 Windows XP

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows XP, of your PC is UPnP enabled, the device will
be very easy to configure. Use the following steps to enable UPnP settings only if your operating
system of PC is running Windows XP.

NOTE: Please notice that MS Windows 2000 does not support UPnP feature.

Go to Start > Settings, and Click Control Panel.

@’ Jel Program focess and Defaaks

%5 widows Casaing

% Windows Update

Programs

Doouments

Settings

J—..J Search

| Help ard Support

& Mok Cornactions
oy Prinkers and Famer
a Tashbar and Seart Menu

Hun...

2] voa off Podan..,

E:!] Turm GFF Compubes,

w | Windows XP Professional

The “Control Panel” will display on the screen and double click “Add or Remove Programs” to
continue.

P Contrel Panal
fe B2 Yow Fpoles Joob |bHeb

& e T Psewtr [ rides [T
uah
»Y & W

istrativn Date andd Tme Coplay Folder Cptiong

D @ b

Foris Game Irbermet Kerboand Meajze Pigtwtnk Frone and
Contriders Cplins Cowmmbiors.  Mdom ...

_.._.“_. = E. el Dol

| E’ et el P el

[} Serlidy bo Calepory Ve

S Al

Q) Wirdoes Lpdate
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B Add o Remeve Programs

o |
b:._;l Curranihy wol sl frogr s Soait by | Mparres e
g

Change or T Dameware NT Utilitics

e .

Prograns ek Bewm For aupgecet il ormakon

Lirsk | 11
E, T st wges Elwd. frogy e o rempes Trown o Cotagustomr, clich T (o B prraevs "-h'-?'

fule] pe B Intwnek Evplorer QER2ETT0

Proap arime
[B] P srvellance fam  3.E0ME
R-TJ- A Otk Expess LESats (IR
o @wmmwwlmmmmhmdmﬁ] T 0. 138
Wk F werhes 3 bt - 1T 157
Comganents

1 Wercies 5P Hotfi - KERZHIES
@, 3 windosss 1P ot - VB2 350
i windows WP poldte - 1BS24 105
Hﬁ:;'ﬂ 5 Windows P Fobfte - FEZ4141
150 weroves e Mot - NI 146
1 warket 5 et - EESETS1 09
1 Werckowes 4P Helf s - KERZROE
FE Wk MP Holfix {592 [Son QRERHB i dcrs ind immmotion]
i Windses 5P Holdt {592) [See 291 U5 For more information]
3 Windowss WP o (592 [See QA0 for mone information]

T T '

The following screen will appear, select “Networking Services” and click “Details” to continue.

Windows Components Wizard

Windows Components
Tou can add o iemove companents of Windows =P,

To add or remove a component, cick the checkbor, A shaded Bos means that only
part of the componznt will be inztaled, To gee what's includad in 2 componsnt, click

Dietails,
Camponents:
[] e Message Queling 00ME |
¥ w® MSN Exglorei 132448
M 27 Nebaoiking Services =
| | E:] Other Mebaork File and Prict Services 00 ke
W 3R Nuillnnk Faremas nnwe >

Dezcrpticer  Contains a vanety of specsalized, nebwork-related s=rvices and protocols.

Tatal dizk. space regurad: 54.7 MB
Space avalable o disk: 15258 MB

£ Back |[ Mest » |l Cancel

The “Networking Services” will display on the screen, select “Universal Plug and Play” and click
“OK” to continue.
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Metworking Services 'Izl

Ta add ai remowve a component, cick the check boe A shaded bos means that only pait
o the component wil be installed. To see what's inchaded nos component, cick Details,

Subpompanients ol Metwalking 5 evices

| ':EI' Inlemel G ateway Device Dizcoven snd Contal Clent

I SFEIF‘ Listerer BOME
2l 0.OME

[ J=} Universal Flug and Play nLZME

Descriphiore  Allowss you to fnd and conbral Inbernat connection sharng hardware and
zofbaare that wees Universal Plug and Play.

Tatzl disk space 1equined: B4 7 ME
Space avalable on dek: 19268 ME

Distai

[ oc || Coce

Please click “Next” to continue.

Windows Components Wizard

Windows Components
You can add of rermove compansnts of Windowes <P

Ta add or remave a component, click, the checkbox. & shaded box means that anly
parl ol the component wil b2 installed. To see what's mcluded in & component, click

[retails.

Componeits:

: ] e Mesrage Qusuing 0oME =~
o] 5 MSH Esplorer 132 ME

® Z° Metwomking Services :
| gf] Dther Metwolk Fie and Print Sendces 0.0 ME
W 128 Niglnrk Funress nnme >

Descipbon: Contains a watiely of speciakzed, netvacck related seivices and pratocals.

Total disk. space iequined: 54.7 MB [ ]
Space avalable on disk: 1926.8 ME

| < Bacl: ” Meut J[ Cancel |

The program will start installing the UPnP automatically. You will see the below pop-up screen,
please wait while Setup configures the components.
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Windows Components Wizard

Configuring Components
Salup & making the corfiguration changes yau raoueshad,

., Pleasa wait winle Seivp corfiguies the comporents. Thiz may take
paveral rinib=s, ;Jepznrlrg crkhe componerks selschad,

Stahuz  Compleling corfiprelion of Inbemest Infomation Semices [I15].

CTTTITITTTT T I I TIITIT] ]

Please click “Finish” to complete the UPnP installation

Windows Components Wizard

Completing the Windows
Components Wizard

Wouheve suzcessivly compleled (e @indows
Comporarts: Wiard

To dose e vazaid, chek Fridgh,

Double-click “My Network Places” on the desktop, the “My Network Places” will display on the
screen and double-click the UPnP icon with Internet Camera to view your device in an internet
browser.

22



F by Mstamrk Placr

[ [N g Pt [0 (U [ 3
o D - iF | Do e -

e Tk

o il pwiveatadus
n L b e

e

(& tmitn

P

3ty Doy

L3 S Secaranta

S e wdres

2.5.2 Windows Vista

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows Vista, of your PC is UPnP enabled, the device
will be very easy to configure. Use the following steps to enable UPnP settings only if your
operating system of PC is running Windows Vista.

Go to Start > Control Panel > Network and Internet > Network and Sharing Center, and turn
on “Network Discovery”.
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Double-click “My Network Places” on the desktop, the “My Network Places” will display on the
screen and double-click the UPnP icon with Internet Camera to view your device in an internet
browser.

‘ Organize * gz Views s Network and Sharing Center  3mx Adda printer i Ad

Ty

MNarne Category Workgroup Metwork location

Faworite Links

Ei Documents =
E- Pictures

m’ Music

More »

ICA-HM101 — 00304fA15076 ]

Folders M
B Desktop
[EF 10FLABEEE2
3 Public
18 Computer
Ii.:" MNetwork
Control Panel
% Recycle Bin

2.6 Setup ActiveX to use the Internet Camera

The Internet Camera web pages communicate with the Internet Camera using an ActiveX control.
The ActiveX control must be downloaded from the Internet Camera and installed on your PC. Your
Internet Explorer security settings must allow for the web page to work correctly. To use the
Internet Camera, user must setup his IE browser as follows:

2.6.1 Internet Explorer 6 for Windows XP

From your IE browse = "Tools” = "Internet Options...” =» "Security” =»"Custom Level...", please
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setup your “Settings” as follow.

Set the first 3 items
» Download the signed ActiveX controls
» Download the unsigned ActiveX controls

« Initialize and script the ActiveX controls not masked as safe to Prompt

Wen  Faories

IEady - - ' m -ﬁﬁ- | ﬂﬁd‘l E'ﬂFE‘Ul:ﬁ:BS *;HHE-UJI'Y %’ =8 | E

: 2l =
@ En:-r!ba-rtl Cannections ! Fru:-;'ea'nsl .dd'.'m'dl
|
seksct b conkeh 2an tn spefy s secunty TN 2]
@ @ o Jettings:
: W] Actved controls and plg-ns -
LS Locel Intranet  Trusbed sites E‘] Downlzad signed Activer contals
) Diszbla
Internet L) H
i, Thic zane contains al web stes wou
haven't placed in other z2ones

i2d Acthed controls
Secunity level For this zone

Custom @ Tritislize ard soeipt Activeld contrals nol marked e safs
Custom settngs. (O Cigsbie
= Toochange the setongs, chick Custe O Enghls

- Towse the recommended settings, | 7 {m

i i A na et be e odisn o | _}-‘ll

m Fessk cushom setings [
= | gesatbn: [radum =] Ree ||

e g @ﬁ

By now, you have finished your entire PC configuration for Internet Camera.

2.6.2 Internet Explorer 7 for Windows XP

From your IE browse = "Tools” = "Internet Options...” = "Security” =»”Custom Level...”, please
setup your “Settings” as follow.

Set the first 3 items

* Allow previously unused ActiveX control to run...
* Allows Script lets

 Automatic prompting for ActiveX controls
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Security Settings - Internet Zone

Settings

@) Activer controls and plug-ins -~
@] Allow previously unused Actives controls to run without pror 0
() Disable
:
| @ Allow Scriptlets
() Disable
() Prompt
|#| Automatic prompting For Activel controls

() Disable
(©) Enable)
|#| Binary and script behaviors

() Administrator approved
() Disable
(%) Enable

| Picrlzw widan srd srirmsbon ono s sehnens Fhab dose nek oee

< |

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset (0! [jedium-Figh (default) v| [ Reset.. |

[ ok

J |

Cancel ]

By now, you have finished your entire PC configuration for Internet Camera.

2.6.3 Internet Explorer 7 for Windows Vista

From your IE browse =» "Tools” =» "Internet Options...” =» "Security” =» "Internet” =»"Custom
Level...”, please setup your “Settings” as follow.

« Enable “Automatic prompting for ActiveX controls”

» Prompt “Initialize and script active controls not marked....”

Security Settings - Internet Zone @

Sacorty Sattisgy - lemat Iore

Settings

@] ActiveX controls and plug-ns

# Allow previously unused Activex controls to run without prow
(@ Disable o
) Enable |7|
¢| Allow Scriptiets

-

L}

o Irisialos sl e s S ook ren Tetasd e evls Y

~

iIry ana script benaviors
Administrater approved

41 Pienlay vidan smd snimatinn an s wehnans that dnac nntes
< i ] 3
*Takes effect after you restart Internet Explorer

Reset custom settings

CRENT s rezTTEToes]
Trnze (red wuce]
W Bravst

3 P Aol ok A 5508
PR —

" n |

*Ta-me pect aer 522 reelec | Iremes Sasstee

Aresi custoe WEE

Resetto:  (Medium high (defauit) v [ meset. | Aestie [edanhigh fzfaa il -

-

From your IE browse = "Tools” = “Internet Options...” =» "Security” =» "Trusted Sites”
=>"Custom Level...”, please setup your “Settings” as follow.
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« Enable “Automatic prompting for ActiveX controls”

* Prompt “Initialize and script active controls not marked....”

Getings Getings
) Bt pomnok s g - ) Dl virkisn B SrEPaNion 0 3 VeEDGRgE T JOSF NI LBE
W, Slore DiEwDnly et ACher oon el 19 run e et pros W eshis I
W Erushis LN ) Dorankusd g Actesd canirai :
o, thoe Eriplen 7 Domphls i |
i [imshis &) Enshis
1 s W Prory
S o, erankusd wrssgnesd Aotesl cambain
¥ darionuic promgrang Far dicivell ponirols @ sl
& [ EEEFI
ETETETTTSY ¥ Inkmine anclexrint ctn combain st rarked an nke For o
2 iy
B Cei
& e
L ermiay:sictam e i o s amn e A et o = E —
| PPN F———— i ) PEEPEE B 1
Taken sFRct aher you reEa Iieeat Exporer Taknn wHect aher o reEeet it Explorer
Awnat urtor wwtiegn At urts awttegn
Resettet  [iethom ittt 1 T e ] AR

By now, you have finished your entire PC configuration for Internet Camera.
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3. Web-based Management

This chapter provides setup details of the Internet Camera’s Web-based Interface.

3.1 Introduction

The Internet Camera can be configured with your Web Browser. Before configure, please make
sure your PC is under the same IP segment with Internet Camera.

3.2 Connecting to Internet Camera

®  Use the following procedure to establish a connection from your PC to the Internet Camera.

®  Once connected, you can add the camera to your Browser'’s Favorites or Bookmarks.

Start the web browser on the computer and type the IP address of the camera.
The Default IP: “http://192.168.0.20"

; http://192.168.0.20, - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

\J Back - \‘_J - |£| |EL| __l\J | f..-\JSearch H;:{ Favarites {{3
Address @ http: /1192, 168.0. 20

The login window of Internet Camera will appeatr,
Default login username/password is: admin / admin

nter etwork Password Ed
J?) Thiz secuieYWeh Sie (2l 192163 0.20] iequies you b og o

Flezze lype the User dlame and Passooed that wou e for Login

L=t Hanie | :I

Fasnod |

I Save b pagoweid inyois passaeid sl

If the User name and Password have been changed with PLANET IP Wizard I,

NOTE:
please enter the new User name and Password here.

After logged on, you should see the following messages at the top of Internet Explorer:
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http://192.168.0.20/

92.168.0.20/ - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
OBack - d - |ﬂ @ :ﬂ | fl__\] Search “S:\L( Favatites €‘3| [_\v Eﬁ E ﬁ
= -

@ This site might require the following Activer control: 'PLAMET Media Contral' from 'PLAMET Technology Carp.'. Click here to install. .

Click on the message, and click Install ActiveX Control...

a http://192.168.0.20, - Microsoft Internet Explorer - |5 ﬂ
Fle Edit View Fawvorites Tools  Help | -:"
- . A, = A " > 3
O © - [ B Do Jyrees @] - L[5 B
Address [i@] http:/f192.160.0.20) | B s |L|nks B
x

-

@ This site might reguire the Following ActiveX contral: 'PLANET Media Control' From 'PLAMET Technology Corp.'. Click here tainstal, ..

What's the Risk?

=)

hnology Carp."..

[ |
@ Click here to inztall the following Active contlo'P‘
Information Bar Help

When you see this message, click Install’ to install required ActiveX control

Internet Explorer - Security Warning 5[

Do you want to install this software?
Mame: PLAMET Media Control
Publisher: PLANET Technology Corp.

¥ IMDre aptions Install Don't Install

While Files From the Internet can be useful, this file type can potentially hatm
waur computer. Only install software Fram publishers wou trust, What's the risk?

After the ActiveX control was installed and run, the first image will be displayed.

You should be able to see the images captured from the Internet Camera in the web page now. For
advanced functions, please refer to instructions given in follows chapters.

If you log in the camera as an ordinary user, setting function will be not available. If
NOTE: vyou log in the camera as the administrator, you can perform all the settings

provided within the device.
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3.3 Live View

Start-up screen will be as follow no matter an ordinary users or an administrator.

Video Profile

Streaming Protocol

Language:

etk Language

Salﬁng w
i ..W

Clia

Kax viewers : 20
Current viey

Video Information |

Vikien Typs  HI64  Resolsion: T04x430  Frame Rage: 21 Rifrare: 2RR

2-Way Audio r—‘@@)ﬁ Full Screen

Monitor Image The image shot by the camera is shown here. The date and time are
Section displayed at the top of the window.
Video Profile The camera support multi-profile for three compressions H264,

MEPG-4 and M-JPEG simultaneously. User can chose the proper
and/or preferred profile here.

Full Screen Click this button to display the image in full-screen mode (uses every
available space to display the image captured by this camera).

2-Way Audio The Internet Camera supports 2-way audio function. User can chose
to enable or disable this function by toggling the icon below

@ : Disable audio uploading function.

: Enable audio uploading function.

ActiveX Control The plug-in ActiveX control supports a lot of functions by clicking the
left mouse button. Note that this feature only supports on the ActiveX
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control within Microsoft® Internet Explorer.

Setting Menu This function is detail setting for the camera that only available for
user logged into camera as administrator.

Iltem

Network

Camera

System

Video

Audio
User
E-Mail

Object Detection

Storage

Continuous
Recording

Recording List
Event Server

Event Schedule

Action
Configure Network settings such as Wireless,
IPv6, ONVIF, DHCP, DDNS, 3GPP, PPPoE and
UPNP.

Adjust camera parameters.

Configure system information, date & time,
maintenance, and view system log file.

Configure bit rate and frame rate of video
profiles.

Configure audio parameters.

Setup user name, password and login privilege.
Setup E-Mail configuration.

Setup Object detection.

Status and configuration of SD card and Samba
server.

Files list inside the SD Card and Samba server.

Files list inside the SD Card.
Setup FTP/TCP/HTTP/Samba server for event

Configure the schedule while event triggered.

Streaming Protocol User can select proper streaming protocol according to networking

environment.

Language The device could provide multiple languages to meet customer’s

requirement.

Client Setting: Click this button to display the client extra control panel for 2-way
Audio and Full Screen.

Video Information Display video information including video format, resolution, frame

rate and bit rate.
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3.4 ActiveX Control

The plug-in ActiveX control supports a lot of functions by clicking the left mouse button. Note that
this feature only supports on the ActiveX control within Microsoft® Internet Explorer.

On the ActiveX control icon, click the Left Mouse Button, then a menu pop-up. This menu provides
features that are unique to the ActiveX control. These features include:

» Digital Zoom,

* Record,

* Snapshot,

* Voice,

* Statistics,

» About

e

Tl Tearn
e d
]
dokara
B
Bhinit
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3.4.1. Digital Zoom

Click Digital Zoom to active this function as above. User can drag or scale the box over the video
to adjust zoom ratio and position.

3.4.2. Record

Click Record to activate this function. Press Record button to start recording. The video file is
saved as ASF format into your local PC. While you want to stop it, press Stop to stop recording.
Select Browser, the pop-up window to select the save path and file name prefix, select OK to
continue.

After stop recording, list the files, this file is named as Video_yyyymmddhhmmss.asf

The ASF files can be display by the standard Windows Media Player, but it needs the DixectX 9.0
or later version to be installed.

NOTE: Default save path is “C:\Documents and Settings\All user\Desktop”
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3.4.3. Snapshot

Click Snapshot to activate this function. Press Snapshot button to take a picture. The image file is
saved as JPEG format into your local PC. Select Browser, the pop-up window to select the save
path and file name prefix, select OK to continue.

If you like to retrieve the saved image, select the file to display the saved image by using any one
of graph editing tools.

NOTE: Default save path is “C:\Documents and Settings\All user\Desktop”

3.4.4. Volume

Click Volume to activate this function. These have two control bars for speaker and microphone
volume. Scroll this control bar to adjust the audio attribute. Check the volume mute will mute the
speaker output.
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3.4.5. About

Click About to show the ActiveX information

PLAMET IPCamers Control, Yersion 6.1.0.102
Build Time:Jan 17 2012 1923706

3.5 Network Configuration

Use this menu to configure the network to connect the device and the clients.

3.5.1. Network

This section provides the menu of connecting the device through Ethernet cable.

Hetwork Wireless IPvG HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

MAC Address 00:30:4FA2:2E:92

B Obtain IP address automatically {DHCF)

IF Address 132.168.0.20 st
Subnet Mask 255.255.255.0 |
‘Gateway 132.168.0.1

B Obtain DNS from DHCP
Primary DNS
Secondary DNS 168.85.1.2

CEO < - 55=55

MAC address Display the Ethernet MAC address of the device. Note that user cannot
change it.

Obtain an IP address  Enable this checked box when a DHCP server is installed on the
automatically (DHCP) network to issue IP address assignment. With this setting, the IP
address is assigned automatically. If this device cannot get an IP

35



IP Address

Subnet Mask

Gateway

Obtain DNS from
DHCP

Primary DNS

Secondary DNS

HTTP Port

address within limited tries, the device will assign a default IP address
for 192.168.0.20.

If you do not select “Obtain an IP address automatically”, then you
need to enter these network parameters by yourself.

This address is a uniqgue numbers that identifies a computer or device
on the WAN or LAN. These numbers are usually shown in groups
separated by periods, for example: 192.168.0.200

Subnets allow network traffic between hosts to be separated based on
the network's configuration. In IP networking, traffic takes the form of
packets. IP subnets advance network security and performance to
some level by organizing hosts into logical groups. Subnet masks
contain four bytes and usually appear in the same "dotted decimal"
data. For example, a very common subnet mask in its binary
demonstration 11111111 11111111 11111111 00000000 will usually be
shown in the corresponding, more readable form as 255.255.255.0.

A gateway is a piece of software or hardware that passes information
between networks. You'll see this term most often when you either log
in to an Internet site or when you're transient email between different
servers.

Enable this checked box when a DHCP server is installed on the
network and provide DNS service.

When you send email or position a browser to an Internet domain such
as xxxxx.com, the domain name system translates the names into IP
addresses. The term refers to two things: the conventions for naming
hosts and the way the names are control across the Internet.

The same function as DNSL1. It is option not necessary

The device supports two HTTP ports. The first one is default port 80
and this port is fixed. This port is very useful for Intranet usage. The
second HTTP port is changeable. Users could assign the second port
number of http protocol, and the WAN users should follow the port
number to login. If the http port is not assigned as 80, users have to
add the port number in back of IP address. For example:
http://192.168.0.20:8080.

Therefore, the user can access the device by either
http://Xx.xx.xx.xx/, or

http://xX.XX.XX.XX:xxxx/_to access the device.
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If multiple devices are installed on the LAN and also required to be
accessed from the WAN, then the HTTP Port can be assigned as the
virtual server port mapping to support multiple devices.

NOTE When the configuration is finish, please click “OK” to save and enable
the setting.

3.5.2. Wireless (ICA-HM101W only)
If your device is a wireless model, you could assign the related parameters into wireless setting.
Using a wired connection ensures greater secrecy while making these settings. These settings
should always be made in the camera first and secondly in the wireless access point. This ensures
that the device is always accessible when making changes. Note that this function is only
available for the model with WLAN capability.

Network Wireless 1PvG HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Hotification

Push Bution Configurafion: Start PEC
]

Setting Easy Installation
]

Site Survey MAC Address 551D Channel Encryption  Signal Strength

MAC Address 74:2F:68:92:2A:96

Interface Select
rieriace Seled @ Wired [Ethernet) only

© Auto - wired if cable connected, otherwise wireless

Type @ Adhoc @ Infrastructure

551D ADVT-4401

BSSID 00:30:4F:TE:48:60

R ETSI, Europe

Security Mode © lone ® WEP @ WPA_PSKAWPA2_PSK

Obtain IP address automatically (DHCP)

IP Address 19216512 Jies
Subret sk e I
Start PBC Click Start PBC to make instant connection to wireless AP.
Easy Installation Click to install wireless connection
MAC address Displays the Ethernet MAC address of the WLAN card. Note that user

can not change it.

Site survey Click the “Reload” button. It will refresh information window which list is
the result of a network scan. Access points with a disabled SSID
Broadcast will not appear unless the camera is associated with it. The
following information is provided:

Interface Select “Wired (Ethernet) only” or “Auto — wired if cable connected, otherwise
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Type
Security mode

Obtain DNS from

DHCP

SSID

Channel

WEP settings

WPA settings

wireless”:

Choose wired or wireless mode. However, note that wired is priority.
To select one of WLAN modes from Infrastructure or Ad-Hoc mode.

Shows which type of security the network uses. The device supports
three security methods: None, WEP, WPA PSK, WPA2_PSK

Enable this checked box when a DHCP server is installed on the
network and provide DNS service.

This is the name of the wireless network the device is configured for.
The field accepts up to 32 alphanumeric characters. The name must be
exactly the same as that used in the wireless access point, or the
connection will not be established.

Leaving this field blank means the device will attempt to access the
nearest open network.

Chooses the wireless channel in use currently.

- Authentication:

Select Open or Shared Key System Authentication, depending on the
method used by your access point. Not all access points have this
option, in which case they probably use Open System, which is
sometimes known as SSID Authentication.

- WEP Mode:

The key types available depend on the access point being used. The
following options are available:

*ASCII - In this method the string must be exactly 5 characters for
64-bit WEP and 13 characters for 128-bit WEP.

*HEX - In this method the string must be exactly 10 hexadecimal (0-9,
A-F) characters for 64-bit WEP and 26 hexadecimal characters for
128-bit WEP.

- Web Key 1~4:

Key value of WEP.

- WPA Key:

Key value of WPA. The device uses a pre-shared key (PSK) for key
management. The pre-shared key can be entered either as Manual
hex, as 64 hexadecimal characters, or as a Passphrase, using 8 to 63
ASCII characters.
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Obtain IP address Enable this checked box when a DHCP server is installed on the
automatically (DHCP) network to issue IP address assignment. With this setting, the IP
address is assigned automatically.

IP address, Subnet If you do not select Obtain an IP address automatically, then you need
mask, and Gateway to enter these network parameters manually.

NOTE When the configuration is finish, please click “OK” to save and enable
the setting.

Note: To enable WLAN function, user must set these related parameters correctly at first.
Then power off the device and remove Ethernet cable from device. Power on the device
again and WLAN mode will be available accordingly.

Wireless configuration step
1. Press Reload button detects wireless AP.

2. Press Easy Installation to into setup procedure.
Network Wireless 1Pvé HTTPS DDNS PPPoE Streaming j IP Filter IP Notification

Step 1 : Please click the table to choose the SSID!

Site Survey Channel Encryption  Signal Strength
- = \RAREK =

3. Fill correct SSID then press Go Step 2 button.

Network Wireless 1PvE HTTPS DDNS PPPoE Streaming UPnP j IP Filter IP Notification

Step 1 : Please click the table to choose the SSID!

Site Survey

ADU-4401

4. Select correct security and WPA mode and WPA key then press Submit button.
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Network Wireless IPvG HTTPS DDHS PPPoE Streaming UPnP Bonjour ONVIF 1P Filter IP Notification

Step 2 : Please input the authentication information!

ADV-24041

® lone ® WEP © WPA_PSKAWIPAZ_PSK

{ASCII: 8~63 Digits; HEX: 64 Digits)

" Go step1 | submit |

5. ICA-HM101W restarting to enable wireless function.
Network Wireless 1PvE HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF 1P Filter 1P Notification

Change wireless config

Please wait 77 seconds

6. Wait for wireless ready
Network  Wireless 1P HTTPS DDNS PPPaE Streaming UPnpP Banjour ONVIF

Microsoft Internel Explorer Ig|

Watting For wirelsss ready, .,
Please confirm the wirelass setting!

7. Plug out cable to enable wireless function
Network  Wireless 1P HTTPS DONS PPPoE Streaming UPnpP Bonjour ONVIF

o Microsoft Internet Explorer E|

Ple I ': Flease remove the lan cabell
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3.5.3. IPv6 function

Internet Protocol version 6 (IPv6) is called the “IP Next Generation” (IPng), which is
designed to fix the shortcomings of IPv4, such as data security and maximum number of
user addresses. It is backward compatible and thus expected to slowly replace IPv4, with
the two existing side by side for many years.

Network Wireless IPvE HTTPS DDN35 PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

@ Disable @ Enable

IPv6 To enable or disable the IPv6 function here.
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3.5.4. HTTPS
HTTPS: Stands for Hypertext Transfer Protocol Secure

HTTPS is a combination of the Hypertext Transfer Protocol with the SSL/TLS protocol to provide
encrypted communication and secure identification of a network web server. HTTPS connections
are often used for sensitive transactions in corporate information systems. The main idea of
HTTPS is to create a secure channel over an insecure network. This ensures reasonable
protection from eavesdroppers and man-in-the-middle attacks, provided that adequate cipher
suites are used and that the server certificate is verified and trusted.

Hetwork Wireless 1PvE HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

© Disable ® Enable

(1~ sss3

HTTPS To enable or disable the HTTPS service here. Note that the HTTPS
function of this device is not only encrypted the web content but also
audio/video data.

Port Choose the HTTPS port. The default value is 443.

3.5.5. DDNS server
Stands for Dynamic Domain Name Server

The device supports DDNS If your device is connected to xDSL directly, you might need this
feature. However, if your device is behind a NAT router, you will not need to enable this feature.
Because DDNS allows the device to use an easier way to remember naming format rather than an
IP address. The name of the domain is like the name of a person, and the IP address is like his
phone number. On the Internet we have IP numbers for each host (computer, server, router, and
so on), and we replace these IP numbers to easy remember names, which are organized into the
domain name. As to xXDSL environment, most of the users will use dynamic IP addresses. If users
want to set up a web or a FTP server, then the Dynamic Domain Name Server is necessary. For
more DDNS configuration, please consult your dealer.
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Your Internet Service Provider (ISP) provides you at least one IP address which you use to
connect to the Internet. The address you get may be static, meaning it never changes, or dynamic,
meaning it's likely to change periodically. Just how often it changes, depends on your ISP. A
dynamic IP address complicates remote access since you may not know what your current WAN
IP address is when you want to access your network over the Internet. The solution to the dynamic
IP address problem comes in the form of a dynamic DNS service.

The Internet uses DNS servers to lookup domain names and translates them into IP addresses.
Domain names are just easy to remember aliases for IP addresses. A dynamic DNS service is
unigue because it provides a means of updating your IP address so that your listing will remain
current when your IP address changes. There are several excellent DDNS services available on
the Internet and best of all they're free to use. One such service you can use is www.DynDNS.org.
You’'ll need to register with the service and set up the domain name of your choice to begin using it.
Please refer to the home page of the service for detailed instructions or refer to Appendix E for
more information.

Network Wireless IPvG HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

DON S © Disable ® Enable

Server Hame

DON'S Host I - cicns.com (6 ~ 16 Digits )
User Name T —

Password I - oigit-)

Internet Status =

DDNS To enable or disable the DDNS service here.
Server name Choose the built-in DDNS server.

DDNS Host The domain name is applied of this device.
User Name The user name is used to log into DDNS.
Password The password is used to log into DDNS.
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3.5.6. PPPoE
PPPoE: Stands for Point to Point Protocol over Ethernet

A standard builds on Ethernet and Point-to-Point network protocol. It allows Internet Camera
connect to Internet with xXDSL or cable connection; it can dial up your ISP and get a dynamic IP
address. For more PPPOE and Internet configuration, please consult your ISP.

It can directly connect to the xDSL, however, it should be setup on a LAN environment to program
the PPPoE information first, and then connect to the xDSL modem. Power on again, then the
device will dial on to the ISP connect to the WAN through the xDSL modem.

The procedures are
» Connect to a LAN by DHCP or Fixed IP
* Access the device, enter Setting = Network = PPPoE as below

Network Wireless IPvE HTTPS DDNS PPPoE Streaming UPNP Bonjour ONVIF 1P Filter IP Notification

FPPoE © Disable ® Enable

UserName T ——
Password I - s oigits)
e e I vt
Subnet Mask | =
- [ ———
s .

PPPoE To enable or disable the PPPoE service here.
User Name Type the user name for the PPPOE service which is provided by ISP.
Password Type the password for the PPPoE service which is provided by ISP.

IP Address / Subnet Shows the IP information got from PPPOE server site.
Mask / Gateway

Status Shows the Status of PPPoE connection.

44



3.5.7. Streaming

RTSP is a streaming control protocol, and a starting point for negotiating transports such as RTP,
multicast and Unicast, and for negotiating codecs. RTSP can be considered a "remote control" for
controlling the media stream delivered by a media server. RTSP servers typically use RTP as the
protocol for the actual transport of audio/video data.

Wireless 1Pvée HTTPS DDHS PPPoE Streaming UuPnP Bonjour ONVIF IP Filter IP Notification

T (55 - 55535 D
RTF Port 50000 50099 {1024 ~ 65535)

RTSP Port Choose the RTSP port. The RTSP protocol allows a connecting client to
start a video stream. Enter the RTSP port number to use. The default value
is 554.

RTP Port Specify the range of transmission port number of video stream. The default
range is 50000 to 50999. User can specify a number between 1024 and
65535.

NOTE 1. To use the 3GPP function, in addition to previous section, you might
need more information or configuration to make this function work.

2. The camera must be set as Multi-profile mode, not Mega-pixel mode.
Otherwise this device cannot serve 3GPP stream.

3. To use the 3GPP function, it strongly recommends installing the
Networked Device with a public and fixed IP address without any
firewall protection.

4. Port 554 is the default for RTSP service. However, sometimes, some
service providers change this port number for some reasons. If so,
user needs to change this port accordingly.
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Dialing 1.Choose a verified player (PacketVideo, Quicktime or Realplayer

procedure currently)
2. Use the following URL to access: rtsp://host/mpeg4/media.3gp
Where host is the host name or IP address of the camera.

Compatible . .

. Please contact your dealer to get the approved list of compatible 3G

3G mobile
phone.

phone

3.5.8. UPnP

UPNP is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. This device is an UPnP
enabled Internet Camera. If your operating system is UPnP enabled, the device will automatically
be detected and a new icon will be added to “My Network Places.” If you do not want to use the
UPNP functionality, it can be disabled

In addition, this device also provides UPnP IGD function for NAT traversal easily. Use NAT
traversal when your device is located on an intranet (LAN) and you wish to make it available from
the other (WAN) side of a NAT router. With NAT traversal properly configured, all HTTP traffic to
an external HTTP port in the NAT router will be forwarded to the device.

1Pvé HTTPS DDHNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

UPnP @ Disable © Enable

Friendly Name AM2182D - 00304FAZ2ES2 {readonly)

UPnP NAT Trawversal @ Disable @ Enable
Port Range 32768 55525 {1 ~ 65535)
Externat P Adress | < oniy)

UPnP To enable or disable the UPnP service here.
Friendly Name Shows the friendly name of this device here.

UPnP NAT Traversal When enabled, the device will attempt to configure port mapping in
a NAT router on your network, using UPnP™. Note that UPnP™
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must be enabled in the NAT router first.
Port Range The port range will open in NAT router.

External IP address Show the IP address and port for WAN access through Internet. If
NAT traversal is configured successfully, user can use this IP
address and port to access this device.

3.5.9. Bonjour

The Bonjour service allows IP camera can be discovered with Apple Safari browser applied, once
the option enable the IP camera will be show the Friendly Name in the Bonjour bookmarks menu
of Safari browser.

Hetwork Viireless 1PvE HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

Bonjour ® Disable © Enable

Friendly Hame AM21820 - 00304FAZ2E92 {readonly)

Bonjour To enable or disable the Bonjour service here.

Friendly Name Shows the friendly name of this device here.
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3.5.10. ONVIF

ONVIF is a global and open industry forum with the goal to facilitate the development and use of a
global open standard for the interface of physical IP-based security products. Or in other words, to
create a standard for how IP products within video surveillance and other physical security areas
can communicate with each other.

Hetwork Viireless IPvi HTTPS DDNS PPPoE Streaming UPnP Bonjour ONVIF IP Filter IP Notification

@ Disable @ Enable

® vio © V1.0V .02V2 0IV2 1.1

ONVIF To enable or disable the ONVIF interface here.

Version Currently, the V1.0 or V1.01/1.02/V2.0/vV2.1.1 is available.
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3.5.11. IP Filter

You can enter different user’s IP address which are allowing enter or denying by the device.

Network Wireless IPvE HTTPS DDNS PPPoE Streaming 1] Bonjour ONVIF IP Filter 1P Notification

IP Filter © Disable ® Enable
IP Filter Policy @ Deny © Allow

F| Iter IF List

IP Filter To enable or disable the IP filter function here.

IP Filter Policy Choose the filter policy where is denying or allowing.
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3.5.12. IP Notification

In case the IP address is changed, system is able to send out an email to alert someone if the

function is enabled.

Network

Wireless

SMTP Notification{email)
Send To

Subject

TCP Notification

TCP Server

TCP Port

Message

HTTP Nofification

URL

HTTP Login Name
HTTP Login Password
Proxy Address

Proxy Port

Proxy Login Hame
Proxy Login Password

Customer parameters

1PvE HTTPS DDNS

PPPoE Streaming UPnP

© Disable @ Enable
I (- 12¢ Digits)
{= 65 Digits)
© Disable @ Enable
I - - Dioit=)
I - css:s)
I - < ioit=)

© Disable ® Enable

{< 61 Digits)
I - 2> Diit=)

I - - Oigit=)

I - 12 Digits)

I - css:s)

I - -- Oigit=)

I - -: Dicit=)
I - s Digits)

Bonjour

SMTP Notification (e-mail)

Send To

Subject

TCP Notification

TCP Server

TCP Port
Message

HTTP Notification
URL

HTTP Login name

If enable this function, then the “Send to“ and “Subject” field
need to be filled.

Type the receiver's e-mail address. This address is used for
reply mail.

Type the subject/title of the E-mail.

If enable this function, then the “TCP Server", “TCP Port”,
and “Message” fields need to be filled.

Type the server name or the IP address of the TCP server.
Set port number of TCP server.

The message will be sent to FTP server.

If enable this function, then the fields below need to be filled.
Type the server name or the IP address of the HTTP server

Type the user name for the HTTP server.
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HTTP Login Password
Proxy Address

Proxy Port

Proxy Login name
Proxy Login Password
Custom parameter

Message

Type the password for the HTTP server.

Type the server name or the IP address of the HTTP Proxy.
Set port number of Proxy.

Type the user name for the HTTP Proxy.

Type the password for the HTTP Proxy.

User can set specific parameters to HTTP server.

The message will be sent to HTTP server.
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3.6 Camera Configuration

Use this menu to set the function of the camera of Internet Camera

3.6.1. icture

White Balance Auto W

Exposure Control Auto Exposure W

Maximum Exposure Time 1/45 5§ W

FELLE E @ 50tz © G0Hz

Color Level —j— m o~
Brightness —]— M-

R ———— EElo-
— ——— -

White-Light LED Or L

|:| :| H———————
Current Value

LED On Threshotd ERTTINIII (© ~ 10000}
LED Off Threshold [ERTT) {0 ~ 10000}

Delay Time {0 ~ 86400)
Rotation Turn the “Mirror” and “Vertical Flip” On or OFF. The image will
be overturned as below.
Normal Mirror
Image opsmi

Vertical Flip Mirror + Vertical Flip

usds abetij

) Auto: will adjust the white balance automatically.
White Balance

Hold: will hold the white balance.
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Exposure Control

Maximum  Exposure
Time

Color Level
Brightness
Sharpness
Contrast

White-Light LED

3D De-Noise

Default Settings

Auto: will adjust the internal gain automatically.

Hold: will hold the internal gain.

User can limit the maximum exposure time of the image sensor.
The larger value means longer exposure time possibly.

Large value will be colorful.
Large value will brighten camera.
Large value will sharpen camera.

Large value will contrast camera heavily.

User can turn On, Off, Auto or Schedule of the built-in White-light
LEDs. This function is very useful under low illumination
environment even 0 Lux.

In case the Auto mode is selected, user needs to specify 3
parameters in advance:

LED ON Threshold (0~10000): this value set the threshold to turn
on white-light LED. It should be lower or equal to LED OFF
Threshold.
LED OFF Threshold (0~10000): this value set the threshold to
turn off white-light LED. It should be higher or equal to LED ON
Threshold.

Delay Time: The delay time between LED ON/OFF switching.

Note that Current Value is the current luminance from the
captured video. It's a useful reference to set LED ON/OFF
Threshold.

3D De-Noise can remove or lower unwanted noise and preserve
fine details and edges.

Restore to factory image settings.

53



3.6.2. Privacy Mask

Use this page to specify privacy mask window 1 to window 8 and set the name and gray level for
selected window.

Picture Privacy Mask

Add and Delete To add or delete the privacy mask windows, user can specify up to 7
windows to mask the video captured by this device. By dragging
mouse on the image, you can change the position and size of the
selected window accordingly.

Name Name of the specified privacy window
Level To define the gray level of mask block. The smaller value will be
darker.
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3.7 System

Use this menu to perform the principal settings of Internet Camera.

3.7.1. System

Systen Date & Time Maintenance

Device Title ICA-HM1 09V {0 ~ 30 Digits)
Software Version 6.C.2.3258
Network LED © Enable ® Disable

Power LED (Wireless LED] @ Enable @ Disable

Leg

) =y=log.info
BZD user_notice &
2D u=er_notice &
2D user.warn kernel: 2 [ €l] revi 1 (& Vo ex=00(0
I0 u=er.warn kernel: E data cache, ¥ g in=truc
) user.warn kernel:
" user.warn kernel: Warning: bad configuration page, TIying To continus
' uzer.warn kermel: Memory policy: E i=abled, Data cache wrizekack
) user.debug kernel: On node 0 tot
820 user.debug kermel: free_area init _node: node 0, pgdat clckadbe, node r
920 u=er.debug kernel: Normal zone: 512 pages u=zed for memmap
20 u=mer.debug kernel: Nozmal zone: 0 page= re==
£

2
2
2
2
2
2
2
2
2
2
2
2
2

20 umer_debug kernel: Normal zone: £3024 pages,

Device title You can enter the name of this unit here. It's very useful to identify the
specific device from multiple units.

Software version This information shows the software version in the device.

Network LED Switch the LED light of this Internet Camera on or off, that Network
LEDs will stop working, in case you don’'t want other people know the
camera is transferring data.

Power LED Switch the LED light of this Internet Camera on or off.

Log User can check the system log information of the device, including the
Main Info, Appended Info, Operator IP, and so on ...

Reload Click this button; user can refresh the log information of the device.
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3.7.2. Date & Time

User can setup the time setting of Internet Camera, make it synchronized with PC or remote NTP
server. Also, you may select the correct time zone of your country.

er Date & = 2012-3-26 12:05:5

2012-4-20 15:29:53

g - Date 2010 W W FMaw W R 21 W g 00 W 00 W@ 00 W
O
time. stdtime.gowv.tw Test
22 hour W
GMT (Dublir, Liskor, Lorder, Reykjavik) hd
Daylig awing © Disable
Da dar. wH0L WEOoo w00 w300 W
Da dar. wH0L WEOoo w00 w300 W

=% 0l w300 V@O0 W

Server Date & Time Displays the date and time of the device

PC Time Displays the date and time of the connected PC
Synchronize Click this option to enable time synchronization
with PC: with PC time

Adjust Manual setting: Click this option to set time and date manually

Click this option if you want to synchronize the

SHIErTEmIZe device's date and time with those of time server

LU called NTP server (Network Time Protocol)
NTP server name Type the host name or IP address or domain name of the NTP
server.

NTP sync. Interval Select an interval between 1 and 23 hours at which you want to
adjust the device’s time referring to NTP server

Time zone Set the time difference from Greenwich Mean Time in the area
where the device is installed.

Daylight saving Check this item to enable daylight saving adjustment.
Daylight Saving Sets up the date and time of daylight saving start time.
Start Time
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Daylight Saving Sets up the date and time of daylight saving stop time.
Stop Time

Daylight Saving Sets up the date of daylight saving offset.
Offset

3.7.3. Maintenance

System Date & Time Maintenance

Defauit Settings (Including Network Setting)

Default Settings (Excluding Network Setting)

Backup Setting

i [ oo estoro seting_ esel]

rvare oorce | s WY

System Restart m

Default Settings Recall the device hard factory default settings. Note that click
(Include the network this button will reset all device's parameters to the factory
setting) settings (including the IP address).

Default Settings The unit is restarted and most current settings are reset to
(Except the network factory default values. This action will not reset the network
setting) setting.

Backup Setting To take a backup of all of the parameters, click this button. If

necessary, it will then be possible to return to the previous
settings, if settings are changed and there is unexpected
behavior.

Restore Setting Click the “Browse” button to locate the saved backup file and
then click the “Restore Setting” button. The settings will be
restored to the previous configuration.

Firmware upgrade The device supports new firmware upgrade.

1. Close all other application programs which are not necessary for firmware
update.
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2. Make sure that only you access this device at this moment
3. Disable Motion Detection function.

4. Select “Firmware name”

5. Select the Firmware binary file.

Note :

That it must make sure that the Firmware only applies to this device, once
update, it will be burned into FLASH ROM of system.

6. Once the firmware file was selected, select “Upgrade”.

7. The upgrade progress information will be displayed on the screen.

8. A message will be shown while the firmware upgraded. Once the upgrading
process completed, the device will reboot the system automatically.

9. Please wait for 80 seconds, and then you can use PLANET IPWizard to
search the device again.
Warning !!!

The download firmware procedure cannot be interrupted. If the power and/or network
connection are broken during the download procedure, it might possibly cause
serious damage to the device.

Please be aware that you should not turn off the power during updating the firmware
and wait for finish message.

Furthermore, do not try to upgrade new firmware if it's not necessary.

System Restart The device is restarted without changing any of the settings.
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3.8 Video

This device provides 2 modes of video profile. The first one is Mega-pixel mode which supports
video resolution up to Mega-pixel. However the maximum frame rate of this mode is up to 15fps
only. The second one is VGA mode which supports video resolution up to VGA but frame rate can
be up to 30fps. User only can select either Mega-pixel or VGA mode to operate the camera.
Switching Mega-pixel and VGA, the device will take time to reboot system.

3.8.1. Common

Video Profile @ 720p Mode © 2 Mega Mode
M= Font Color
Baciground Color
Transparency
M include Date
© Predeined

{0 ~ 12 Digits)

W include Text
I - - -0 Digits)

Video Profile User can only choose either VGA Multi-profile or Mega Multi-profile
mode. VGA Multi-profile mode can serve H.264, MPEG4, and
JPEG streams up to VGA resolution simultaneously. On the other
hand, Mega-pixel mode, in addition to VGA resolution, it can serve
H.264/Mega and JPEG/Mega two more streams simultaneously.

Text Overlay Setting There are some important information can be embedded into
image, including date, time, and/or text.
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3.8.2. Video Profile

User can modify the detail parameter for each video profiles in this page.

| Video Profile | ROI

Video Tipe Resolution Rate Comtrol Cuality Bitrate Max Frame Rate GOP Control ROI

Profile2 64 LE00x1200 EVER
Frofilal =ipag 1600x1200 VER
Frofiled (ROI) LI&4 G40x4280 EVER
Profil=a5 (ROI}) h262 §40x4 EVER
Profilef k264 §40x4 EVER
Profile? k264 §40x4 EVER
Frofiled k264 G40x4 EVER
Profiled mpegd 64 4 EVER
Profilel0 mipeg

e

Rate Control

]
Max Bitrategf:plii) K bps 1024 ~ 15000
R
=

Name To assign a name to the selected profile.

Video Type Video codec of the selected profile.

Resolution Resolution of the selected profile.

ROI Assign the selected profile as a ROI stream or not. (Only available

for the profiles with max resolution)

Rate Control Defines the rate control method of this profile. There are four
options: Constant Bit Rate (CBR), Variable Bit Rate (VBR),
Enhanced Constant Bit Rate (ECBR), and Enhanced Variable Bit
Rate (EVBR).

For CBR, the video bit rate is between low to high bandwidth based
on different resolutions. User can set the desired bit rate to match
the limitation of bandwidth.

For VBR, user should choose the quality level to set the video quality
rather than bit rate. The quality level is between 1 and 100. The
higher value can reach the better quality but of course will consume
higher bandwidth.
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For ECBR, the video bitrates is based on normal CBR mode.
However, the target bitrates can be increased to max target bitrate
while lots of motion in video. The max target bitrates will keep a
pre-defined time period and then back to normal CBR bitrates.

For EVBR, the video bitrates is based on normal VBR mode.
However, the target bitrates can be increased to max target bitrates
while lots of motion in video. The max target bitrates will keep a
pre-defined time period and then back to normal VBR mode.

Max Frame Rate Defines the targeted frame rate of this profile. For example, set the
frame rate to 15 fps, then the image will be updated for 15 frames
per second. User can set the desired max frame rate versus video
quality under the limited bandwidth.

GOP Control Defines the Intra/Inter-frame (I/P) ratio of this profile. For example,
set the GOP to 30, then the video stream will have one Intra-frame
every 30 frames.

3.8.3. ROI

ROI means Region of Interest. Use this page to specify location of ROl windows. Only the
maximum resolution profiles can be defined as ROI. In this model, the default ROl windows are
profile 4 and 5.

Common Video Profile ROI

Profile5(ROI)

- ; v o
' |
I i ] Profiled (ROI) -
|
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3.9 Audio Configuration

It's M-JPEG mode in this profile.

Audio @ Disable © Enable

Audio Type

Audio Mode

L] Simplex ® Full duplex

Input Gain

Output Gain a0 W

Speaker Out @ Disable © Enable

Audio To enable or disable audio function.

Audio type To select G711 or G726 for audio coding.

Audio Mode: To select Simplex or Full duplex (2-way audio) mode.
Input Gain: To adjust gain of input audio.

Output Gain: To adjust gain of output audio.

Speaker Our To enable or disable speaker function.
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3.10 User Privilege Access Configuration

Use this menu to set the user names and password of the Administrator and up to 10 users, and
access right of each user.

Setfing

Viewer Login © Anonymous @ Only users in database

admirizstrator
I - 2o o)
T —.
I« - 2 0igic=)

Acress Right Administrator '@ Viewer

Viewer Login Select “Anonymous” to allow any one viewing the video once
connected. Otherwise, only users in database can view the
video after login.

Access Right Administrator can access every function in this device.
However, Viewers only can view the video and access
limited function.

Add, Modify, and Delete of = Manage the user’s account of viewer user.
Users account

63



3.11 E-Mail Configuration

You may setup SMTP mail parameters for further operation of Event Schedule. That's, if users
want to send the alarm message out, it will need to configure parameters here and also add at
least one event schedule to enable event triggering.

<129 o) D
EER - 55555

SSL

© Disable @ Enable

SMTF Authentication ® Disable @ Enable

Atherioaon Use Hare  FETSR <5 i)
huhensication assword  CTTTTTTRMN < 22 it
E-mail From admin@planet.com, . tw [EFeET L]

E-mail To

support@planet.com, b (e e RiTTo

E-mail Subject 1< 85 Digits)

SMTP Server

Test

SMTP Port

SSL

SMTP Authentication

Authentication User
Name

Authentication Password

E-mail From

E-mail To

E-mail Subject

Type the SMTP server name or the IP address of the SMTP server.

Send a test mail to mail server to check this account is available or
not.

Set port number of SMTP service.
Enable SSL function or not.

Select the authentication required when you send an e-mail.
Disable: If no authentication is required when an e-mail is send.

Enable: If authentication is required when an e-mail is sent.

Type the user name for the SMTP server if Authentication is Enable.

Type the password for the SMTP server if Authentication is Enable.

Type the sender’s E-mail address. This address is used for reply
e-mails.

Type the receiver’s e-mail address.

Type the subject/title of the e-mail.
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3.12 Object Detection

Use this menu to specify motion detection window 1 to window 4 and set the conditions for
detection while observing a captured image.

Mofion Defecfion

Add and Delete

Included or Excluded
Window

Name

Object Size

Sensitivity

1. DefaultWindow W

| Add ]| Delete |

© Included
® Excluded

Name

DefaultiWindow

Object Size (0 ~ 100)
5
nsitivity (0~ 100)

Save

To add or delete the motion windows. User can specify up to 4
Included and/or Excluded windows to monitor the video captured by
this device. By dragging mouse on the image, you can change the
position and size of the selected motion window accordingly.

These windows can be specified as Included or Excluded type.

Included:
Windows target specific areas within the whole video image

Excluded:
Windows define areas within an Include window that should be
ignored (areas outside Include windows are automatically ignored)

Name of the specified motion window.

Defines the object size of motion detection. The higher object size will
only larger objects trigger motion detection. The lower object size will
even small objects trigger motion detection too. Generally speaking,
the smaller size will be easier to trigger event.

Defines the sensitivity value of motion detection. The higher value will
be more sensitivity.
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3.13 Storage Configuration

This page shows the status of attached SD card and Samba server. You may setup related
parameters to manage the attached SD card or Samba server also.

5D Card SAMBA Server

Status Free space Reload
Status

Restonty I E—

Enable automatic disk cleanup

Remove recordings older than: day{s]
Remove oldest recordings when disk is: m% full

Lock disk

Host [EEEEEE - - -: Digit=)
Share EES - o i)
e EET - < ioits)
PreeE] TR (- ¢ Digits)

Status Onliine:
Total size 1224 GB
Free space 59% - 7.88 GB

SAMBA Server

Enable automatic disk cleanup Delete old recorded files while the conditions are reached as
below.

Remove recordings order than Delete old files by days.

Remove oldest recordings Delete old files by left capacity.
when disk is
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3.14 Recording List

This page shows the files list information, files list inside the SD Card. User may reload file from
SD card that play or remove the selected file.

Recording List Contfinuous Recording List

2pizo3z28 i 6 1 1 avi motiorlDcour
20120330 1 - 3 motiorn00oouy
: 115732.27:  metiertOseur
1 1 40.awi motiorlDccur
motiorlDcour
motiorlDcour
motion0Docur
motiorlDccur
motiorlDccur
motiorlDcour
201203248 1 -awi motion0Docur
201203248 1 211 _avi motion0Docur

S LI TR L LT

This page shows the files list information, files list inside the SD Card or Samba server. User may
reload file from SD card or Samba server that play or remove the selected file.

Recording List Confinuous Recording List

Disk: 5D Card
Path: PLANET-D0304FAZ2ES2

113456 av cortiruous 15506
1 3 eortiruous 17831

contiruous 19834

cortiruouws 13608

cortiruouws 18150

eortiruous 50032

120200 =avi contiruous 20253
120704 _awi cortiruouws 13702

121204 awvi cortirous 274162

20120328
20120328
20120326

BHEAEEEEE
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3.15 Continuous Recording

You may enable or disable continuous recording function here. Select SD card or Samba server
for storage destination.
Note : When enable continuous recording that press restart will delete correct recording

Confinuous. Recording

Continuous Recording ® Disable © Enable

Record File Type Profilel h264 / 1600x1200 w

Disk © 5D Card ® SAMBA Server

Path { For example: Folder1/Folder2/Folder3 | (1 ~ 63 Digits)

{Restarting will delete the current recording.}

68



3.16 Event Server Configuration

3.16.1 FTP Server

You may setup FTP parameters for further operation of Event Schedule. That's, if users want to
send the alarm message to an FTP server, it will need to configure parameters here and also add
at least one event schedule to enable event triggering as SMTP.

FTP Server TCP Server HTTP Server SAMBA Server

192.168.0.174 2 Santhony/test

FTP Login Name SR - 2: Digit=)

Name User can specify multiple FTP paths as wish. Therefore, user
needs to specify a name for each FTP setting.

FTP Server Type the server name or the IP address of the FTP server.
Test Check the FTP server whether this account is available or not.
FTP Login name Type the user name for the FTP server.

FTP Login Password Type the password for the FTP server.

FTP Port Set port number of FTP service.
FTP Path Set working directory path of FTP server.
FTP Passive Mode Select passive or active mode connecting to FTP server.
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3.16.2 TCP Server

In addition to send video file to FTP server, the device also can send event message to specified
TCP server.

FTP Server TCP Server HTTP Server SAMBA Server

Name User can specify multiple TCP servers as wish. Therefore, user
needs to specify a name for each TCP server setting.

TCP Server Type the server name or the IP address of the TCP server.

TCP Port Set port number of TCP server.
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3.16.3HTTP Server

The device also can send event message to specified HTTP server.

FTP Server TGP Server  HTIP Server = SAMBA Server

Proxy Addrecc

T

oy o

Name User can specify multiple HTTP servers as wish. Therefore, user
needs to specify a name for each HTTP server setting.

URL Type the server name or the IP address of the HTTP server.
Test Check the HTTP server whether it is available or not.

HTTP Login name Type the user name for the HTTP server.

HTTP Login Password Type the password for the HTTP server.

Proxy Address Type the server name or the IP address of the HTTP Proxy.
Proxy Login name Type the user name for the HTTP Proxy.

Proxy Login Password Type the password for the HTTP Proxy.

Proxy Port Set port number of Proxy.
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3.16.4 SAMBA Server

The device also can send video stream to specified SAMBA server. Most of the time, the SAMBA
server will be another PC or NAS server.

FTP Server TCP Server HTTP Server SAMBA Server

192 .166.0.201

{ 65 Digits)

Name User can specify multiple HTTP servers as wish. Therefore, user
needs to specify a name for each HTTP server setting.

SAMBA Server Type the server name or the IP address of the SAMBA server.
Test Check the SAMBA server whether this account is available or not.
SAMBA Login name Type the user name for the SAMBA server.

SAMBA Login Password Type the password for the SAMBA server.

SAMBA Path Set working directory path of SAMBA server.
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3.17Event Schedule Configuration

This menu is used to specify the schedule of Events and activate the some actions provided by
this device.

Setfing Record Port Status

Start Duration Trigger by Prefix

Record File Prefix ~ 20 Digits)

M Voice Alert, Duration I 0~86400 Seconds )
M Alarm Out, DurationSRR 025400 Seconds )
M send FTP

M send TCP

M send HTTP

M 5end E-Mail

B white Light LED| R A LI 085400 Seconds )

Name Name of the Event or Schedule.
Enable Enable or disable this Event or Schedule.
Type Schedule start with Event trigger or Schedule trigger.

Enable Time Define the feasible time slot.
Trigger by Select the triggered sources with event trigger.

Record File Define the prefix of recorded filename
Prefix

Action Define the actions once event triggered.
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Examplel.

Setting Record Port Status

Start Duration Trigger by Prefix
1111111 0:0 24:0

Thu

M voice Alert, Duration|JI 025400 Seconds }

B Alarm Out, Duration] N 026400 Seconds )

Send FTP

M Send TCP

M send HTTP

M send E-mail

B white- Light LEDEEE e e LI 025400 Seconds )

M send 5D

Send file to FTP server by motion triggered always:
1. Select event trigger
2 Enable time: start from 00:00 to 24:00 every day
3.  Trigger by: Motion Area (Added in Object Detection page)
4. Action: Send FTP (Add in Event Server -> FTP Server page)
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Example2.

Setting Record Port Status

Weekday  Start Duration Trigger by Prefix
1111111 0:0 24:0

© Event Trigger ® 5chedule Trigger, Interval m { Seconds)

aall e
ouration [EIRG
. ... [ -

Record File Prefix 20 Digits)

M voice Alert, Duration]J R 0~26400 Seconds }
B Alarm Out, Duration I 056400 Seconds |
M Send FTP

M send TCP

M send HTTP

B send E-Mail

LT ST L Y support@planet.com, tir
Subject

Send file to E-Mail server by motion triggered from Friday 18:00 to Saturday
06:00
1. Select event trigger.

2.  Enable time: start from Friday 18:00 and keep work in 12 hours, so
it will stop on Saturday 06:00.

Trigger by : Motion Area (Added in Object Detection page)
4.  Action : Send e-mail (Add in E-Mail page)

i. To email address: You need to input the receiver email
address.

il. Subject: You could specify the email subject.

iii. Message: You could specify the email content.
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Example3.

Setting Record Port Status

Weckdoy  Start Duration Trigger by Prefix
Trigger Woice A. .. yeos Schedule 0111110  18:0  12:0

® Event Trigger © Schedule Trigger, Interval (LI { Seconds)

Mon ue

Pl

Record File Prefix I o - 2o Digit=)

Voice Alert, DurationUIRIN 026400 Seconds )

M Alarm Out, Duration] ] 026400 Seconds |

M send FIP

M Send TCP

M send HTTP

M 5end E-Mail

White-Light LEDE oo e SR 026400 Seconds )

M send 5D

add | [ Modity | [ Delete |

Enable Voice Alert every 10-minute during 18:00 to 24:00 from Monday to
Friday.
1. Type: Select schedule trigger and interval is 10-minute.

2. Enable Time: Select Monday to Friday, and set start time from 18:00
and keep work in 6 hours.

3. Trigger by: You do not need to choose it, because this will be
triggered every minute.

4. Action: Voice Alert.
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3.18 Record Configuration

User can choose the type of record file for event or schedule application.

Seting = Record | Port Status

Record File Type
Record File Prefix
Pre Trigger Duration
Best Effort Duration

Max File Size

Record File Type
Record File Prefix
Pre-Trigger Duration
Best Effort Duration

Max File Size

Profilel h264 / 1600x1200 W
I - - 20 Digit=)
E - - 20 Seconds)
EXR - c0 Seconds)
B - - 2072 oyics)

Choose AVI or JPEG file format for record file.
Define the prefix of recorded filename.

Define the maximum duration of pre-alarm.
Define the best effort duration of post-alarm.

Define the maximum buffer size of record file.
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Appendix A: PING IP Address

The PING (stands for Packet Internet Groper) command is used to detect whether a specific IP
address is accessible by sending a packet to the specific address and waiting for a reply. It's also

a very useful tool to confirm Internet Camera installed or if the IP address conflicts with any other
devices over the network.

If you want to make sure the IP address of Internet Camera, utilize the PING command as follows:
° Start a DOS window.

e  Type ping X.X.X.X, where x.x.x.x is the IP address of the Internet Camera.

The replies, as illustrated below, will provide an explanation to the problem.

If you want to detect any other devices conflicts with the IP address of Internet Camera, also can
utilize the PING command but you must disconnect the Internet Camera from the network first.
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Appendix B: 3GPP Access

To use the 3GPP function, in addition to previous section, you might need more information or
configuration to make this function work.

That to use the 3GPP function, it strongly recommends to install the Networked Device
with a public and fixed IP address without any firewall protection.

RTSP Port:
Port 554 is the default for RTSP service. However, sometimes, some service providers change
this port number for some reasons. If so, user needs to change this port accordingly.

Dialing procedure:

1. Choose a verified player (PacketVideo or Realplayer currently)

2. Use the following URL to access:

rtsp://host/mpeg4/media.3gp

Where host is the host name or IP address of the camera.

Compatible 3G mobile phone:
Please contact your dealer to get the approved list of compatible 3G phone.

Besides IP camera and 3G mobile phone. You will also need to make sure the ISP and

Note telephone company has provided the 3GPP service to you.
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Appendix C: Bandwidth and Video Size
Estimation

The frame rate of video transmitted from the Internet Camera depends on connection bandwidth
between client and server, video resolution, codec type, and quality setting of server. Here is a
guideline to help you roughly estimate the bandwidth requirements for your Internet Camera.

The required bandwidth depends on content of video source. The slow motion video will produce
smaller bit rate generally and fast motion will produce higher bit rate vice versa. Actual results

generated by the Internet Camera may be varying.

Image Average range of data Average bit rate for Average bit rate for
Resolution sizes for M-JPEG mode MPEG-4 mode H.264 mode
160 x 120 _ 64kbps~256kbps 32kbps~192kbps
(QQVGA) 3 ~ 6k byte per frame @ 30fps @ 30fps
320 x 240 _ 256kbps~768kbps 192kbps~512kbps

(QVGA) 8 ~ 20k byte per frame @ 30fps @ 30fps
640 x 480 _ 512kbps~2048kbps @ 384kbps~1536kbps

(VGA) 20 ~ 50K byte per frame 30fps @ 30fps

1280x1024 100 ~ 200k byte per NA 512kbps~3076kbps
(SXGA) frame @ 15fps
NOTE: Audio streaming also takes bandwidth around 5 kbps to 64kbps. Most xDSL/Cable

modem upload speeds may not even reach up to 128 kbps. Thus, you may not be able
to receive any video while streaming audio on a 128 kbps or lower connection. Even
though the upload speed is more than 128kbps, for optimal video performance,
disabling audio streaming will get better video performance.
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Appendix D: DDNS Application

1.

Preface

If you have a Cable modem or xDSL, this is a great way to host your own Networked Device or
other TCP/IP Service. Get your own domain like www.yourname.com, www.yourname.com.tw
etc. (Note: This domain must be registered with Internic via registration authorities such as
Network Solutions, DirectNIC, Register.com etc). Your domain name's dynamic IP address is
automatically tracked by a DDNS server.

Host your own Networked Device and much more no matter what your computer's IP address
may be and even if you have dialup, DSL or cable modem internet connection where your
computer's IP address changes all the time!! DDNS service supports all top level domain
names including but not limited to .com, .net, .org, .to, .uk etc.

Ethernet Network Environment

Normally, DDNS service is only necessary for the users that could only obtain dynamic IP
addresses. As to the users that could obtain the static valid IP address, they do not usually
have to apply the DDNS service. Before we decide if DDNS is necessary for the users, we
have to check what kind of Ethernet network environment we have to install our Networked
Device on.

(1) Environment of Fixed Valid IP Network

If users could obtain valid IP addresses, they could save the effort to apply DDNS service.
Because the IP address in this environment is fixed, users could input the IP address or
domain name of demo site directly in the IE browser.

(2) Environment of Dynamic IP Network

If users is under an environment of dynamic IP network (Dial-up xDSL), they have to apply a
domain name in advance. Then apply DDNS service. Finally setup the necessary information
of DDNS and PPPoE of the Networked Device in order to let the outside administrator be able
to access through internet.

Application Steps — DDNS & Domain Name

(2). Visit the following web site: http://www.dyndns.org/
(2). Click “Account”

suEEENy
S A "rea,
-
[ ]

& Bl fye
L O ! ps

tp
*
.....

“@DynDNS ...~

BbnLE ==".IQ":= BT ‘.F\I“'ﬂ
L
Invisible Reliability, Obvioh ¥sluman=®®

..
Y L

e

- Easy-to-use web interface
Top-natch technical support

i
o

(3). After the columns show up at the left side, click “Create Account”.
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http://www.dyndns.org/

&) DynDNS

About Services Account
My Account =
RECLLLLLIEM Login
» Create Account &
* *
B ’_SW amun?® . It is strangly recommended that wou visit this pag

Lost Password?

"Accuunt Login

lJzername: I

Search DynDNS
You must have cookies enabled
Search |

(4). Fill the application agreement and necessary information.
a. Username
b. E-mail address and confirmation
c. Password and confirmation

d. Submit all the input information and finish creating an account

@ DynDNS

Lost Passward? - Create Account

About Services Account Support News

My Account

Create Your DynDNS Account

Create Account

L& Please complete the form to create your free DynDMS Account,

7
Lost Password? Tt is strongly recommended that you visit this page securely, You are not currently visiting this page securely,

| ) L
Search DynDNS “Lle’Informatinn L ..
* L 4
* *
& .
Sl : & activate your account will be sent to the e-mail address provided,
. L4
0’ *

% @ Rassuvord needs to ba more than & characters and cannat be the same as yaur usamame

a, s Bthoose a password that is a comman word, or can otherwise be easihy quessed,
aly s
Ny s
TSspmpmmmunts
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.

*

4
[ ]
.
*
*

Terms of Service

Plzase read the accepatable use policy (AUP) and accept it prior to creating your account. Also acknowledge that vou may only have one (1)
free account, and that creation of multiple free accounts will result in the deletion of all of your accounts.

Policy Last Modified: February 6, 2006 ﬂ
1. ACENCWLEDGMENT AND ACCEPTANCE OF TERM3 OF SERVICE

All services provided by Dynamic Network ZServices, Inc.
["DynDME™) are provided to you (the "Menber™) under the
Terms and Conditions set forth in this Acceptable Use Policy
["AUR") and any other operating rules and policies =set forth
hy DynDN3. The AUP comprises the entire agreement between
the Member and DynDN3S and supersedes all prior agreesments
hetween the parties regarding the subject matter contained
herein. BEY COMPLETING THE REGISTRATICHN FPROCE3S AND CLICKING
THE "Aiccept™ BUTTCN, YOU ARE INDICATING ¥OUR AGREEMENT TO EBE
BEOUMD BY ALL ©OF THE TERM3 AND CONDITICNS OF THE AUP.

it Y T 'stmugE |

.0
. . .
+<e— Click these two options
*

*

L 4 .
L j .
LY e

Next Step

After you click "Create Arcount”, we wil create your account and send you an e-mal to the address you provided. Please follow: the

instructions in that e-mail to confirm your account, You wil need to confirm your account within 42 hours or we wil automatically delete your

account, (This helps prevent unwanted robots on our systems) " SLLLE TS »
L

[ ] Create Account .
*

L 4 *
L 4 .
"apgpuuns?®

(5). Check your e-mail mailbox. There will be an e-mail with a title “Your DynDNS Account
Information“. Click the hyperlink address to confirm the DDNS service that you just applied.
Then DDNS you applied activated. Click to confirm

Your DynDNS Account 'kkkkk' has been created. Youn o visit the
confirmation address below within 48 hours to complethe account creation
process:

EEEEN

es lIllllllll......
ay ws?®
.'..........llllllllllllllllllllllIllllIl-.-.---“-
Our basic service offerings are free, but they are supported by our paid

gervices., See http:iwww.dyvndns.comdservices! for a full listing of all of

our available services,

If vou did not sign up for this account, this will be the only

communication you will receive, All non-confirmed accounts are
automatically deleted after 48 hours, and no addresses are kept on file, We
apologize for any inconvenience this correspondence may have cauged, and we
agaure vou that it was only sent at the request of someone visiting our

site requesting an account.

Sincerely,
The DynDMS Team
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& DynDNS o

Lost Password? - Create Account

About Services Account Support MNews

My Account Account Cﬂnfi rmed

Create Account

Legh The account kkkkk has been confirmed, You can now login and start using your account,
Lost Password? Ee infarmed of new services, changes to services, and important systern maintenance/status notifications by subscribing to aur
Once there, you may susbscribe to the Announce list by checking the appropriate box and clicking the "Save Settings" button,

(6). Enter the web page http://www.dyndns.org/ again. Input your username and password that
you just applied to login administration interface of DDNS server.

Input your account

\w |

Ancont
Invisible Reliability, Obvious Value.

) DynDNS

#hauk Sershies

il very saluti
- Static and dynamic
Ny,

.

e ,__! Learn more...
-

o Ll.'lﬂil'l I

Leai Fampmordd” - Lravs Accoart

Suzport Flawis

DS Serwioes
Gk For sate ard cvmamez 19 sderesses

MalHop Servieas
trersrshshsma | delesry

slatwork Monltorieg

Hon bor vonr orles sErewes, M Sea0s

SEL Certificates
“up sty ool ook ficsbe:

(7). If the correct username and password are input, you can see the following picture at the

top-right of the login page.

(8). Click the “Services”.

- *
Abas

Aooounk
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¢® Lozsdl iy

Ity -Tﬁ-i'. r o Seinwe o] :
*

‘a Sapmun® *
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Do For soatc and dyramic IP addrssees

MailHop Services
Ensarerzinkble nal de zsy
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http://www.dyndns.org/

(9). Click the “ Dynamic DNS ".

&) DynDNS

Ahout Services Account Support MEwis

Services

Services

DMS Services

DynDMNS provides a variety of services that help enhance your home or business Internet experience, ¥
(DMS), high quality domain management, warld-class e-mail services, web redirection, and network mar
SSL Certificates techrical support by e-mal or phone where you speak to a highly trained engineer rather than a call ce

Domain Registration

Mal Services

Metwiork Monitoring DNS Services

Wb Redirection » Custom DMS - Our dynanic and static DMS management tool for your own dorain
sccount Upgrades » Secondary DS - Add reliability to your own nameservers
i IS W s w
Pricing “I“‘... l-....
4 >
Tann, T Ll

My Cart & B o W e e e e R

—9_ e TLD DMS - DMS for operators of ccTLDs and gTLDs

[~

(10). Click the “Create Hosts".

Dynamic DNSSM

The free Dynamic OMNS service allows you to alias a dynamic IP address to a static hostname in any of the Actions
mnany dormains we offier, alowing your computer to be more easly accessed from various Iocations on thig o = ® SEEEEE TNy, »
Internet, We provide this service, for up to five (S) hostnames, free to the Intermet community, & a

Ya, as®
U nnp e R
The Dynarnic DMS service is ideal for a home website, file server, or just to keep a pointer back toyour

horme PC so you can access those important documents while you're at work, Using one of the available

third-party update dients you can keep your hostname always pointing to your IP address, no matter how often your ISP changes it, Mo more
furnbling to find that piece of paper whare you wrote down yvour IP address, or e-maling all your friends every time it changes, Just tel therm
1o wisit yourname, dyndns.org instead!

(11). We could create a domain nhame without any charge at this step. First, we input the host
name. (No.1) Then we pick a domain that is easy to remember. Finally (No.2), click the “Add
Host” to submit the domain name information. (No.3)

New Dynamic DNS™ Host

»

Hostnamel — I .| dvrdnz.org =
IP Address: I — |dyn-g-saur.com 3
: dynalias.com

Enable wildcard: r dynaliag.net J

dynalias.org
Mail Exchanger (optional): I dyndns.biz
W Add Host Reset Form

2 > dyndns.tv

dyndns.ws
ftpaccess.co
game-host.org -

Setup the DDNS and PPPoE of network device

At last, users have to enter the web page of Networked Device and setup the necessary
information of DDNS and PPPoE after the application of DDNS service. Please check the user
manual to access the DDNS and PPPoE pages. After saving the modification, restart the
device. The external users could browse the Networked Device by the input of their domain
name.
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5. Configure PLANET DDNS steps:

Step 1: Enable DDNS option through accessing web page of NAS
Step 2. Select on DDNS server provide, and register an account if you do not use yet.
Let’s take dyndns.org as an example. Register an account in http://planetddns.com

() PLANET

{3} PLANET DDNS

FAQ || Support

Sign in

Forgotten Password / Create A New Account

XRT-401F ICA-HM132 ICA-HM316
Internet Broadband Yt 2 Mega-Pixel 20M IR Vari- 2 Mega-Pixel 11n Outdoor
e —— Router | Focal Dome IP Camera @ IR IP Camera
— o
ax> | : am

Access anytime & anywhere _ Support & Downlaod

an

About DDNS | Term of Usage
PLANET Technology Corp. Copyrigh
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Appendix E:
Configure Port Forwarding Manually

The device can be used with a router. If the device wants to be accessed from the WAN, its IP
address needs to be setup as fixed IP address, also the port forwarding or Virtual Server function
of router needs to be setup. This device supports UPnP traversal function. Therefore, user could
use this feature to configure port forwarding of NAT router first. However, if user needs to
configure port forwarding manually, please follow the steps as below:

Manually installing the device with a router on your network is an easy 3—step procedure as
following:

1. Assign a local/fixed IP address to your device
2. Access the Router with Your Web browser
3. Open/Configure Virtual Server Ports of Your Router

1. Assign alocal/fixed IP address to your device

The device must be assigned a local and fixed IP Address that allows it to be recognized by the
router. Manually setup the device with a fixed IP address, for example, 192.168.0.100.

2. Access the Router with Your Web browser

The following steps generally apply to any router that you have on your network. The PLANET
WNRT-620 is used as an example to clarify the configuration process. Configure the initial settings
of the router by following the steps outlined in the router’'s Quick Installation Guide.

If you have cable or DSL service, you will most likely have a dynamically assigned WAN IP
Address. ‘Dynamic’ means that your router's WAN [P address can change from time to time
depending on your ISP. A dynamic WAN I[P Address identifies your router on the public network
and allows it to access the Internet. To find out what your router's WAN IP Address is, go to the
Status screen on your router and locate the WAN information for your router. As shown on the
following page the WAN IP Address will be listed. This will be the address that you will need to
type in your web browser to view your camera over the Internet. Be sure to uncheck the Reset IP
address at next boot button at the top of the screen after modifying the IP address. Failure to do
so will reset the IP address when you restart your computer.
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i — Internet Broadband Router

Internet Connection 1
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Your WAN IP Address will be listed here.

3. Open/set Virtual Server Ports to enable remote image viewing

The firewall security features built into the router and most routers prevent users from accessing

the video from the device over the Internet. The router connects to the Internet over a series of

numbered ports. The ports normally used by the device are blocked from access over the Internet.

Therefore, these ports need to be made accessible over the Internet. This is accomplished using

the Virtual Server function on the router. The Virtual Server ports used by the camera must be

opened through the router for remote access to your camera.

Follow these steps to configure your router’s Virtual Server settings

Click Enabled.

Enter a unique name for each entry.

Select Both under Protocol Type (TCP and UDP)

Enter your camera’s local IP Address (e.g., 192.168.0.100, for example) in the Private
IP field.

If you are using the default camera port settings, enter 80 into the Public and
Private Port section, click Add.

A check mark appearing before the entry name will indicate that the ports are enabled.

NOTE

Some ISPs block access to port 80. Be sure to check with your ISP so that you can
open the appropriate ports accordingly. If your ISP does not pass traffic on port 80, you
will need to change the port the camera uses from 80 to something else, such as 8080.
Not all routers are the same, so refer to your user manual for specific instructions on
how to open ports.
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| Home | General Setup | Status | Tool |

(P PLANET

Internet Broadband Router

Virtual Server 7

. sYstem You can configure the Broadband router as a Wirtual Server so that remote users accessing services such as the Yeb or
® YWAN FTP at your local site via Public IP Addresses can be autormatically redirected to local servers configured with Private IP

Addresses. In other words, depending on the reguested service (TCPAJDP) port number, the Broadband router redirects the
» LAN external semice request to the appropriate interal server (located at one of your LAN's Pirate [P Address).

® Wireless )
-] Enable virtuad Server

# QoS
| ¥ o 32 [ oraris ] |

Add | | Re=ni

Conemnd Wintunl Swremn Tubilac

= ) Privaic ™
i

192 GED. 120 TCP+LOP (] WA G HMEID |

® Firewall

T |

Apply ] [ Cancel

Enter valid ports in the Virtual Server section of your router. Please make sure to check the box
on this line to enable settings. Then the device can be access from WAN by the router's WAN IP
Address.

By now, you have finished your entire PC configuration for this device.
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Appendix F: Power Line Frequency

COUNTRY | VOLTAGE | FREQUENCY COMMENTS

. *Neutral and line wires are reversed from that

Argentina 220V 50 Hz used in Australia and elsewhere.

*Qutlets typically controlled by adjacent
switch.

Australia 230Vv* 50 Hz Though nominal voltage has been officially
changed to 230V, 240V is within tolerances
and commonly found.

Austria | 230v | s0Hz |
*127V found in states of Bahia, Paran
(including Curitiba), Rio de Janeiro, Paulo and
Brazil 110/220V* 60 Hz Minas Gerais (though 220V may be found in
some hotels). Other areas are 220V only,
with the exception of Fortaleza (240V).
’ Canada H 120V H 60 Hz H ‘
China 220V 50 Hz
| Finland | 230 | 50Hz | |
] France | 230v | 50Hz | |
| Germany | 230v | s0Hz | |
] Hong Kong | 220v¢+ || B0Hz | \
| India | 230v | B50Hz | |
| Italy | 230v | s0Hz | |
*Eastern Japan 50 Hz (Tokyo, Kawasaki,
Sapporo, Yokohoma, and Sendai); Western
LT 100V 50/60 Hz* Japan 60 Hz (Osaka, Kyoto, Nagoya,
Hiroshima)
’ Malaysia H 240V H 50 Hz H ‘
’ Netherlands H 230V H 50 Hz H ‘
’ Portugal H 230V H 50 Hz H ‘
| Spain | 230v | s0Hz | |
| Sweden | 230v | s0Hz | |
] Switzerland | 230v | 50Hz | \
| Taiwan | uov | eo0Hz | |
| Thailand | 220v | s0Hz | |
*Qutlets typically controlled by adjacent
switch.

United Kingdom 230Vv* 50 Hz Though nominal voltage has been officially
changed to 230V, 240V is within tolerances
and commonly found.

United States of America | 120V |  60Hz |
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Appendix G:
Troubleshooting & Frequently Asked Questions

Features

The video and audio codec is The device utilizes H.264, MPEG-4 and M-JPEG triple compression

adopted in the device. to providing high quality images. Where H.264 and MPEG-4 are
standards for video compression and M-JPEG is a standard for
image compression.

The audio codec is defined as AMR for 3GPP and G.711/G.726 for
RTSP streaming.

The maximum number of user The maximum number of users is limited to 20. However, it also
accesses the device depends on the total bandwidth accessed to this device from clients.
simultaneously. The maximum data throughput of the device is around 20~25Mbps

for UDP mode and 10Mbps for HTTP mode. Therefore, the actual
number of connected clients is varying by streaming mode, settings
of resolution, codec type, frame rate and bandwidth. Obviously, the
performance of the each connected client will slow down when many
users are logged on.

The device can be used outdoors The device is not weatherproof. It needs to be equipped with a
or not. weatherproof case for outdoors using. However, equipped with a
weatherproof case might disable the audio function of the device.

Install this device

Status LED does not light up. Check and confirm that the DC power adaptor, included in
packaged, is used. Secure the power connector and re-power it on
again.

The network cabling is required for = The device uses Category 5 UTP cable allowing 10 and/or 100

the device. Base-TX networking.
The device will be installed and If a firewall exists on the network, port 80 is open for ordinary data
work if a firewall exists on the communication. The HTTP port and RTSP port need to be opened
network. on the firewall or NAT router.
The username and password for Username = admin and leave password blank.
the first time or after factory default Note that it's all case sensitivity.
reset
Forgot the username and Follow the steps below.
password . . .
1. Restore the factory default setting by press pressing and holding
down more than 3 seconds on the device.
2. Reconfigure the device.
Forgot the IP address of the Check IP address of device by using the PLANET IPWizard program
device. or by UPnP discovery or set the device to default by Reset button.




PLANET IP Wizard Il program e Re-power the device if cannot find the unit within 1 minutes.

cannot find the device. e Do not connect device over a router. PLANET IP Wizard Il

program cannot detect device over a router.

e If IP address is not assigned to the PC which running PLANET IP
Wizard Il program, then PLANET IP Wizard Il program cannot
find device. Make sure that IP address is assigned to the PC
properly.

e Antivirus software on the PC might interfere with the setup
program. Disable the firewall of the antivirus software during
setting up this device.

e Check the firewall setting of your PC or Notebook.
Internet Explorer does not seem to = Make sure that your Internet Explorer is version 6.0 or later. If you

work well with the device are experiencing problems, try upgrading to the latest version of
Microsoft’s Internet Explorer from the Microsoft webpage.

PLANET IP Wizard Il program fails = Network may have trouble. Confirm the parameters and connections
to save the network parameters. of the device.

UPnP NAT Traversal

Can not work with NAT router Maybe NAT router does not support UPnP function. Please check
user’'s manual of router and turn on UPnP function.

Some IP cameras are working but =~ Maybe too many IP cameras have been installed on the LAN, and

others are failed then NAT router is out of resource to support more cameras. You
could turn off and on NAT router to clear out of date information
inside router.

Access this device

Cannot access the login page and e Maybe the IP Address of the Internet Camera is already being

other web pages of the Internet used by another device or computer. To confirm this possible

Camera from Internet Explorer problem, disconnect the Internet Camera from the network first,
and then run the PING utility to check it out.

e Maybe due to the network cable. Try correcting your network
cable and configuration. Test the network interface by connecting
a local computer to the Internet Camera via a crossover cable.

e Make sure the Internet connection and setting is ok.

e Make sure enter the IP address of Internet Explorer is correct. If
the Internet Camera has a dynamic address, it may have
changed since you last checked it.

e Network congestion may prevent the web page appearing
quickly. Wait for a while.

The IP address and Subnet Mask of the PC and Internet Camera
must be in the same class of the private IP address on the LAN.

e Make sure the http port used by the Internet Camera, default=80,
is forward to the Internet Camera’s private IP address.
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Image or video does not appear in
the main page.

How to check the device’s ActiveX
is installed on your computer

Internet Explorer displays the
following message: “Your current
security settings prohibit
downloading ActiveX controls”.

The device work locally but not
externally.

e The port number assigned in your Internet Camera might not be
available via Internet. Check your ISP for available port.

e The proxy server may prevent you from connecting directly to the
Internet Camera, set up not to use the proxy server.

e Confirm that Default Gateway address is correct.

e The router needs Port Forwarding feature. Refer to your router's
manual for details.

o Packet Filtering of the router may prohibit access from an
external network. Refer to your router's manual for details.

e Access the Internet Camera from the Internet with the global IP
address of the router and port number of Internet Camera.

e Some routers reject the global IP address to access the Internet
Camera on the same LAN. Access with the private IP address
and correct port number of Internet Camera.

e When you use DDNS, you need to set Default Gateway and DNS
server address.

e If it's not working after above procedure, reset Internet Camera to
default setting and installed it again.

e The first time the PC connects to Internet Camera, a pop-up
Security Warning window will appear to download ActiveX
Controls. When using Windows XP, or Vista, log on with an
appropriate account that is authorized to install applications.

e Network congestion may prevent the Image screen from
appearing quickly. You may choose lower resolution to reduce
the required bandwidth.

Go to C:\Windows\Downloaded Program Files and check to see if
there is an entry for the file “IPCamera Control”. The status column
should show “Installed”. If the file is not listed, make sure your
Security Settings in Internet Explorer are configured properly and
then try reloading the device’s home page. Most likely, the ActiveX
control did not download and install correctly. Check your Internet
Explorer security settings and then close and restart Internet
Explorer. Try to browse and log in again.

Setup the IE security settings or configure the individual settings to
allow downloading and scripting of ActiveX controls.

o Might be caused from the firewall protection. Check the Internet
firewall with your system or network administrator. The firewall
may need to have some settings changed in order for the device
to be accessible outside your LAN.

e Make sure that the device isn't conflicting with any other web
server running on your LAN.

o Check the configuration of the router settings allow the device to
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be accessed outside your local LAN.

e Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.

The unreadable characters are Use the operating system of the selected language. Set the
displayed. Encoding or the Character Set of the selected language on the
Internet Explorer.

Frame rate is slower than the e The traffic of the network and the object of the image affect the
setting. frame rate. The network congestion causes frame rate slower
than the setting.

o Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.

e Ethernet switching hub can smooth the frame rate.

Blank screen or very slow video e Your connection to the device does not have enough bandwidth

when audio is enabled. to support a higher frame rate for the streamed image size. Try
reducing the video streaming size to 160x120 or 320x240 and/or
disabling audio.

e Audio will consume 32 kbps. Disable audio to improve video.
Your Internet connection may not have enough bandwidth to
support streaming audio from the device.

Image Transfer on e-mail or FTP e Default Gateway and DNS server address should be set up
does not work. correctly.

e |f FTP does not work properly, ask your ISP or network
administrator about the transferring mode of FTP server.

Pan/Tilt does not work. (including e Click “Refresh” on the Internet Explorer when the communication
Click to Center and Preset stops with the device. The image will refresh.
FRSITETE) e Other clients may be operating Pan/Tilt.

e Pan/Tilt operation has reached the end of corner.

Pan/Tilt does not work smoothly. There may be a slight delay when you are using the Pan/Tilt feature
in conjunction with streaming audio and video. If you find that there
is a significant delay while panning or tilting the camera, try disabling
the audio streaming and/or reducing the video streaming size.

Video quality of the device

The focus on the Camera is bad. The lens is dirty or dust is attached. Fingerprints, dust, stain, etc. on
the lens can degrade the image quality.

The color of the image is poor or e Adjust White Balance.

BN, e To insure the images you are viewing are the best they can be,

set the Display property setting (color quality) to 16bit at least and
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24 bit or higher if possible within your computer.

e The configuration on the device image display is incorrect. You
need to adjust the image related parameters such as brightness,
contrast, hue and sharpness properly.

Image flickers. e \Wrong power line frequency makes images flicker. Make sure the
50 or 60Hz format of your device.

e |[f the object is dark, the image will flicker. Make the condition
around the Camera brighter.

Noisy images occur. The video images might be noisy if the device is located in a very
low light environment. Make the condition around the camera
brighter or turn the White-light LED on.

Miscellaneous

Can not play the recorded ASF file = Please installed Microsoft®’s DirectX 9.0 or later and uses the
Windows Media Player 11.0 or later to play the AVI filed recorded by
the Device.
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Appendix H: Product Specification

‘ Product

ICA-HM101 [ ICA-HM101W

Camera

|Image Sensor

|

1/3” 2 Mega-Pixel CMOS image sensor

|Lens

4.3 mm, F1.8

\View Angle (Horizontal / Vertical) ||

56 / 43 Degree

|Effective Pixels

|

1600x1200 (UXGA)

]Min Illumination

|

05lux @ F1.2

Signal to Noise
LED

Indication LED
PIR Sensor
Motion Detection

Min lllumination
Video

42 dB
12 x White-light LED
Green and orange LEDs
Built-in. 6m/120° coverage
10 area definable
05lux @ F1.2

Video Encoder
Video Profile

Video Resolution

Rate Control

Frame Rate

Image Setting

Streaming

Audio

H.264 /| MPEG-4 | M-JPEG

20 profiles simultaneously

H.264 UXGA/VGA/QVGA/QQVGA

MPEG4 VGA/ QVGA/ QQVGA

M-JPEG UXGA / VGA /| QVGA /| QQVGA
CBR (Constant Bit Rate) / VBR (Variable Bit Rate)

Mega-Pixel mode up to 15fps for all resolution
VGA mode up to 30fps for VGA / QVGA / QQVGA

AE, AWB
3D Noise reduction
Digital WDR

Color, brightness, sharpness, contrast, Hue

Mirror/Flip
Privacy Masks
Text, time and date overlay

Simultaneously multi-profile streaming
Streaming over UDP, TCP, or HTTP

M-JPEG streaming over HTTP (server push)
Supports 3GPP mobile surveillance (MPEG4)

Controllable frame rate and bandwidth

Constant and variable bit rate (MPEG4 / H.264)

ROI

Audio Codec

Audio Streaming
Audio /0

RTSP: G.711 64kbps, G.726 32kbps
3GPP: AMR

One-way or two-way

Audio in: Internal Microphone and Speaker / Audio out: Line

Network and Configuration

Network Interface

10/100M auto negotiation
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IEEE 802.3 / IEEE 802.3u /
IEEE 802.11 b/g/n

Security -- H WEP and WPA encryption

TCP/IP, UDP, HTTP, SMTP, FTP, NTP, DNS, DDNS, DHCP,
ARP, Bonjour, UPnP, RTSP, RTP, RTCP, PPPoE, 3GPP, ICMP

Microsoft ® Internet Explorer 6.0 or later, Cam Viewer Three

Network Standard IEEE 802.3 / IEEE 802.3u H

Network Protocol

Browser / Software

Lite/Pro
Users 20 simultaneous unicast users
Connection type Static IP, DHCP
Management Web, CV3P, CV3L

System Integration
Open API for software integration

SDK ONVIF
Intelligent video motion detection,
Alarm Triggers external input,

PIR detector ( Human detect )

File upload via FTP, SAMBA, SD card or email
Notification via email, HTTP, and TCP
External output activation
Audio alerting output

Alarm Events

Video Buffer Pre- and post- alarm buffering
Environment Specifications

Power Requirement IéleYE %gﬁ é’gf H 12v DC, 1A

Dimension (HxW x D) 91x61x39 mm

Weight 150g

HPower Consumption I 7W (12VDC) H

HOperating Temperature H -10 ~ 40 Degree C H

HOperating Humidity | 20 ~ 80% (non-condensing) H

HEmission | CE, FCC H
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