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Copyright

Copyright © 2014 by PLANET Technology Corp. All rights reserved. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language, in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written
permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect
to the contents hereof and specifically disclaims any warranties, merchantability or fithess for
any particular purpose. Any software described in this manual is sold or licensed "as is".
Should the programs prove defective following their purchase, the buyer (and not PLANET,
its distributor, or its dealer) assumes the entire cost of all necessary servicing, repair, and
any incidental or consequential damages resulting from any defect in the software. Further,
PLANET reserves the right to revise this publication and to make changes from time to time
in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or
registered trademarks of their respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

To assure continued compliance, for example, use only shielded interface cables when
connecting to computer or peripheral devices. Any changes or modifications not expressly
approved by the party responsible for compliance could void the user’s authority to operate
the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: ( 1) This device may not cause harmful interference, and ( 2 ) this device must
accept any interference received, including interference that may cause undesired
operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20 cm (8 inches)
during normal operation.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity
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when working with electrical equipment. All guidelines of this and of the computer
manufacture must therefore be allowed at all times to ensure the safe use of the equipment.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of

the presence of hazardous substances in electrical and electronic equipment,

end users of electrical and electronic equipment should understand the meaning

of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted
B\ ynicipal waste; they should be collected separately.

Revision

User’s Manual of PLANET Ultra-mini Full HD Vandal Dome IP Camera
Model: ICA-5250

Rev: 2.00 (July, 2014)

Part No. EM-ICA-5250 v2.0
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Chapter 1. Product Introduction
1.1 Package Contents

The package should contain the following items:
Camera Unit x 1

Power Adapter x 1

User’s Manual CD x 1

Quick Installation Guide x 1

Stand Package x 1

Screw Kit x 1

Mounting Label x 1

RJ45 Female to Female Connector x 1

1. If any of the above items are missing, please contact your dealer immediately.

2. Using the power supply that is not the one included in the Internet Camera
packet will cause damage and void the warranty for this product.

1.2 Overview
Superb Full HD Outdoor Professional Surveillance

PLANET ICA-5250 PoE IP Camera provides high-resolution images for the round-the-clock
surveillance over IP networks. It supports H.264 and JPEG compression formats and delivers
excellent picture quality in Full HD resolutions at 30 frames per second (fps). The IP66-rated
and IK10 vandalproof housing protects the camera body against rain and dust and ensures
operation under extreme weather conditions, which makes it an ideal solution for outdoor
applications, e.g. surveillance of buildings, roads, parking areas, garages, railway stations and
airports.

720x480 Pixel 1920x1080 PIXEl
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Mini Design for Easy Installation

The ICA-5250 is an ultra lightweight IP camera. Its weight and size are light and compact,
respectively, thus offering a quick and simple installation on the ceilings or walls inside or
outside of houses and buildings. Installation can be finished in less than 60 seconds.
Furthermore, it can be manually adjustable for viewing at different angles.

| () PLANET
-

Exceptional Image Quality

Together with powerful image processing attributes like Wide Dynamic Range and 3D Digital
Noise Reduction (3DNR) technology, the ICA-5250 is able to filter the intense backlight
surrounding a subject and remove noises from video signal. The result is that an extremely
clear and exquisite picture quality can be produced even under any challenging lighting
conditions.

WDR: OFF
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3DNR: ON

Advanced Event Management

The ICA-5250 supports a number of advanced features to enhance surveillance flexibility and
event management capabilities. The advanced features include inputs/outputs for connecting
to external devices such as door sensors and relays to activate light or close doors.

ECA-FE0 ICA-5230
Pl i

Digital ITnput /Output

Camera Tampering

Tamper detection can detect and respond when the camera is moved, defocused or blocked. It
allows cameras to be installed in tampering prone places such as train stations, prisons and
ATMs
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Flexible Installation and Power Functionality

The ICA-5250 incorporates IEEE 802.3af Power over Ethernet technology and can be
powered from a PoE Switch via the network, which eliminates the need for power cables and
reduces installation costs. The ICA-5250 is ONVIF-compliant and therefore interoperable with
other brands in the market, greatly supporting users to integrate with their existing surveillance
network. In addition, the ICA-5250 includes 64-CH central management software for efficient
monitoring. The ICA-5250 is indisputably the top choice for reliable and high performance
surveillance.

1.3 Features

Camera

1/2.7” progressive scan CMOS sensor

Minimum lllumination at F2.0, 0.1 lux

Maximum resolution 1920 x 1080

Easily-recessed mount design

Convenient nano-design blends in nicely with any surrounding

EEEEN

Video / Audio

H.264 and M-JPEG video compression simultaneously

Simultaneous Multi-H.264 streams support

H.264 high profile, main profile and baseline

Max. resolution of 1080P at 30fps

3D DNR to improve picture quality at low lux

WDR enhancement function strengthens visibility under extremely bright or dark
environments

EEEEEN YV
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EEEEEEEN Vv

Network and Configuration

Compliant with IEEE 802.3af PoE interface for flexible deployment
Supports both IPv6 and IPv4 protocols
RTSP / UPnP / 3GPP / HTTPS protocols selectable

Easy Installation & Management

ONVIF compliant for interoperability

IP66 and IK10 outdoor classifications with fan for rigorous environment
Built-in Samba client for NAS

Intelligent motion / network disconnect / tamper detection alarm triggers
3GPP for 3G mobile remote applications

Micro SD card local video recording supported

Digital Input/Output for integration with sensors and alarms

Cam Viewer 3 central management software supported

1.4 Product Specifications

Model

Camera

Image Device 1/2.7” progressive scan CMOS sensor

ICA-5250
Ultra-mini Full HD Vandal Dome IP camera

Fixed lens 2.8mm, F2.0
Angle of view

el Horizontal: 111.1 degrees

Vertical: 65.1 degrees
Min. llluminator Color : 0.1 lux (AGC ON)
Effective Pixels 1920 x 1080 pixels
Video Compression H.264 /| M-JPEG

Video Resolutions

H.264: 1080P / 1280 x 720 / 640 x 480 / 320 x 240 / 176 x 144
M-JPEG: 1080P / 1280 x 720 / 640 x 480 / 320 x 240/ 176 x 144

Frame Rate Up to 30fps for full HD resolution

Image Setting adjustable, WDR, Flip, Mirror, Dimension Noise Reduction, Anti Fog

Brightness, Contrast, Hue, Saturation, Sharpness, AGC, Shutter Speed

and Lens Distortion Correction

Streaming M-JPEG streaming over HTTP

Simultaneous multi-profile streaming
Streaming over UDP, TCP, HTTP, or HTTPS

Supports 3GPP mobile surveillance
Controllable frame rate and bandwidth

IEEE 802.3 10Base-T

MBI SRR IEEE 802.3u 100Base-TX
IPV6, IPv4, HTTP, HTTPS, SNMP, QoS/DSCP, Access list, IEEE
Protocol 802.1X, RTSP, TCP/IP, UDP, SMTP, FTP, PPPoE, DHCP, DDNS, NTP,
UPnP, 3GPP, SAMBA, Bonjour
Password protection, IP address filtering, HTTPS encrypted data
Security transmission, 802.1X Port-based authentication for network protection,
QoS/DSCP
Users 10 clients on-line monitoring at the same time

Systomintogration

Application Programming | Open API for software integration
Interface SDK

Alarm Triggers

Intelligent video motion detection and external input
3-zone video motion detection

10
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Al File upload via FTP, Samba, SD card or email
arm Events g

External output activation
General |
12V DC, 1A
IEEE 802.3af Class 3
Max. 2.4W (12V DC)
Max. 3.36W (PoE)
Weatherproof IP66
Vandalproof of IK10
Operating Temperature -20 ~ 50 degrees C

Power Requirements

Power Consumption

Housing

Operating Humidity 5 ~ 95% (non-condensing)
Weight 310g

Dimensions (® x L) 80 x 67 mm

Emission CE, FCC

10/100 Mbps Ethernet, RJ-45

DC power jack

External mic input

Connectors Audio out

Terminal block for 1 alarm input, 1 output
Factory default reset button

Micro SD/SDHC card (Max. 32GB, Class 6)

11
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Chapter 2. Hardware Interface

2.1 Physical Descriptions
2.1.1 Identification of ICA-5250 physical details

Reset - @ 80mm _

E |

1l
=]
|
1/2.7° CMOS
Sensor

1

Interface Description
Image sensor User could adjust the sense manually.

Micro-SD User can insert a micro SD card into this slot for event recording.

This button is hidden in the pinhole. This button is used to restore the
all factory default settings. Sometimes restarting the camera will

Factory Default Reset
resume the system to a normal state. If the system still got problems

12
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after restart, user can restore the factory default settings and install it
again. To restore the device, please follow the steps below:
1. Unplug the power jack, then press and hold the reset button.

2. Power on the camera. Don'’t release the button during the system

booting.

3. It will take around 30 seconds to boot the camera.

4. Release the button (remove the pin from the reset hole). The
camera should now be back to factory default.

5. Login the camera using the default IP (http://192.168.0.20), and
username (admin), password (admin).

Restoring the factory default setting will lose all the
previous settings included IP address forever. User needs
to run the IPInstaller program to search the device and
configure it to let the device work properly again.

|

=) GHDOTellcw)

Se DI Blug)
,l — = GND{Green)
T —————————— DO Crange)

——— || ) :
: : L% | AUDID OUT(Green’

AUDID IN(Fink}

N il — ] ETHERMET RJ4&

Descriptions for 1/O cable set:

Interface

Description

DC Power Jack

The input power is 12V DC.

That supplies the power to the Camera with the
power adapter included in the package. Otherwise,
the improper power adapter may damage the unit and
result in danger.

four-color wires are used for I/0O connection. About I/ O setting.
Name Cable Color Function
DI/DO GND | Yellow/Green | GND
DI Blue Digital signal input
DO Orange Digital signal output

Connect the power and the Ethernet with the camera. The

Audio Output
(Green, Line Out)

Connect a loud speaker to the IP Camera. This is for voice
alerting and two-way audio.

Microphone Input
(Pink, Audio In)

Connect a microphone to the IP Camera.

Ethernet

The LAN socket is a RJ-45 connector for connections to
10Base-T Ethernet or 100Base-TX Fast Ethernet cabling. This
Ethernet port built N-Way protocol can detect or negotiate the
transmission speed of the network automatically. Please use
Category 5 cable to connect the Network Camera to a 100Mbps
Fast Ethernet network switch or hub.

13
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2.2 Hardware Installation

2.2.1 Installing camera with screws

1. Open the screw kit and use three screws to lock the base of camera on the ceiling
or the wall.
2. Put back the cover by turning it tightly so as to prevent water from getting into it.

I

2.2.2 Installing camera w/stand with screws

1. Open the stand kit, which includes a conversion ring and two sets of screws.

2. Use three screws to lock the conversion ring on the ceiling or the wall.

3. Use three screws to combine the base of camera with the conversion ring. The
cable can pass through the hole on the side of conversion ring.

14
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4. Put back the cover by turning it tightly so as to prevent water from getting into it.
ol /f /1 i { /
I

[
|
&

The package has a mounting guide label for hardware installation.

2.2.3 Network Installation

1. Connecting an Ethernet cable
Connect the LAN cable on the camera to the network device (hub or switch).

If there is an IEEE802.3af PoE switch in your network, you can connect the camera
LAN cable to this PoE switch to obtain power. The power adapter is unnecessary
when Internet camera is connected to a PoE switch.

2. Attach the power supply
Plug in power adapter and connect to power source. After power on, the camera will start
to operate.

1. Only use the power adapter supplied with Internet camera; otherwise, the product
may be damaged.

2. The power adapter is unnecessary when Internet camera is connected to a PoE
switch. Otherwise, the product may be damaged when Internet camera is
connected to a PoE switch and power adapter simultaneously.

3. PoE (Power over Ethernet)

Power over Ethernet (PoE) is a technology that integrates power into a standard LAN
infrastructure. It enables power to be provided to the network device, such as an IP

15
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phone or a network camera, using the same cable as that used for network connection. It
eliminates the need for power outlets at the camera locations and enables easier
application of uninterruptible power supplies (UPS) to ensure 24 hours a day, 7 days a

week operation.

PoE Sw

-
-
-

s

2.3 Initial Utility Installation

——

Ethernet Cable

=

]

L

PoE IP Camera

 eumer

itch

Ethernet Cable

PoE IP Camera

) PLANET

@

PoE IP Camera

This chapter shows how to quick set up your H.264 camera. The camera is with the default
settings. However to help you find the networked camera quickly the windows utility PLANET
IP Installer can search the cameras in the network that will help you to configure some basic

settings before you start advanced management

and monitoring.

1. Insert the bundled CD into the CD-ROM drive to launch the auto-run program. Once
completed, a welcome menu screen will appear.

2. Click the “IPinstaller” hyperlink; you will see the dialog box below.

your CD-ROM drive.

If the welcome screen does not appear, click “Start” at the taskbar. Then, select
“‘Run” and type “D:\Utility\PLANETIPinstalle\PLANETIPinstaller.exe”, assuming D is

16
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3. OS: Windows XP SP2 or above. If the following “Windows Security Alert’ pops up,
please click “Unblock”.

=2 Windows Security Alert E|

] To help protect your computer, Windows Firewall has blocked
some features of this program.

A

Do you want to keep blocking this program?

w Mame: “PLANET IP Installer V2.2 IP Device Scaner”
= Publisher: Unknown

| Keep Blocking I Unblock Il Agk Me Later |

Windows Firewall has blocked this program flom accepting connections from the
irtamat?anetwk Fu.?u:ecogiau H'sepro?unu tust the publisher, you can
unblock it. When should | unblock 5 program?

4. The GUI of IP Installer is as follows (Default IP; 192.168.0.20).

el IF Installer ¥2.2

Device lists:

I Server Name | IP Address | EAo= o JDHCE
Name [ IP_Camera
IFP l 192 168 0 20
Hetmask l 265 255 255 0
Gateway [ 192 168 0 1
DHS 1 [ 192 168 ] 75
DNS 2 [ 168 85 192 1
Portl [ 80
HAC | 00:30:4F:21:43:FB
1_' Search Device I 2_

To Change Device Name, IP address, and Gateway:
1.Select the device on the left side.

2.Change network parameter on the right side.
3.Press Submit button.

4.Press “Search Device™ to re-search again.

5.Double click the device to open it. Exit |

(1) IP Installer will search all IP cameras connected to LAN. The user can click “Search
Device” to search again.

17
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(2) Click one of IP cameras listed on the left side of IP Installer, then the network
configuration of that IP Camera will be listed on the right side. If parameters changed,

click on “Submit”. Then, the network configuration will be changed. Just click “OK” to
reboot

IPInstager E|

Rebooting. ., Please waik

(3) Please make sure the subnet of PC IP address and IP CAM IP address are the same.
IP CAM IP address: 192.168.0.20

PC IP address: 192.168.0.100
(4) Different Subnets:

IP CAM IP address: 192.168.0.20

PC IP address: 192.168.1.100
(5) To Change PC IP addresses:

Control Panel->Network Connections—>Local Area Connection Properties—> Internet
Protocol (TCP/IP) >Properties

Please make sure your IP Camera and PC have the same Subnet. If not, please change
IP Camera IP subnet or PC IP subnet accordingly.

4 Local Area Connection Properties ﬂ Internet Protocol Version 4 ﬁ CP/IPv4) Propertles M
I - . —
Netwarking General
Connect using:

You can get IP sethings assigned automatically if your network supports
= this capability. Otherwise, you need to ask your network administrator
L¥ Atheros L1 Gigabi Ethemet 10/100/1000Base-T Controle for the appropriate IP settings.

N o Configure... R ——

> b i @ Use the following IP address:

&= Client for Microsoft Networks

& éms b i IP address: 192 .168 . 0 .100
| _", 455} File and Printer Sharing for Microsaft Networks Subnet mask: 255 .255.255 . 0
| [J & Intemet Protocol Version & (TCP/1PvE)
WIS intemet Protocal Version 4 (TCP/PvE) Default gateway: 192 .168 . 0 . i
| M -t Link-Layer Topology Discovery Mapper 1/0 Driver
| M -2 Link-Layer Topology Discovery Responder Obtain DNS server address automatically
1 l i@ Use the following DNS server addresses:
l__ Install,.. Unmnsta Properties I Preferred DNS server:

Alternate DNG server:
Transmission Conttrol Protocol/Intemet Protocel. The defaul

wide area network protocol that provides communication
across diverss interconnectad networks.

[ vabdate settings upon exit

ok ][ Concs | | Lok ][ Cancui”

(6) A quick way to access remote monitoring is to left-click the mouse twice on a selected IP
camera listed on “Device list” of PLANET IP Installer. An IE browser will be opened.

18
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(7) Then, please key in the default User Name: “admin” and Password “admin” in the
folloyving message box.

Windows Security ﬁ

The server 192.168.0.20 at IP_Carnera requires a username and password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection),

= I

["] Remember my credentials

| ok || Ccancel

[t

(8) If the user name and password are input correctly, the following web page will be
displayed.
@ PLANET

= Natwartng B Commamication

FULLHD P Camera X, B

2013/JUN/18 14:01:49 Size:1920:1080 FPS: 11

[—— | " o

2.4 Using UPnP of Windows XP or 7
2.4.1 Windows XP

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking equipment, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows XP, of your PC is UPnP enabled, the device
will be very easy to configure. Use the following steps to enable UPnP settings only if your
operating system of PC is running Windows XP.

= Please note that MS Windows 2000 does not support UPnP feature.
Note
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Go to Start > Settings, and Click Control Panel.

@ Set Program Access and Defaults
@ Windows Catalog

°

'!_ Programs »

windows Update

Documents

& Network Connections
Search 3
Sy Prinkers and Faxes

a Taskbar and Start Menu

Help and Support

Run...

Log OFf PMalan, ..

Windows XP Professional

Turn COFf Computer. ..

s ]

The “Control Panel” will display on the screen and double click “Add or Remove Programs”
to continue.

£ Control Panel

File Edit ‘iew Favorites Tools  Help

J Back u l@ p Search [{ ~ Falders v
E" Control Panel *® = i ‘
Accessibility  Add Hardwaig Add or drinistrative  Automatic  Date and Time Display
g- Switch ko Category View Options R e Tanls |Updates
Programs )

7 B & )
Folder Options Fonts Game Internet Kevboard Mouse Metwork,
Controllers COptions Connections

w

See Also

& windows Update

20
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The “Add or Remove Programs” will display on the screen and click Add/Remove Widows
Components to continue.

® Add or Remove Programs

e B
&‘ﬁ Currently inskalled programs: [ showupdates Sort by

Change ar

Remove ﬁ Windows Internet Explorer 8 Sz 4.20ME
Programs Click here for support information. Used occasionally

Last Used On 12/4/2012
E '-'a Ta remave this program from your computer, click Remove,
Add Mew
Prograrns

AddiRemove

Windows
Zomponents

@

Set Program
Access and
Defaults

The following screen will appear, select “Networking Services” and click “Details” to
continue.

Windows Components Wizard

Windows Components
You can add ar remove components of Windows 2P,

To add or remove a component, click the checkbos, & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Detailz.

LComponents:

[ =g Message Queuing 0OME A
¥ MSN Ex

0.3 MB
0.0 MB
nnue ¥

Description: Containg a variety of specialized, network-related services and protocols,

Total disk zpace required: 547 ME
Space availlable on dizk: 1926.8 MB

< Back H Heut » ][ Cancel

21



4

PLANET

Networking & Communication

Full HD Ultra-mini Vandal Dome

ICA-5250

The “Networking Services” will display on the screen, select “Universal Plug and Play” and
click “OK” to continue.

Networking Services E|

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's ncluded in a component, click Details,

Subgcomponents of Netwarking Services:

| ;'-_, Internet Gateway Device Discoven and Control Chent 0oOMB
{1 BRIP Listerer 0.0MB
L™ Siuge TCP/IP Services 00Me
Elv'i .E.;'.Llniversal Plug and Play 02Me

Description:  Allows you to find and control Intemmet connection sharing hardware and
software that uses Universal Plug and Plap.

Total disk space required: 54.7 MB
Space avalable on disk: 19268 MB

I 1] 4 I Cancel

Please click “Next” to continue.

Windows Components Wizard

Windows Components
“'ou zan add or remove components of Windows <P

To add or remove a component, click the checkbos, & shaded box means that only
part of the companent will be installed. To see what's included in a component, click
Detailz.

LComponents:

[] = Message Queling
¥ M5N Explorer
% 7 Wetwarking 5 3

|

] Eg] Other Metwoark File and Print Services
W 28 Ntk Fsnress el

Description:  Containg & variety of specialized, network-related zervices and protocols.

Total disk space required: R4 7 MB
Space available on disk: 1926.8 MB

< Back ][ Mewt » ][ Cancel
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The program will start installing the UPnP automatically. You will see the pop-up screen below.
Please wait while Setup configures the components.
Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

",-'e Pleaze wait while Setup configures the components. Thiz may take
f 5} several minutes, depending on the components selected.

Statuz:  Completing configuration of Internet Information Services [115]...

Please click “Finish” to complete the UPnP installation

Windows Components Wizard

Completing the Windows
Components Wizard

You have successhdly completed the Windows
Components Wizard

To cloge thes wizard, chick Frish

an
" *»

& o
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Double-click “My Network Places” on the desktop, and the “My Network Places” will display
on the screen. Double-click the UPnP icon with Internet Camera to view your device in an
internet browser.

2 My Network Places

File Edit View Favorites Tools Help

<) > ? /-"Search |{~ Folders v

Network Tasks

i Add a network place
& View network connections QJ- _ ICA-5250-00304F24D288

@ Setup a home or small
office network

< Setup a wireless network
for & home or small office

&y View workgroup computers

8 Hide icons for netwarked
UPnP devices

Other Places

{Q Desktop

:‘ My Computer

) My Documents
3 Shared Documents

g Printers and Faxes

Details &

2.4.2 Windows 7
Go to Start > Control Panel > Network and Internet > Network and Sharing Center, if
network discovery is off; click the arrow button **' to expand the section.

Click Turn on network discovery, and then click Apply. 'r' If you are prompted for an
administrator password or confirmation, type the password or provide confirmation.

& '* ¢ Control Panel » Networkand Internet » Metwork and Sharing Center Search Control Panel

Control Panel H " : . ; .
skt sl View your basic network information and set up connections

C [ 3 K [ Sec full map
b ‘e:;lhir”IIE v ;whﬁ 0 e " il
ange advanced sharing ¥ ¢ e
» | settings v EMM-PC Internet

(This camputer)
oy .t
Ssgmpmpnnt®
View your active networks Connect bo & network
You are cumrently not connected to any nebworks.

Change your netwarking settings

'ﬁ,. Set up & new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

=§. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPH network connection.

.-E Cheose homegroup and sharing eptions
Aicess files and printers located on other nehwark computers, or change sharing settings.

S Treubleshoot problems
See also Dizgnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options

Windows Firewall
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f(-:-‘ - . &« Metwork and Sharing Center » Advanced charing settings -- Search Control Penel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

each profile.
Home or Wark W
Public {current profile) ~

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
wisible to other network computers, What is network discovery?

guEEENEENEEEEEENEN
ﬁ & Turn on network discoveny .--{

NEEEA R A AN

File and printer sharing

When file and printes charing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

& Turn on file and printer sharing
71 Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can

& Downloads

i Recent Places « Other Devices (27)

s Libraries o i o = 0
#| Pocuments
@' Music

= Pictures

-]
(—’J}

i EMM-BRANDON [CA-1200 - ICA-3251V - 1CA-3350 - ICA-3350V - ICA-3550V
B Videos DO304FAGCFE 00304FA2612C 00304FADELSC 00304FAZ2FOD
8 Computer ol o Il o[l o[l o4l
& WINT (C:)
i Network _ J - - -~
ICA-5350 - ICA-HMLM 1CA-HML2T ICA-HAMIIIR ICA-HN132
D034 FAZZERE
o il o 1] o --J o il o i ] --!
1CA-HME16 ICA-HMILEW [CA-HM3SL - 1CA-HMGE20 ICA-HMT1E 1CA-WLH0 -
00304FALDSFE Q0304FAIZEAR

5

(;

LR .

2.5 Setting up ActiveX to use the Internet Camera

areees filee im the Dohlie Faldecse What ars Ble Boblie falrdes?
Save changes Camcel
Organize = Negwork and Sharing Center Add a printer Add a wareless device = - i 8
[ Favorites Cameras (1)
Bl Deskioy - .
a Computer (4)

ICA-4500V -
D030LFAZG4E

e

ICA-HML 38

—

WNVR-1610-00:30:4
F:t1:CC:DB

The Internet Camera web pages communicate with the Internet Camera using an ActiveX
control. The ActiveX control must be downloaded from the Internet Camera and installed on
your PC. Your Internet Explorer security settings must allow for the web page to work correctly.

To use the Internet Camera, user must set up his IE browser as follows:

2.5.1 Internet Explorer 6 for Windows XP

From your |IE browse = "Tools” = “Internet Options...” = "Security” =»”Custom Level...”,

please set up your “Settings” as follows:
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Set the first 3 items
» Download the signed ActiveX controls
» Download the unsigned ActiveX controls
« Initialize and script the ActiveX controls not masked as safe to Prompt
a4 | Dsearch [GlFavores C#HEtoy | S S @ E
2 —e x|
@ D:-r!:aﬂ:l Cumamnn.':! Prosrams i advancad |
[
Ehctah‘-‘abmm&?ﬁ 20rE bo spadify ks sar_l.ut',' I
® & QO =
W] Activel controls 2nd plagHres -
OREEN  tocAlnitne: Trusedstes [ mownlzad signed Activeit contols :I
Inkermet
i, This zare contars al web stes you
Ohwm‘t phaced n other zones

Seecunity feved For bhis zone
6 CQ promp 3
Custon ] Iritisize ard sooipt Actvedt controls nal marked & safe
Custom settngs. O Cisslbie
= To chanpe the setongs, chick Custe ) Enghle
- Touse the recommended setbngs v {m
[ nes o wnke mred_ndism joa -
1] | ¥
Fesek custom settirgs i
=" | @ee bt [medim =] Apset I

EEEE 8 @ﬁ

By now, you have finished your entire PC configuration for Internet Camera.

2.5.2 Internet Explorer 7 for Windows XP

From your IE browse = "Tools” = "Internet Options...” = "Security” =2»”Custom Level...”,
please set up your “Settings” as follows:

Set the first 3 items

* Allow previously unused ActiveX control to run...

* Allows Scriptlets
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» Automatic prompting for ActiveX controls

Security Settings - Internet Zone

Settings

|#| ActiveX controls and plug-ins ~
@] Allow previously unused Active contrals bo run without promr |
() Disable
|| Allow Scriptlets
() Disable
() Prompt
@, Automatic prompting For Activer controls

() Disable
() Enable]
\#, Binary and script behaviors

() Administrator approved
() Disable
(%) Enable

W
4| Niemlau vidas smd smirskioe Aeos skesos PRk doas rek oes

<

*Takes effect after vou restart Inkernet Explarer

Reset custom setkings

Reset to;

Mediurn-high {default) v| [ Reset... ]

[ o

) |

Cancel ]

By now, you have finished your entire PC configuration for Internet Camera.
2.5.3 Internet Explorer 7 for Windows Vista

From your IE browse = "Tools” = "Internet Options...” = "Security” = "Internet” =2»”Custom
Level...”, please set up your “Settings” as follows:

» Enable “Automatic prompting for ActiveX controls”

* Prompt “Initialize and script active controls not marked....”

Security Settings - Internet Zone

5 -i-i:'.rirr Sattizgqu - lxlwmat Zore

Settings N

|#| ActiveX controls and plug-ins - u
| Allow previously unused ActiveX controls to run without prom

@ Disable |

() Enable [

Allow Scriptlets

Disable

(Z) Enable ]

1 Dramnd

£ L]

wrtand segred Aol oonmok

B

e (re; senstel

avstinesvressesl

Ciavetans e e Soied ok

M CiEsss eczTretsesl
SETE (et R
Gzl

Ui wred mem oSl conrmoks e v osd pe evls Y e
CiEaTE e ETTETERE]

|¢ | Automatic prompting for ActiveX controls
(©) Disable

F

| GiNary and SoipT DENGVIoNs

() Administrator approved

Trnze (red meace)
Disable 8 Fravst
@ Enable P bl morvrok and 2og-e
4| Picrlzw vidan and animation an s wshnana that deae metoes 1 TRy S —— -
< i | + v [F] | [

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: [Med\um-h\gh (default)

7]

[ Reset... ]

[ e

J |

Cancel ]

*Takpe affact er 522 ren b | Ivsme: Suso e

Are i pusom g
Lt e el -

From your IE browse = "Tools” = “Internet Options...” =» "Security” = "Trusted
=>"Custom Level...”, please set up your “Settings” as follows:

» Enable “Automatic prompting for ActiveX controls”
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» Prompt “Initialize and script active controls not marked....”

i

"I'.ic;- -IH‘HJ- lﬂli £ T} r|_'|. . L‘A.-.'- : I'.eql'-'.
Aresi oo writnge
Bt paphrn idetnd) =

Sezenty Switngn - Tnated Sdm Iose — - __E‘ 5n:ib5:ﬂ.ng:-7n.=f_d&.1—- - 2
g g
| [ Ao ponnoks and plegres - | Disnlesy vidon sl sniearion 50 2 wshgage et dossnat e
) AR DR el AN ORTIRERS 19 i WL e o [eznbis
] Enubl
W Ensblz o, Donankosd sagnesd Actentl caminges
o, M Eaviprien 1 Domphie
W Comahls ) Enshiz
) Enghis = Prompi
PR o, Dewankosd arsgnsd dctesl caninog
o, darnuic prorgraneg Fa SoTherl ooncTod W Cocahis
) Domabls Frushis
LB Crushis —--
VT ErEY o Intslos wrgl gyt dctwsll contraiy mot rewked ag eals for o
AT R R TR 7 mahls
[T ) ¥ Crushis
® Crushis Prargri
: a Hl:rh--;.-mlr-r:\l-—“"-“h-n"':- i_Ram Crinel casireer sec Nl .o H

] n .
*Tiskwe sffect sfinr pou st Izisest Pxplorer
Aresi oo writnge

Bt paphrn idetnd) =

_Rgt:. |

=

By now, you have finished your entire PC configuration for Internet Camera.
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Chapter 3. Web-based Management

This chapter provides setup details of the Internet Camera’s Web-based Interface.

3.1. Introduction

The Internet Camera can be configured with your Web Browser. Before configuring, please
make sure your PC is under the same IP segment as Internet Camera.

3.2. Connecting to Internet Camera

A. Use the following procedures to establish a connection from your PC to the Internet
Camera.

B. Once connected, you can add the camera to your Browser’s Favorites or
Bookmarks.

Start the web browser on the computer and type the IP address of the camera.
The Default IP: “http://192.168.0.20¢

ﬂ; PLANET IF Sumveillance Web Management - Windows Internet Explorexr

@] hip /192.168.0.20

4 —’)_. .\— 4

The login window of Internet Camera will appear,
Default login username and password is: admin and admin

Windows Security Iﬁ

The server 192168.0.20 at IPCarn requires a usernarne and password.

||._|ser name |

|Pa:5-r'-.-'n::rcl |

Rermember my credentials

| ok || Cancel

If the User Name and Password have been changed with PLANET IP Installer,
please enter the new User Name and Password here.
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Web browser may display the “Security Warming” window, select “Yes” to install and run the
ActiveX control into your PC.

Gﬁatk - @ \il] @ ;j /f‘-SEamh ‘;‘;‘/Favunles A redis L) 1'}‘_- :\5

s ] oz, 163.0.20

Links

M>E

Security Warning

Do you want toinstall and un
“bip:/#192.168.0 20/LT Awfirtw/ebPush.cab?

The publisher cannot be determined due to the problems
below:

Authenticods signature not found

] [ More Infa

€] Opening page http:/{192. 168.0, 20/LT/Main_Menu.htm?user=adingaccess=18iframe=1,.. B Internest

After the ActiveX control is installed and run, the first image will be displayed.

FULLHDIPCamera X, B

[ 1 iy
Jldefauit fadl Cnline Visitor - & Relay out: Oon ®oFF

{‘.' If you log in the camera as an ordinary user, setting function will be not available. If
: you log in the camera as the administrator, you can perform all the settings provided
e Within the device.

30



@ PLANET

Networking & Communication Full HD Ultra-mini Vandal Dome
ICA-5250

3.3 Live Viewing

Start-up screen will be as follows no matter you are an ordinary user or an
administrator.

o PUNeT

FULLHDIPCamers X, &)

2013/JUN/18 14:51:48 Size:1920x1080 FPS: 5 |

[ defauit i~ | | streaming 1 vg| |Dn|me‘.fisimr:ﬂ | | Relay Out: O on @ oFF |
| ] |

4 3) 6 7

(1)Configure Q Get into the administration page.
(2)Snapshot ﬁ Video Snapshot
—

(3)Status Bar Show system time, video resolution, and video refreshing rate

Select video screen “default, 1/2x, 1x, 2x” for view currently

(4)Screen Size :
camera screen size

Select video streaming source (When streaming 2 setting in

(5)Streaming Select FVideo Setting ; is closed, this function will not display)

(6) Online Visitor Shows how many people connect to this IP camera

(7) Relay Control Control the relay which is connected to this camera
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Double-click the video and it will change to full screen mode. Press “Esc” or double-click the
video again, it will change back to normal mode. Right-click the mouse on the video, it will

show a pop-up menu.

(]
r!'J Enable digital zoom

snapshot
Eecond Btart Zoom Factors: 113 %
Full Screen I - i
Zoom iJﬂﬂx 400%
FrameBuffmiec ¥ I
Snapshot Save a JPEG picture.
Record the video in the local PC. It will ask you where to save
Record Start the video. To stop recording, right-click the mouse again.
Select “Record Stop”. The video format is AVI. Use Microsoft
Media Player to play the recorded file.
Full Screen Full-screen mode.
Enable zoom-in and zoom-out functions. Select “Enable
ZOOM digital zoom” option first within the pop-up dialogue box and
then drag and drop the bar to adjust the zoom factors.
Build a buffer to accumulate several video frames and play at
a regular interval. This function can make video smooth-going
FrameBufferSec when the Network speed is slow and lag. If you select “1007,
the interval between every frame is fixed to 100 mSec. The
slower the Network is, the bigger value should be selected.
The default value is null.
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3.4 Configuration

3

Click to get into the administration page. Click — to go back to the live

video page.

System Information

Server Information

Lisar Management
Zanvar Hamsa: FPLANET IF Camara D Status Bar

LED Indizztor: ® oN ) OFF
System Updats -
Languags : & English O WEdr O WP ) Franzh
' Russisn ) Halizn ) spanish ) Gamman
1P Satting - - -
) Portugusse 1 Polish ) Japanssa
e — 05D Setting
Tima stamp: = Enatled ) Disabled
PPPOE & DONS Posttion: {5 Top-Laft ! Top-Right ' Bottom-Latt ' Bottom-Right
Taxt: (& [
e 51 Enzbled ' Disabled
(0SD_Disploy | EREPH
Time Setting
Zarvar Tims: 201ME/E 15:15:12 Tima Zone: GMT+05:00
Data Format: = ywmmedd ) mmedddy O ddimmiyy
Tims Zons: [emTo5:00 |

[ enatis Dayugnt 3aving:

2 NTP:

NTP 3arvar:  [poolntporg |

Tims Shift : I:ll.' nutss [-1440_ 14407

) mynchronizs with PCs tims

Dats : [po1zenz |

Tims : [15:14:: |
O manual

Dats : [za1zens |

Tims : [15:14:15 |

'E} Tha gata and tims ramain the zams

Appy

3.5 System

@ System Information

User Management

System System Update
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3.5.1 System Information
1. Server Information: Set up the camera name, select language, and set up the camera time.

Server Information
MAC Address:

Server Name: | ICA-5250| [] status Bar

LED Indicator:  (®)on () OFF

Language : (%) Englizh O EERDX O b ) French
{:} Russian 'C} Italian O Spanish D German
{:} Portuguese O Polish O Japanese

This is the Camera name. This name will show on the IP

Server Name
Installer.

There are English, Traditional Chinese, Simplified Chinese,
French, Russian, Italian, Spanish, German, Portuguese and
Polish to select. When changed, it will show the following
dialogue box for the confirmation of changing language.

Select language

Microsoft Internet Explorer

9 Change Language?,

w .
ety

Are you sure?

[ O, ] [ Cancel

2. OSD Setting: Select a position where date & time stamp / text showing on screen.

05D Setting
Time Stamp: {:J' Enabled @' Disabled
Text: (Enabled  * Disabled

T e st R
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Moreover, click Text Edit to adjust the OSD contents which include Size and Alpha of text. Finally, click

Appl
button to reserve the setting.

Text Edit
Text |0SD_Display

Alpha [ 100% ¥

3. Server time setting : Select options to set up time - “NTP”, “Synchronize with PC’s time”,
“Manual”’, “The date and time remain the same”.

Time Setting
Server Time: 20131618 15:25:23 Time Zone: GMT+08:00

Date Format: ® yy!mmidd O mimiddiyy O dd/mmiyy

Time Zone: |GMT=08:00 |

|:| Enakle Daylight Saving:

O ute:

NTP Server: ||:u:u:u|.|'|1:|:|.|:|rg

Update : Hu:uur
Time Shift : Drﬂinutes [-1440..1440]

'O' Synchronize with PC's time

Date : 20136118 |

Time : [15:24:30 |
O Manual

Date : 20136118 |

Time : 15:15:38 |

'@' The date and time remain the same
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3.5.2 User Management
IP camera supports three different users -- administrator, general user, and anonymous user.

Anonymous User Login

Oves  @no

Add User
Username:| |
Password:| |
Confirm:| |

User List

Username User Group Modlify Remove
admin Administrator Edit -

Yes : Allow anonymous login

Anonymous User Login No : Need user name & password to access this IP camera

Add user Type the user name and password, and then click “Add/Set”.

Click “edit” or “delete” to modify the user

2} Uzer_Setting - Microsoft Internet Exlﬂif“ E]@

Username: | admin |

Password: | |

Confirm:
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3.5.3 System Update

System Update
Firmware Upgrade
Firmware Version; VB1.0.36_PL
New Firmware:
Reboot System
Start
Factory Default
Start

Setting Management

Right click the mouse button on Setting Download and then
select Save As to save current system's setting in the PC.

New Setting File:

Save As a File:

To update the firmware online, click “Browse...” to select the

Firmware Upgrade firmware. Then click “Upgrade” to proceed.

Reboot System Re-start the IP camera.

Delete all the settings in this IP camera.

F faul
actory default Not include IP address.

User may download the current setting to PC, or upgrade from

) L EEEO previous saved setting.

Setting download:
Right-click the mouse button on Setting Download - Select “Save AS...” to save current IP
CAM setting in PC > Select saving directory > Save

Upgrade from previous setting:

Browse > search previous setting > open > upgrade - Setting update confirm - click
index.html to return to main page

3.6 Network

IP Setting
Advanced

PPPoE & DDNS

Server(Mail FTP...)

Network
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3.6.1 IP Setting
IP camera supports DHCP and static IP.

IP As=zignment

) pHCP

(%) static

IP Address: [132 188.0.20 |
Subnet Mask: |255.255.255.0 |
Gateway: [132 168.0.1 |
DN S 0: [168.95.1 1 |
DHS 1 [168.95.1.2 |

IPvE Assignment

IPvE Enabled:

D Manually setup the IPvE address:

DHCPw: ) Enabled &) Disabled

IPwE Address:

fed 0 20f.dff fe24:933e
Port Assignment

Vieb Page Port: |ao |

HTTP'5 Port: [443 | HTTPS Setting
uPnpP

UPRP: (%) Enabled ) Disabled

UPnP Port Ferwarding: () Enabled (%) Disabled

External ek Port: [20 |
External HTTPS Port:  |443 |
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RTSP Setting
RTSP Server:

RTSP Authentication:

RTSP Port :
RTP Start Port:

RTP End port:

(¥ Enabled () Disabled

Disable »

554

5000 [1024..9997]
9000 [1027..10000]

Multicast Setting (Based on the RTSP Server)

Streaming 1:

IP Address:
Port:
TTL:

Streaming 2:

IP Address:
Port:
TTL:
ONVIF
OHWIF:

Security:

RTSP Keepalive:

Bonjour

Bonjour:

Bonjour Hame:

234.5.6.75 [224.3.1.0 ~ 239.255.255.255]
6000 [1 ~ 65535]

15 [1 ~ 255]

234.5.6.79 [224.3.1.0 ~ 239.255.255.255]
6001 [1 ~ 65535]

15 [1 ~ 255]

®vzaonvt02 Owvior O Disabled
{Enabled  {*) Disabled

(®) Enabled O Disabled

{O'Enabled  (® Disabled

IP_Camera @00:30:4F:24:02:88

LLTD {Link Layer Topology Discovery)

LLTD: ®Enabled O Disabled
Using DHCP, IP camera will get all the network parameters
DHCP :
automatically.
Static IP Please type in IP address, subnet mask, gateway, and DNS

manually.

IPv6 Assignment

IPV6 is a newer numbering system that provides a much larger
address pool than IPv4, which accounts for most of today’s
Internet traffic. You can set up IPv6 manually by keying in
Address, Gateway, and DNS, or enabling DHCP to assign the
IP automatically.

Port Assignment

User may need to assign a different port to avoid conflict when

setting up IP assignment.

(1) Web Page Port: setup web page connecting port and video
transmitting port (Default: 80)

(2) RTSP Port: setup port for RTSP transmitting (Default: 554)

(3) RTP Start and End Port: in RTSP mode, you may use TCP
and UDP for connecting. TCP connection uses RTSP Port
(554). UDP connection uses RTP Start and End Port.

UPnP

This IP camera supports UPnP. If this service is enabled on
your computer, the camera will automatically be detected and
a new icon will be added to “My Network Places.”
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UPnP must be enabled on your computer.

UPnP Port Forwarding

When the camera is installed under a router, enable UPnP
Port Forwarding to let the router open ports so that the video
streams can be sent out from a LAN. Set Web Port, Http Port,
and RTSP port, and make sure your router supports upPnp™
and the function has been activated.

RTSP Server

Enable or disable RTSP server

RTSP Authentication

"Disable" means everyone who knows your camera IP
Address can link to your camera via RTSP. No username
and password are required.

Under "Basic" and "Digest" authentication mode, the camera
asks the user to give username and password before
allows accessing. The password is transmitted as clear text
under basic mode, which provides a lower level of security
than under digest mode.

Make sure your media player supports the authentication
schemes

RTSP port

RTSP Port: setup port for RTSP transmitting (Default: 554)
RTSP Start and End Port: in RTSP mode, you may use TCP
and UDP for connecting. TCP connection uses RTSP Port
(554). UDP connection uses RTSP Start and End Port.

Multicast Setting (Based
on the RTSP Server)

Multicast is a bandwidth conservation technology. This
function allows several users to share the same packet
sent from IP camera. To use Multicast, appoint IP
Address and port here. TTL means the life time of
packet, The larger the value is, and the more users can
receive the packet.

To use Multicast, be sure to enable the function
"Force Multicast RTP via RTSP" in your media
player. Then key in the RTSP path of your camera:
"rtsp://(IP address)/" to receive the multicast.

ONVIF

The IP camera supports ONVIF v1.01 /v1.02 / v2.10 standard
for to integration.

Under ONVIF connection, the video will be transmitted by
RTSP. Be sure to enable the RTSP server in IP setting, or
you're not able to receive the video via ONVIF.

RTSP Keep alive

When the function is enabled, the camera checks once in a
while if the user who links to the camera via ONVIF still keeps
connecting. If the connection had been broken, the camera
stop transmitting video to user.

Bonjour

This function enables MAC systems to link to this IP

camera. Key in the name here.

The web browser "Safari" also has Bonjour function. Tick
"Include Bonjour" in the bookmark setting, and you can see the
IP camera appearing under the bonjour category. Click the icon
to connect the IP camera.

LLTD

If your PC supports LLTD, enable this function then you can
check the connection status, properties, and device position
(like IP address) of this IP Camera in the network map.

In the computer running Windows Vista or Windows 7, you can
find LLTD through the path:

Call out the Control Panel — Network and Internet — Network
and Sharing Center — Click "See full map"
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3.6.2 Advanced
HTTPS (Hypertext Transfer Protocol Secure)

Created Request

Subject: | C=TW,sT=, L=, 0=, 0U=,Cli= |

Date:  [2012/Deci2 11:21:28 |
[ Content ] [ Remove ]

Installed Certificate

Subject: | C=Tw, 5T=, L=, 0=, 0U=, Cli- |

Date:  |Mar 14 08:45:42 2038 GMT |

[ Content ] [ Remove ]

Http

Hitps
Http&Hitps

Https can help protect streaming data transmission over the internal on the higher security
level. You can select the connection type. "Https" means user cannot connect the camera via
Http protocol. The Hitps path will be: "https://(IP address)/". If you select "Hitp & Https", both
the Http and Https path can be used to access the camera.

Remove the existing setting: Before setting new request, please remove old secure
identification. Select "Http" connection type and click "Remove".

. Hupsseting
Created Request
Subject: ST=, |
Date: 2011/Sep/23 10:04:17 )
[cemere ]
Installed Certificate
Subject | C=Tw, ST
Date: Apr 23 09:05:24 2011 GMT
| Content | | Remove |
. ComnectionTypes
Http -

Created Request: Setting the secure identification and apply it

Create Request
Country:

State or province:

Locality:

Organization:

Organizational Unit:

Commeon Name:
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There are two ways to set Certificate- Install Signed Certificate or Create Self-Signed
Certificate.

Install Signed Certificate

Signed Certificate: Browse... |
| Apply |
Create Self-Signed Certificate

Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Hame:

Validity: Days

Apply |

SNMP (Simple Network Management Protocol)

SNMP provides a simple framework for administering networked hardware. To manage
the IP camera, you have to prepare an MIB browser or similar tools first. SNMPv1,
SNMPv2c, and SNMPv3 can be enabled simultaneously.

SNMPv1 and SNMPv2:

SNMP
SHMP Setting
Clsumpv1  [¥]sumpvze
Write Community: write
Read Community: public

The term "Community name" in SNMPv1 and SNMPv2c can be roughly regarded as key.
The person who has the community name has the authority to read or edit the information of
IP camera via SNMP.

Tick the box to enable SNMPv1 or SNMPv2c protocol, and specify the community name for
write (read and write) and read (read-only). The user who use read community name to
access the IP camera cannot modify any data of this camera.

SNMPv3:
(] SHMPwG

Wirite Security Name: write
Authentication Type: ®mMps O SHA
Authentication Password: | sesessssssssres
Encryption Type: I DES ) AES
Encryption Password: — seseeeseses
Read Security Name: public
Authentication Type: @ mMps O SHA
Authentication Password: | =s-essecessas
Encryption Type: = pes O AES
Encryption Passwornd:  s=ssessmes

For data security reason, the authentication and encryption assurances are added
when developing SNMPv3. The user has to give not only the security name (the same as
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"community name" in v1&v2c, or sometimes we call it "context name") but the password in
order to access the IP camera. Please set security name, authentication type,
authentication password, encryption type, encryption password of write and read
respectively. The password must be 8~64 bits in length.

Different from SNMPv1 and v2c, the user have to create an account when using SNMPv3.
In the account parameters, key in the security name and password you set in the camera to
get accessing.

SNMPv1/SNMPV2 Trap:
] SNMPv1A2C Trap
Trap Address: 192.168.40.159
Trap Community public
Trap Event: [Jcom Start [¥]Setting Changed [ Network

Disconnected
w3 Authentication Failed [ SD InsertRemove

Trap is a mechanism that allows the managed device to send messages to manager
instead of waiting passively for polling from the manager. Specify the trap event. When
those events happen, the camera will send the ring message to the Trap Address, which is
usually the manager's IP address. Trap Community means the community that can receive the
trap message.

* Cold Start: The camera starts up or reboots.
» Setting changed: The SNMP setting is changed.

* Network Disconnected: The network connection was broken down. (The camera will send
trap messages after the network being connected again)

* V3 Authentication Failed: A SNMPv3 user account tries to get authentication but failed.
(Due to incorrect password or community)

e SD Insert / Remove: A Micro SD card is inserted or removed.
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Access List

IP FILTER

IP ADDRESS FILTER Setting

Enable ip address filter

IPv4 Setting:

O allow @ deny
range [+ | address: |192.168.50.151 - [192.168.50.161

IPv4 List:
No. [IP Aduress Fitter Action
1 |192.168.50.150 allow
2  [192.168.50.151-192.168.50.161 deny
g
¢
5
b
i
b
o
10

[ Ao admin ip address always access this device

Admin ip address:

You can deny an IP address or a range of IP address so that they cannot access the IP
camera. Tick the "enable" box, key in the IP address you want to deny, select” deny" then
click” Add" to add it to the list.

You can also choose to deny a range of IP addresses but allow one or several of them. Take
the picture above for example, IP address 192.168.50.151~161 is not allowed to connect to
the camera, but only 192.168.50.159 can access.

In the list "allow" condition must be ranked before "deny" condition.

For example, if we exchange the sequence, set "Deny: 192.168.50.151~192.168.50.161" for
the first item and "Allow:192.168.50.159" for the second item in the list, the IP
"192.168.50.159" turns out to be denied by the camera because the "deny" condition has the
priority according to our ranking way.

QoS/DSCP (Quality of Server/Differentiated Services Code-point)

QoS/DSCP
QoS/DSCP Setting
+| Enable QoS/DSCP
Live Stream: L] (0~63)
Event /| Alarm: 0 (0~63)
Management: 0 (0~63)

DSCP specifies a simple mechanism for classifying and managing network traffic and
provide QoS on IP networks. DSCP is a 6-bit in the IP header for packet classification
purpose.

The number 0~63 for Live Stream, Event / Alarm, and Management represent the ratio that
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the bandwidth is divided. For example, if you set 5, 10, and 20 for the three items, then the
bandwidth of the three items is 5:10:20. There is no difference between setting "0, 0, 0" or
"63, 63, 63" because under these two settings, the three items will get equal bandwidth (1/3).
The three stream control protocols are as follows:

+ Live Stream (Video and audio): RTP / RTSP
« Event/Alarm : FTP/ SMTP/ SAMBA / SIP
» Management: HTTPS / HTTP / SNMP

The "Management" stream handles both the live view and the setting area of the
web page on which the data is transferred via http/https protocol. If you prefer to
distribute more bandwidth when using the web browser to access the camera,
please adjust the Management stream.

IEEE 802.1x

IEEE 802.1x/EAP-TLS
IEEE 802.1x Setting
Enable IEEE 802.1x

Eapol version: v v2
Identity:
Private key password:
Apply
CA certificat oo
certificate:
Browse. ..
Status:
. . Upload
Client certificate: =
WSE
Status:
Client private ki Upload
ient private key:
Browse...

Status:

IEEE 802.1x is an IEEE standard for port-based Network Access Control. It provides an
authentication mechanism to device wishing to attach to a LAN or WLAN.

The EAPOL protocol supports service identification and optional point to point encryption over
the local LAN segment.

Please check what version of the authenticator and authentication server support. This

camera supports EAP-TLS method. Please enter ID and password issued by the CA, and then
upload related certificates.
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3.6.3 PPPoE & DDNS

FPPPoE & DDMNS
PPPoE Setting
(O Enabled (%) Disabled

Username:
Passwword:
Send mail after PPPoE dialed
|:| Enabkled
Subject: PPPoE From PLAHNET IP Camera

DONS Setting
® Enabled O Disabled
Provider: PLANET EASY DDNS »
Username:
Schedule Update: 30 Minutes
State

Idle

Hote:

1. Schedule Update: Depends on the input time of Schedule Update, it
will update DDNS's web site automatically. The time range is from
5 to 5000 minutes,
*0: It will not update.

2.dyndns.org & 3322.0rg: Update once per day is recommended
(1440 minutes per day). If updated too frequently, it will be
blocked.

PPPoE: Stands for Point to Point Protocol over Ethernet

A standard builds on Ethernet and Point-to-Point network protocol. It allows Internet camera to
connect to Internet with xXDSL or cable connection; it can dial up your ISP and get a dynamic IP
address. For more PPPoE and Internet configuration, please consult your ISP.

It can directly connect to the xDSL; however, it should be set up on a LAN environment to
program the PPPoE information first, and then connect to the xDSL modem. Power on again,
then the device will dial on to the ISP connection to the WAN through the xDSL modem.

The procedures are:

(1) Select “Enabled” to use PPPoE.

(2) Key-in username and password for the ADSL connection.

(3) Send mail after dialing : When connected to the Internet, it will send a mail to a specific
mail account. For the mail setting, please refer to “Mail and FTP” settings.

DDNS: Stands for Dynamic Domain Name Server

The device supports DDNS If your device is connected to xDSL directly, you might need this
feature. However, if your device is behind a NAT router, you will not need to enable this feature.
Because DDNS allows the device to use an easier way to remember naming format rather
than an IP address. The name of the domain is like the name of a person, and the IP address
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is like his phone number. On the Internet we have IP numbers for each host (computer, server,
router, and so on), and we replace these IP numbers to easy remember names, which are
organized into the domain name. As to xDSL environment, most of the users will use dynamic
IP addresses. If users want to set up a web or a FTP server, then the Dynamic Domain Name
Server is necessary. For more DDNS configuration, please consult your dealer.

Your Internet Service Provider (ISP) provides you at least one IP address which you use to
connect to the Internet. The address you get may be static, meaning it never changes, or
dynamic, meaning it's likely to change periodically. Just how often it changes, it depends on
your ISP. A dynamic IP address complicates remote access since you may not know what
your current WAN [P address is when you want to access your network over the Internet. The
solution to the dynamic IP address problem comes in the form of a dynamic DNS service.

The Internet uses DNS servers to lookup domain names and translates them into IP
addresses. Domain names are just easy to remember aliases for IP addresses. A dynamic
DNS service is unique because it provides a means of updating your IP address so that your
listing will remain current when your IP address changes. There are several excellent DDNS
services available on the Internet and best of all they’re free to use. One such service you can
use is www.DynDNS.org. You'll need to register with the service and set up the domain name
of your choice to begin using it. Please refer to the home page of the service for detailed
instructions or refer to Appendix E for more information.

DynDns.org, the procedures are:

(1) Enable this service

) Key-in the DynDNS server name, user name, and password.

) Set up the IP Schedule update refreshing rate.
(4) Click “Apply”

) If setting up IP schedule update too frequently, the IP may be blocked. In general,
schedule update every day (1440 minutes) is recommended.

DDNS Setting
@ Enabled O Disabled

Provider: dyndns.org W
Hostname: heaventea.dyndns-free
Username: heaventea
Password: T
Schedule Update: 30 Minutes
State
Idle
Hote:

1. Schedule Update; Depends on the input time of Schedule Update, it will
update DONS's web site automatically. The time range is from 5 to
5000 minutes.

*0: It will not update.

2.dyndns.org & 3322.0rg: Update once per day is recommended (1440

minutes per day). If updated too frequently, it will be blocked.
Apply

DDNS Status

(1) Updating : Information update

(2) Idle : Stop service

(3) DDNS registration successful, can now log by http://<username>.ddns.camddns.com :
Register successfully.

(4) Update Failed, the name is already registered : The user name has already been used.
Please change it.

(5) Update Failed, please check your Internet connection : Network connection failed.
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(6) Update Failed, please check the account information you provide : The server, user
name, and password may be wrong.

This model adds Planet easy DDNS that when this function enable will occur hostname with
PLANET Easy DDNS and end six of MAC automatically. User don’t go to web of
www.planetddns.com apply new account.

DDOMS Setting
() Enabled O Disabled
Provider: | V|
Hostname: | |
Schedule Update: |30 Minutes

3.6.4 Mail & FTP & SAMBA

To send out the video via mail, FTP and Samba, please set up the configuration first.

Mail Setting:

Mail Setting
Login Method:
Mail Server: |mai|.planet.com.tw |
Username: |admin |
Password: |uu. |
Sender's Mail: |suppor1@planet.com.tw |
Receiver's Mail: |planet.test@gmai|.com |
Bec Mail: | |
Mail Port: |25 ||:Default 25)
[ secure Connect: TLS S5L

FTP Setting

Samba (Network storage)

Set up the server address and account information of your e-mail. Click “Apply” to save the
setting, then use “Test” botton to test the server connection. A message box will tell you “OK!”
if it works, and a test e-mail will be sent to receiver’s mail address.
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FTP Settini:
Mail Setting
FTP Setting
FTP Server: 192.168.0.174 |
Username: |admin |
Password: |.uu |
Port:
Path: (VOLUME2/ADMINftest |

Mode:

Createthefolder: | Yes ¥ |(ex:Path/20100115/121032m.avi)

Set up the server address and account information of your FTP. Click “Apply” to save the
setting, then use “Test” button to test the server connection. A message box will tell you “OK!”
if it works, and a test file will be uploaded to FTP space.

Samba (Network storage)

In PORT mode, the FTP server builds the connection to the user’s data port actively. However,
from the user-side firewall’s standpoint, the action of connecting from FTP server is often
considered to be dangerous and should be blocked. In PASV mode, the problem is solved:
The FTP server waits for the data transmission connection built by the user. Make sure that
the server supports the mode you select.

Samba Settini:

IMail Setting
FTP Setting
Samba (Network storage)
Location; | 192.168.0124'share |¢ ex:iNas_ip'iolder)

Workgroup: |w+:rrkg roup |

Username: |admin |

Password: |-uu |

Createthefolder: | Yes “ (ex:Path/20100115/121032m.avi)
Apply

Select this option to send the media files via a network neighborhood when an event is
triggered. Click “Apply” to save the setting, then use “Test” button to test the server connection.
A message box will tell you “OK!” if it works, and a test document will be created in the
location.

If the test fails, check the sharing setting of your location folder. The folder properties must be
“shared” and the permissions must be “Full Control” as the picture.

= Samba only support one layer folder.

Note
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3.7 A/V Setting

Sy

ANV Setting  Audio

3.7.1 Image Setting

For the security and privacy purposes, there are three areas that can be set up for privacy
mask. Click Area button first and drag an area on the above image, and remember to save
your setting. The masked area will not show on both the live viewing and recording.

Privacy Mask
- Area ] [ Area 2 ]- Area 3 ][ Save ]
Image Setting
Brightness: 0 hd
Contrast: 0 hd
Hue: 0 hd 1
Saturation: 0 hd
Sharpness: 4 (High) »
AGC: 12 v 2
Shutter Time: Outdoor » | 3
Sense-Up: 1115 |» 4
D-VWDR: Off w| 5
Anti Fog: [#] Enable &
Lens Di.stcrrticrn Off o 7
Correction:
Video Orientation: Flip [“] Mirror 8
Red Gain: oW Blue Gain: |0 » | 9
Denoise: 3|5 ¥|:1 v 10

(1) Image adjust

Brightness, Contrast, Hue, Saturation, and Sharpness can be
adjusted here.

(2) AGC

Automatic gain control. The sensitivity of camera can be
adjusted with the environmental light. Enable this function and
the brighter image can be got under dim light, but the level of
noise may also increase

(3) Shutter Time

Choose as the location of your camera or fixed shutter time.
The shorter the shutter time is the less light the camera
receives and the image becomes darker.

(4) Sense-Up

This function increases the sensitivity of camera to get brighter
image at night. The smaller the value you select, the slower the
shutter speed becomes so that the image will get brighter, and
moving subjects might be blurred.

(5) D-WDR

Digital wide dynamic range. This function enables the camera
to reduce the contrast in the view to avoid the dark zones
resulting from over and under exposure.
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(6) Anti Fog

Improve the image clarity on environments presenting high
levels of fog or smoke.

(7) Lens Distortion
Correction

Straight the curves in the borders of the image caused by the
lens angles. The available values are: OFF, 1, 2, 3,4, 5, 6, 7,
8,9, 10.

(8) Video Orientation

Flip or mirror the image as per your requirement.

(9) Red / Blue gain

Set the values for Red / Blue gain. The available values are: -5,
4,-3,-2,-1,0,1,2,3,4,5

(10) Denoise

This function is able to filter the noise and blur from the image
and show a clearer view. You can set the values for 2D and 3D

filters.
3.7.2 Video Setting
Video Setting
Video System: NTSC

Video System: click the drop down list to select the system type “NTSC/PAL” and TV Output

(analog signal).

Basic Mode :
Streaming 1 Setting

'@' Basic Mode lf::',f-'-.u:quﬂnu:vau:I Mode

Resolution:
Quality:

Video Frame Rate:
Video Format:
RTSP Path:

Streaming 2 Setting

19201080 |»

Best W
16 FPS |+
H.264 | »

exrtsplIP_Address!  AudioeG.711

'@' Basic Mode lf::',f-'-.u:quﬂnu:vau:I Mode C‘Close

Resolution: 1280720  w

Quality: Standard

Video Frame Rate: 10 FPS

Video Format: JPEG %

RTSP Path: v exirtspe/IP_Addressiv?  Audio:G.711
Resolution There are 5 resolutions that can be chosen.

1920x1080,1280x720 , 640x480, 320x240, or 176x144

Quality The higher the quality is, the bigger the file size is. It might

affect Internet transmitting speed if the file gets too large.

Video Frame Rate

The video refreshing rate per second. The max
Value is affected by the input resolution you choose.

Video Format

H.264 and JPEG.
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RTSP Path

Set the RTSP output connecting route.

Advanced Mode :
Streaming 1 Setting

C‘ Basic Mode '@' Advanced Mode

Reszolution:

Bitrate Control Mode:
Video Quantitative:
Video Bitrate:

Video Frame Rate:
GOP Size:

Video Format:

RTSP Path:

Streaming 2 Setting

C‘ Basic Mode %/
Resolution:

Quality:

Video Frame Rate:
Video Format:

RTSP Path:

1280x720 W
Cicer ®ver
10{High)

15 FPS »

¥|cop=15

H.264 %

exrtsplIP_Address! AudioG.711

_ziﬁ.clvﬂncecl Mode C‘ClDSE
G40x430 b
Standard »

10 FPS w

b

exrtsp/IP_Addressiv?  Audio:G.711

Resolution

There are 5 resolutions that can be chosen.
1920x1080,1280x720 , 640x480, 320x240, or 176x144

Bitrate Control Mode

There are CBR [ Constant Bit Rate ] and VBR [ Variable Bit
Rate ) to use.

CBR : 32Kbps~10Mbps (the higher the CBR is, the better the
video quality is)

VBR : 1(Low) ~10(High) — Compression rate, the higher the
compression rate, the lower the picture quality is; vice versa.
The balance between VBR and network bandwidth will affect
picture quality. Please carefully select the VBR rate to avoid
picture breaking up or lagging.

Video Quantitative

The quality parameter of VBR. You can choose 1~10
compression rate. The higher the value is, the higher the
image quality is.

Video Bitrate

The quality parameter of CBR. You can choose 32kbps ~
8Mbps. The higher the value is, the higher the image quality is.

Video Frame Rate

The video refreshing rate per second. The max value is
affected by the input resolution you choose.

GOP Size

It means “Group of Pictures”. The higher the GOP is, the better
the quality is.
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Video Format H.264, M-JPEG
RTSP Path RTSP output connecting route
3GPP Streaming mode:
3GPP Streaming Setting
(®iopen O Close (Format=H.264)
Resolution: J20x240
Video Bitrate: 256Kbps w
Video Frame Rate: 15 FPS &
RTSP Path: V3 exirtspiiIP_Addressivd  Audio:AMR

There are 3 resolutions that can be chosen.

Resolution 640x480, 320x240, or 176x144

Video Bitrate 32Kbps~1Mbps

The video refreshing rate per second. The max value is

Video Frame Rate affected by the input resolution you choose.

RTSP Path RTSP output connecting route

3.7.3 Audio Setting

The IP Camera supports 2-way audio. The user can send audio from the I[P Camera built-in
microphone to the remote PC; the user can also send audio from remote PC to IP Camera’s
external speaker.

(1) Audio from IP camera’s built-in microphone to local PC: select “Enable” to start this function.
The Audio compression format can be chosen from 3 options. You can also adjust the volume of
2-way audio.

Audio
IP Camera to PC
@ Enabled O Disabled
Audio Type: G.711 (G4Kbps)
Adjust Volume
Iic-In: 4 (Max) w
Line-Out: 4 [Max)

(2) Audio from local PC to IP Camera: Check “chatting” on the browsing page.

Online VYisitor @ 2
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The Audio will not be smooth when the SD card is recording.

3.8 Event List

Event Setting

VO Setting

Log List

5D Card

3.8.1 Event Setting
Motion Detection

Area Setting:

Sensitivity:

[“] Area 1: ClE-mail [JFTP [Joutt [¥] Save to 50 card [] Samba

[(Jarea 2: ClE-mail [JFTP [Joutt [ Ssave to 50 card [] samba

[(area 3 ClE-mail [JFTP [Joutt [ Ssave to 50 card [] samba
Log: Cle-mail CJFTe [ samba

Subject: \PLANET IP Camera Warning! |

Interval: a period of time between every two motions detected.

D Based on the schedule
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Tampering Detection
Tampering: C}Er‘lﬂtﬂed '@'Disablecl
E-mail |:| FTP |:| Outt |:| Save to 5D card |:| Samba
Interval: 30 sec ¥
Record File
File Format: AVI File(with Record Time Setting) w

Record Time Setting

Pre Alarm:

BEsec w

Post Alarm: Esec W

Hetwork Dis-connected

Dis-connected:

Network I[P Check
IP Check:

IP Address:

Interval:

lC::'Ernen:lleuzl

Save to 5D Card

(¥ Disabled

wnw.google.com

30 sec w

|:| Connection failed four times. Reboot IP Camera.

Check failed:

|:| Save to 5D card

[(When IP check failed, first step will save to 50 card, continuing other saving storage)

Motion
Detection

IP camera allows 3-area motion detection. When motion is triggered, it can
send the video to some specific mail addresses, transmit the video to
remote ftp server and SAMBA, and trigger the relay. To set up the motion
area, click “Area Setting”. Using mouse to drag and draw the area. The
same operation for area 2 and 3. If you select "save to SD card", the video
or sanpshot will be saved to Micro SD card. If you also tick E-mail/ FTP/
Samba of "Log" option, the motion detection log will be sent to E-mail/ FTP/
Samba simultaneously.

Interval

For example, if you select "10 sec" here, once the motion is detected and
action is triggered, it cannot be triggered again within 10 seconds.

Based on the

When the option box is ticked, only during the selected schedule time the
motion detection is enabled. That is, for example, the 11th hour of Monday

schedule has not been colored in the schedule table, then no action will be triggered
even the camera detects motion during 11:00~12:00 on Monday.
Tampering When the camera view is covered, moved, hit by strong light, or out of
Detection focus, the tampering detection will be triggered, and send snapshot or
video to mail/FTP/Samba/SD card, or trigger the external alarm.
IP camera allows 3 different types of recording file to change its record
size. When motion/alarm is triggered, there are 3 different types of
Record File recording modgs: . .
Setting (1) AVI File (With Record File Setting )

(2) Multi-JPEG (With Record File Setting), only with JPEG compression
format.
(3) Single JPEG (Single File with Interval Setting)

Record Time
Setting

Pre Alarm and Post Alarm setups for video start and end time when motion
detects /O, or other devices got triggered.

Pre/Post Alarm record time is based on record time setting and
IP cam built-in Ram memory. Limited by IP cam built-in Ram
Memory, when information is too much or video quality set too
high, it will cause recording frame to drop or decrease on post
alarm recording time.

Network
Dis-connected

To avoid video loss, the camera will start to save the video to local SD
card when it detects no network connection. The video recording will
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continuously be saved into SD card and divided into every 10 minutes a file
until the network is reconnected successfully. The oldest file will be deleted
if the capacity of SD card is full.

Key in the target IP address and interval. The camera checks once in a
Network IP while according to the setting interval time if it can link to the target IP

check address. If connection fails, the camera starts to save the video to SD
card.

3.8.2 Schedule
. schedue

[ with schedule setup.
Shapshot

Enabled @ Disabled
Snapshot: Lle-mail LIrrp [ save to 5D card [ Samba
Interval: 10 Second(s) [1..50000]

File Hame: Shapshot

After complete the schedule setup, the camera data will be

Seleehe recorded according to the schedule setup.

After enable the snapshot function, user can select the storage
Snapshot position of snapshot file, the interval time of snapshot and the
reserved file name of snapshot.

Interval The interval between two snapshots.
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3.8.3 1/0 Setting

The ICA-5250 supports 1 input/1 output. When input is triggered, it can send the video to some
specific mail addresses, transmit the video to remote ftp server, and trigger the relay and

SAMBA.

Input Setting
Input 1 Sensor: HN.O |

/0 Setting

Input 1 Action: Cle-mail CIrre Clouwt1 [ Save to SD card [ Samba
Suhject: GPIO In Detectecd!

Interval: 10 sec |«

[] pased on the schedule

Output Setting
Mode Setting: ® onoff Switch O Time Switch
Interval:

Alarm Input Setting

The GPIO 1/O port input activates related action when 1/O input
is triggered.

Interval

For example, if you select "10 sec" here, once the motion is
detected and action is triggered, it cannot be triggered again
within 10 seconds.

Based on the
schedule

When the option box is ticked, only during the selected
scheduled time the I/O is enabled. That is, for example, the
11th hour of Monday has not been colored in the scheduled
table, then no action will be triggered even the camera detects
input signal during 11:00~12:00 on Monday.

GPIO Output Setting

The GPIO /0O port output activates On/Off Switch, Slide Switch
or Pan/Tilt Module for use with relay box.

On Off Switch

The camera triggers the external devise and lasts for 10
seconds. You can turn off the alarm manually by clicking "off"
at the right bottom of the live video page.

Time Switch

The camera triggers the external device and lasts for certain of
time according to the interval setting, and the user is not
allowed to break off the alarm manually.

Please connect to
damaged.

propriety relay box to reduce the risk of electric shock &
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3.8.4 Log List

Sort by System Logs, Motion Detection Logs and 1/O Logs. In addition, System Logs and 1/O
Logs won'’t lose data due to power failure.

System Logs
Logs
Motion Detection Logs
Logs
'O Logs
Logs
All Logs
Logs
3.8.5 SD card
Playback

Please Insert Micro SD card before using it. Make sure to push Micro SD card into the slot
completely.

Click the date listed on this page and it shows the list of the video. The video format is AVI.
Click the video to start Microsoft Media Player to play it. To delete the video, check it, and then
click "Del".

20121019 20121023 20121024
| s card: << 856M / 969M >>

Time Video Event Type I ]
11:55:48 115548 m.awi Motion Detection ]
12:22:16 122216m.avi Mation Detection F
12:23:01 122301m.avi Mation Detection F
12:24:06 122406m.avi Maotion Detection F
12:25:04 122504m.avi Motion Detection Fl

Files link daily.

SD Management

Choose “The 1st day” means the recoding file will be kept for one day. For example, it is
five o’clock now. Choose “The 1st day”. The files will be kept from five o’clock yesterday to
five o’clock today.
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The oldest file will be deleted if the Micro SD card is full.

No 5D card
SD Management

Auto Deletion: Off ~ (Keep 1/ 2/ 3/ 4...days)

Off
The 1st day

The 2nd day
The 3rd day
The 4th day
The 5th da

The Tth day
The &th day
The 9th day
The 10th day
The 15th day
The 20th day
The 25th day
The 30th day

The use of the SD card will affect the operation of the IP Camera slightly, such as
affecting the frame rate of the video.

Copy to PC

You can insert the Micro SD card to PC and read the files directly, or use FlashGet instead to
download the files from IP camera. (In this way you do not need to pull out Micro SD card from
the camera.)

To use FlashGet for downloading the image and video data from the

Micro SD card, please follow the steps:

: m i Cpen -
Time Video Event Type I ] Open in new tab
0zAT 0247 11m.a Motion Detection i
17:18:30 171830m.avi Motion Detection L
17:18:32 171832m.avi Motion Detection ¥
17:18:33 171833m.avi Maotion Detectio = Capy
i Copy shortcut
I B L

Open FlashGet, select "File” — "Import" — "Import list", and find the link list file you just saved.
The file name may be called "SD_list".

[¥| Default - FlashGet
3N Edit Wiew Manage Tools Help

New Download.. . F4 X

Add Batch Download, ., m D Loa in | 5 50 card

Open Torrent File,.. Chrl+0 £ = B <D

Open Edzk Links... 3
Launch Downloaded File  Enter

Erowse Folder Chrl+Enter

Check for File Update

Diownload Again

Start FS

Pause F& § -

schedule alt+s File name: | SD_list | [ Open ]
Start: all Fg .

Files of type: les [ v Cancel
el o ype: | 4l Files (%) | |
—

Export 3 Import Brukeguwn\uads‘ "
Exit | Import Links From Local Files  Crrl+w
il
T
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FlashGet will show you the link list, and you can tick the files you want to copy to your PC. Give
the directory path in the new download window, and remember to enable "Login to Server":
key in the IP camera username and password.

[ select URL Ed | 244 new dovaload
Notice: Only selected URL (s) will be added to job kst Right chick mouse to customize. URL: hitp#192.168.1 7 /avi/201 2081002471 L avi
- Referrer:
TRL
g 1521681 7L RIOAT 0 cegr: [ v
ttp: fay mavi =
hitp 192 168.1 7L mvir201 20610171832 m avi fgpenn | ¥
Ifl1718 55 m e Hip192.160.1 TLAvil201 2081001718530 svi | Rewome: 071 mavi e Comment
e Enable Sharelzl
Username:  admin [[]Open the File ifter Download
Pessword: | oeeRs Theads Frommeinsie |5 (2
& Start
Tnnmediately v
< ¥ » —
Opt | [ MarkHighlight | [ Choos | | OK ] [ Cancel
Save as detanlt

Click OK to start download.
| FlashGet
EJB .E.dit E.iaw Manage _Inn]s Eg.lp

5 e @& - [iotwan ]

: New tart 1 Frop IE Dicswn pen  Dir, Opt. Home
I‘?PShGEt | Neme Size Completed Percent Elapsed Laft Speed
: i:a;,lDﬂwnhad b 171830umavi 23M [ 0% ] 00400 235 86K
% g} Dovalaaded b L7183 Zmai 216M [ 0% ] 000009
B b 17833mari 1D ) — S—

FlashGet is a free software that can be downloaded from FlashGet official website.
The example above is based on FlashGet ver.1.9.6.1073
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Appendix A: 1/0 Configuration

1. I/0 Connection

—m—— (GREEN)GND

—=—— (BLUE)DI.. ’

A. Please connect the G & DO pin to the external relay (buzzer) device

When no event happens, DO output is 5V (DO and GND are disconnected). When the camera
detects event happening and triggers external alarm, DO output is 0V (DO and GND are
connected).

5V OFF / Not Pulse

) 0 0 DO
Device o 5 GND
5y ON/Pulse
j (1A' _@_"
_ 0 DO
Device o GND

B. Please connect the G & DI pin to the external trigger device.

If you select "N.O" in "Input sensor setting", when external devise or circuit makes DI and GND
pin connected, the camera input alarm is triggered, and then camera will execute the action
user has set, for example, send snapshot to E-mail address.
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If you select "N.C" in "Input sensor setting", when external devise or circuit makes DI and GND
pin disconnected, the camera input alarm is triggered, and then camera will execute the action
user has set, for example, send snapshot to E-mail address.

Normal 5V
(N.O) 0 DI
Device . GND
5V Triggered
(N.O) DI
Device GND

C. I/O PIN definition

* GND (Ground): Initial state is LOW

* DO (Digital Output): DC 5V

« DI (Digital Input): Max. 50mA, DC 5V

2.1/0 Setup
A. Click 1/0O Setting from the system setup page via IE, and check “Out1” to enable 1/O signal.
/0 Setting
Input Setting
Input 1 Sensor: N.O |+
Input 1 Action:  [ZIE-mail MIFTP [lout1 []Saveto SD card [¥]Samba
Subject: GPIO In Detected!
Interval: 10 sec |

[] Based on the schedule
Output Setting
Mode Setting: @ onoff switch O Time Switch
Interval:

B. Output Test

After the external input and output hardware is installed, you can use the "Relay Out" bottom
on the live video page to test if DO / Relay Out works.
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1) OnOff Switch mode:

Click "ON" and the camera will trigger the external output devise. For example, your alarm
buzzer will continuously ring. You can manually break off the output signal by clicking "OFF".

N7

Online Visitor : 1 I Relay Out: C'ON & OFF I

2) Time Switch mode:

Click "Pulse" and the camera will trigger the external output devise for several seconds. The
duration length is according to the "interval" setting in Output Setting.

- i
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Appendix B: PING IP Address

The PING (stands for Packet Internet Groper) command is used to detect whether a specific IP
address is accessible by sending a packet to the specific address and waiting for a reply. It's
also a very useful tool to confirm whether or not Internet camera installed or if the IP address
conflicts with any other device over the network.

If you want to make sure the IP address of Internet camera, utilize the PING command as
follows:

° Start a DOS window.
° Type ping x.x.x.x, where x.x.x.x is the IP address of the Internet camera.

The replies, as illustrated below, will provide an explanation to the problem.

ros0ft Windows HP [Version 5.1.26801
<G> Copyright 1985-2881 Microsoft Corp.

ID:“Documents and Settingz“Administrator>PING 192.168.8.268
inging 192.168_8_20with 32 hytes of data:

eply from 192.168.0.28: bytes=32 time=ims

eply from 192.168.0.28: hytes=32 timed{ims

Reply from 192_168_.0.20: bhytes=32 timed{ims T
192.168.0.28: bytes=32 time<lms

statistics for 192.168.0.20:
: Sent = 4, Received = 4. Lost = 8 (B2 loss).
pproximate round trip times in milli-—seconds:
Hinimum = Bms. Maximum = ims,. fAverage = Bms

ID:“Documents and Settingz-Administrator>_

If you want to detect any other device that conflicts with the IP address of Internet camera, you
also can utilize the PING command but you must disconnect the Internet camera from the
network first.
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Appendix C: 3GPP Access

To use the 3GPP function, in addition to the previous section, you might need more
information or configuration to make this function work.

To use the 3GPP function, it is strongly recommended to install the Networked
Device with a public and fixed IP address without any firewall protection.

RTSP Port:
Port 554 is the default for RTSP service. However, sometimes, some service providers change
this port number for some reasons. If so, user needs to change this port accordingly.

Dialing procedure:
1. Choose a verified player (PacketVideo or Realplayer)

2. Use the following default URL to access:
rtsp://IP-Address/3g

Where host is the host name or IP address of the camera.

Compatible 3G mobile phone:
Please contact your dealer to get the approved list of compatible 3G phones.

Besides IP camera and 3G mobile phone, you will also need to make sure
the ISP and company have provided the 3GPP service to you.
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Appendix D: Planet DDNS Application

Configuring PLANET DDNS steps:
Step 1 Enable DDNS option through accessing web page of the ICA-5250.

Step 2 Select on DDNS server provided, and register an account if you do not use yet.

Let's take dyndns.org as an example. Register an account at http://planetddns.com

(JPLANET

£ PLANETDDNS

FAQ Support

Forgotten Password / Create A New Account

XRT-401F ICA-HM132 ICA-HM316
Internet Broadband Jrmar 2 Mega-Pixel 20M IR Vari- 2 Mega-Pixel 11n Outdoor
s —— Router Focal Dome IP Camera @ IR IP Camera
— I .

azm 3 L hore o

Access anytime & anywhere Support & Downlaod

DO ca

About DDNS | Term of Usage
PLANET Technology Corp. Copyright & All Rights Reserved.
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Appendix E: Configuring Port Forwarding
Manually

The device can be used with a router. If the device wants to be accessed from the WAN, its IP
address needs to be set up as a fixed IP address. The port forwarding or Virtual Server
function of router also needs to be set up. This device supports UPnP traversal function.
Therefore, user could use this feature to configure port forwarding of NAT router first. However,
if user needs to configure port forwarding manually, please follow the steps below:

Manually installing the device with a router on your network is an easy 3—-step procedure as
following:

1. Assign a local/fixed IP address to your device
2. Access the Router with Your Web browser

Open/Configure Virtual Server Ports of Your Router

Assign a locall/fixed IP address to your device. The device must be assigned a local and
fixed IP Address that allows it to be recognized by the router. Manually setup the device with a
fixed IP address, for example, 192.168.0.100.

Access the Router with Your Web browser The following steps generally apply to any router
that you have on your network. PLANET WNRT-620 is used as an example to clarify the
configuration process. Configure the initial settings of the router by following the steps outlined
in the router’'s Quick Installation Guide.

If you have cable or DSL service, you will most likely have a dynamically assigned WAN IP
Address. ‘Dynamic’ means that your router's WAN IP address can change from time to time
depending on your ISP. A dynamic WAN IP Address identifies your router on the public
network and allows it to access the Internet. To find out what your router’'s WAN IP Address is,
go to the Status screen on your router and locate the WAN information for your router. As
shown on the following page the WAN IP Address will be listed. This will be the address that
you will need to type in your web browser to view your camera over the Internet. Be sure to
uncheck the Reset IP address at next boot button at the top of the screen after modifying the
IP address. Failure to do so will reset the IP address when you restart your computer

() PLANET

Wetworiing & Commesication

internet Broadband Router

Internet Connection ¢

« Status
“iew the current internet connection status and related information.
"L LE N N I
Py e, .
L ]

e®
e®

\3
.
L4

CUETLNIRSCICI B Dynamic [P disconnect *
C IP Address : >

LT 00:11:22:33:44:56
f ] *
Primary DNS : "
Secondary DNS : +*
.
L ] ®

Your WAN IP Address will be listed here.

1. Open/set Virtual Server Ports to enable remote image viewing

The firewall security features built into the router and most routers prevent users from
accessing the video from the device over the Internet. The router connects to the Internet over
a series of numbered ports. The ports normally used by the device are blocked from access
over the Internet. Therefore, these ports need to be made accessible over the Internet. This is
accomplished using the Virtual Server function on the router. The Virtual Server ports used by

L
.
L]
]
Default Gateway : JIXINiNI] "
L
4
L4
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the camera must be opened through the router for remote access to your camera.
« Follow these steps to configure your router’s Virtual Server settings Click Enabled.
« Enter a unique name for each entry.
« Select Both under Protocol Type (TCP and UDP)
« Enter your camera’s local IP Address (e.g., 192.168.0.100, for example) in the Private
IP field.
« If you are using the default camera port settings, enter 80 into the Public and Private
Port section, click Add.
A check mark appearing before the entry name will indicate that the ports are enabled.

Some ISPs block access to port 80. Be sure to check with your ISP so that you can
open the appropriate ports accordingly. If your ISP does not pass traffic on port 80,
you will need to change the port the camera uses from 80 to something else, such
as 8080. Not all routers are the same, so refer to your user manual for specific
instructions on how to open ports.

| Home | General Setup | Status | Tool |

Internet Broadband Router

Virtual Server 7

. SYStem You can configure the Broadband router as a Virtual Server so that remote users accessing services such as the YWeb or
® YWAN FTP at your local site via Public IP Addresses can be automatically redirected ta local servere configured with Private IP

Addresses. In other words, depending on the reguested service (TCPAJDP) port number, the Broadband router redirects the
® LAN external service request to the appropriate intermal server (located at one of your LAN's Pirvate P Address).

® Wireless
[~ Enable Virtual Server

® QoS
Private
i Privato It - Public o m fomment
# NAT _ Port ype

| [Both v] | | [wan1 ] |
- [Feset)
Current Virtual Server Tible
192.168.0.100 TCP+UDP WAN1 ICA-HM230
[ Delete Selected ] [ Delete All ] IReset]

Annly ] [ Cancel

Enter valid ports in the Virtual Server section of your router. Please make sure to check the
box on this line to enable settings. Then the device can be accessed from WAN by the router’'s
WAN [P Address.

By now, you have finished your entire PC configuration for this device.

68



@ PLANET

Networking & Communication

Full HD Ultra-mini Vandal Dome
ICA-5250

Appendix F: Troubleshooting & Frequently
Asked Questions

The video and audio codec is
adopted in the device.

The maximum number of user that
accesses the device
simultaneously.

The device utilizes H.264 and M-JPEG triple compression to provide
high quality images. Where H.264 is standards for video
compression and M-JPEG is a standard for image compression.

The audio codec is defined as AMR for 3GPP and G.711 for RTSP
streaming.

The maximum number of users is limited to 10. However, it also
depends on the total bandwidth accessed to this device from clients.

Install this device

The network cabling is required for
the device.

The device uses Category 5 UTP cable allowing 10 and/or 100
Base-T networking.

The device will be installed and
work if a firewall exists on the
network.

If a firewall exists on the network, port 80 is open for ordinary data
communication. The HTTP port and RTSP port need to be opened
on the firewall or NAT router.

The username and password for
the first time or after factory default
reset.

Forgot the username and
password.

Forgot the IP address of the
device.

Username = admin and Password = admin.

Note that it's all case sensitivity.

Follow the steps below:
(1)Remove power, and press and hold the button in the back of IP
camera.

(2)Power on the camera. Don’t release the button during the system
booting.

(3)It will take around 30 seconds to boot the camera.

(4)Release the button when camera finishes proceed.

(5)Re-login the camera using the default IP (http://192.168.0.20),
and username (admin), password (admin).

Check IP address of device by using the PLANET IP Installer
program or by UPnP discovery or set the device to default by Reset
button.

PLANET IP Installer program
cannot find the device.

e Re-power the device if cannot find the unit within 1 minute.

e Do not connect device over a router. PLANET IP Installer
program cannot detect device over a router.

e If IP address is not assigned to the PC that runs PLANET IP
Installer program, then PLANET IP Installer program cannot find
device. Make sure that IP address is assigned to the PC properly.

e Antivirus software on the PC might interfere with the setup
program. Disable the firewall of the antivirus software during
setting up this device.

e Check the firewall setting of your PC or Notebook.
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Make sure that your Internet Explorer is version 6.0 or later. If you
Internet Explorer does not seem to ' 5. experiencing problems, try upgrading to the latest version of
work well with the device. Microsoft's Internet Explorer from the Microsoft webpage.

PLANET IP Installer program fails = Network may have trouble. Confirm the parameters and connections
to save the network parameters. of the device.

UPnP NAT Traversal

Cannot work with NAT router. Maype NAT router does not support UPnP fur_lction. Please check
user’s manual of router and turn on UPnP function.

Maybe too many IP cameras have been installed on the LAN, and

Some IP cameras are working but | then NAT router is out of resource to support more cameras. You

others failed. could turn off and on NAT router to clear out of date information

inside router.

Access this device

e Maybe the IP Address of the Network Camera is already being
used by another device or computer. To confirm this possible
problem, disconnect the Network Camera from the network first,
and then run the PING utility to check it out.

e Maybe it's the network cable. Try correcting your network cable
and configuration. Test the network interface by connecting a
local computer to the Network Camera via a crossover cable.

e Make sure the Internet connection and setting is ok.

e Make sure the IP address of Internet Explorer you entered is
correct. If the Network Camera has had a dynamic address, it
may have changed since you last checked it.

e Network congestion may prevent the web page from appearing
quickly. Wait for a while.

The IP address and Subnet Mask of the PC and Network Camera
must be in the same class of the private IP address on the LAN.

Cannot access the login page and ¢ Make sure the http port used by the Network Camera, default=80,

other web pages of the Network is forward to the Network Camera’s private IP address.
Camera from Internet Explorer.
e The port number assigned in your Network Camera might not be

available via Internet. Check your ISP for available port.

e The proxy server may prevent you from connecting directly to the
Network Camera. You are advised not to use the proxy server.

e Confirm that Default Gateway address is correct.

e The router needs Port Forwarding feature. Refer to your router's
manual for details.

e Packet Filtering of the router may prohibit access from an
external network. Refer to your router's manual for details.

e Access the Network Camera from the Internet with the global IP
address of the router and port number of Network Camera.

e Some routers reject the global IP address to access the Network
Camera on the same LAN. Access with the private IP address
and correct port number of Network Camera.

e When you use DDNS, you need to set Default Gateway and DNS
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Image or video does not appear on
the main page.

How to check whether the device’s
ActiveX is installed on your
computer.

Internet Explorer displays the
following message: “Your current
security settings prohibit
downloading ActiveX controls”.

The device works locally but not
externally.

The unreadable characters are
displayed.

Frame rate is slower than the
setting.

server address.

e If it's not working after following the above procedure, reset
Network Camera to default setting and install it again.

e The first time the PC connects to Network Camera, a pop-up
Security Warning window will appear to download ActiveX
Controls. When using Windows XP, or Vista, log on with an
appropriate account that is authorized to install applications.

e Network congestion may prevent the Image screen from
appearing quickly. You may choose lower resolution to reduce
the required bandwidth.

Go to C:\Windows\Downloaded Program Files and check to see if
there is an entry for the file “Web Watch2 Control”. The status
column should show “Installed”. If the file is not listed, make sure
your Security Settings in Internet Explorer are configured properly
and then try reloading the device’s home page. Most likely, the
ActiveX control did not download and install correctly. Check your
Internet Explorer security settings and then close and restart Internet
Explorer. Try to browse and log in again.

Setup the IE security settings or configure the individual settings to
allow downloading and scripting of ActiveX controls.

e Might be caused from the firewall protection. Check the Internet
firewall with your system or network administrator. The firewall
may need to have some settings changed in order for the device
to be accessible outside your LAN.

e Make sure that the device isn’t conflicting with any other web
server running on your LAN.

e Check the configuration of the router settings to allow the device
to be accessed outside your local LAN.

e Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.

Use the operating system of the selected language. Set the
Encoding or the Character Set of the selected language on the
Internet Explorer.

e The traffic of the network and the object of the image affect the
frame rate. The network congestion causes frame rate slower
than the setting.

e Check the bandwidth of Internet connection. If the Internet
bandwidth is lower than target bit rate, the video streaming will
not work correctly.

e Ethernet switching hub can smooth the frame rate.

Image Transfer on e-mail or FTP
does not work.

e Default Gateway and DNS server address should be set up
correctly.

e If FTP does not work properly, ask your ISP or network
administrator about the transferring mode of FTP server.
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Video quality of the device

The lens is dirty or dust is attached. Fingerprints, dust, stain, etc. on
the lens can degrade the image quality.

The focus on the Camera is bad.

o Adjust White Balance.

e To ensure the images you are viewing are the best they can be,
set the Display property setting (color quality) to 16bit at least and

V02 Eoler o e IMEEE & [FESr OF 24 bit or higher if possible within your computer.

strange.
o The configuration on the device image display is incorrect. You
need to adjust the image related parameters such as brightness,
contrast, hue and sharpness properly.

e If the object is dark, the image will flicker. Make the condition

e e s, around the Camera brighter.
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Appendix G: Micro SD Card Compatibility

The following is the Micro SD Card recommended:

Transcend

SDHC
SDHC
SD
SD
SDHC
SDHC
SDHC
SD
SD
SD
SDHC
SDHC
SDHC
16GB

class4
class4
class4
class4
class6
class6
class6
class6
class6
class6
class10
class10
class10

16GB
32GB
16GB
32GB
4GB
8GB
16GB
4GB
8GB
16GB
4GB
8GB

SanDisk

SDHC
SDHC
SDHC
SDHC

class4
class4
class4
class4

4GB
8GB
16GB
32GB
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