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Copyright
Copyright © 2015 by PLANET Technology Corp. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or
computer language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical,
manual or otherwise, without the prior written permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following
their purchase, the buyer (and not PLANET, its distributor, or its dealer) assumes the entire cost of all
necessary servicing, repair, and any incidental or consequential damages resulting from any defect in the
software. Further, PLANET reserves the right to revise this publication and to make changes from time to
time in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or registered trademarks of
their respective holders.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.
3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio technician for help.
FCC Caution

To assure continued compliance, use only shielded interface cables when connecting to computer or
peripheral devices. Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this Device must accept any interference received,
including interference that may cause undesired operation.

Federal Communication Commission (FCC) Radiation Exposure Statement
This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order
to avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the
antenna shall not be less than 20 cm (8 inches) during normal operation.



@ PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ'l' Router
ADN-4102

Safety
This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed at
all times to ensure the safe use of the equipment.

CE Mark Warning
This is a Class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

WEEE Regulation
To avoid the potential effects on the environment and human health as a result of the presence of
hazardous substances in electrical and electronic equipment, end users of electrical and
electronic equipment should understand the meaning of the crossed-out wheeled bin symbol. Do
EE ot dispose of WEEE as unsorted municipal waste and have to collect such WEEE separately.

Revision

User’s Manual of 802.11n Wireless ADSL2/2+ Router
Model: ADN-4102

Rev: 1.0 (July 2015)

Part No. EM-ADN-4102_v1.0
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Chapter 1. Overview

Built-in Firewall to Have Safe Internet Surfing

PLANET ADN-4102 is a Wireless ADSL 2/2+ Router compliant with 802.11n and features 1T1R MIMO
antenna technology. The ADN-4102’s built-in parental controls is to limit children’s online time — be it
computing or gaming, thus creating a safer computing environment for children. In Annex M mode, the
ADN-4102 provides transmission rates up to 24Mbps downstream and 3.5Mbps upstream with ADSL 2+
support. Through integration with single chipset to reduce boot time, the ADN-4102 brings more powerful
performance to users. The ADN-4102 also supports PPPoA (RFC 2364 -- PPP over ATM Adaptation Layer
5), RFC 2684 encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA
(RFC1483) to establish a connection with ISP.

B | PC PC
PC PC

‘/'-rd-"'\
o
= B
e
ADN-4102  Firewall Inter r*.et

—_—E— ADSL 22+
TOOBASE-TX UTP

High-speed 802.11n Wireless Access

With built-in IEEE 802.11b/g and 802.11n wireless network capabilities, the ADN-4102 allows any computer
and wireless-enabled network device to connect it without additional cabling. Smart phones also jump on the
bandwagon of wireless networking. Its 802.11n wireless capability gives you a high-speed wireless
transmission up to 150Mbps. With a compatible wireless LAN card installed in your PC, any file can be
transferred at a very high speed. The radio coverage is also doubled than before, offering you the
high-speed wireless connection, even in a spacious office or house.
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One-touch Secure Wireless Connection

To secure the wireless communication, the ADN-4102 features the most up-to-date encryptions like WEP,
WPA-PSK and WPA2-PSK. The ADN-4102 also supports WPS configuration with PBC/PIN type for users to
easily connect to a secure wireless network with no need of complicated settings.

WPS (Wi-Fi Protected Setup)
Quick & Easy Wireless Connection

Step 2 Step 3

4-in-1 (4 Multiple SSIDs) Wireless Networking Infrastructures
Up to four wireless networking with management can be established by the ADN-4102. This flexibility makes
it the best choice for SOHO wireless networking in restaurants, hotels, bookstores and more.

Front Panel

ADN-312
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LED Indicator
LED State Description
PWR Green Indicates when the ADSL Router is powered on. The LED will remain on.
Off When the router is powered off
DSL Green When DSL port is connected by Ethernet cable, the LED remains ON.
Flashing | Modem is trying to establish a connection to telecom’s network
Off No Internet connection.
Internet Green Indicates when the router is connected to a DSLAM. The LED will blink
rapidly when Internet traffic is transmitted or received.
Indicates when a networking device is connected to a wired port on the back
LAN 14 Green of the ADN-4102. The LED will blink rapidly when wired data traffic is
transmitted or received.
Flashing | TX or RX activity
Green Blinks rapidly when wireless data traffic is transmitted or received over the
WiFi . erele.ss network. - _
Flashing | The wireless data is transmitting.
Off The wireless Interface is disabled.
Off WPS service is not in use or WPS is set up successfully.
WPS Green Wi-Fi Protected Setup activity. When the WPS mode is activated, the Power
LED blinks as it awaits a connection
Rear Panel

..............................
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Port and Button Definition

Connector Description
POWER Button The power button is for turning on or off the router.
Pressing for 5 seconds and then releasing it can enable the WPS function of the
WPS wireless clients. The ADN-4102 and clients will automatically configure the security
key and connect directly.
The reset button can restore the default settings of device. To restore factory
RST defaults, keep the device powered on and push a paper clip into the hole. Press
down the button for over 5 seconds and then release.
PWR Power connector with 12V DC, 0.5A
Router is successfully connected to a device through the corresponding port (1, 2, 3,
LAN 1-4 or 4). If the LED is flashing, the ADN-4102 is actively sending or receiving data over
that port.
ADSL The RJ11 connector allows data communication between the modem and the ADSL
network through a twisted-pair phone wire.

1.1 System Requirements

Make sure first that you have prepared these following items to guarantee the router can work normally.

® Services subscriptions.

Hub or Switch.

An 10/100Mbps Ethernet card installed on your PC.

(Attached to several PCs through one of Ethernet interfaces on the device).

Operating system: Windows 7, Windows 2000, or Windows XP.
Internet Explorer V8.0 or higher, or firefox v23 or higher.



@ PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ'l' Router
ADN-4102

1.2 Features

The device supports the following features:

Internet Access Features

+ Shared Internet Access through a single external IP address
+ Supports NAT (Network Address Translation)
¢ Built-in ADSL 2/2+ Modem for all common ADSL connections

+ Various WAN connections - PPPoE, PPPoA, Direct Connection Supports Fixed and Dynamic IP Address

Advanced Internet Functions

+ Supports Virtual Servers with quick and easy setup

+ DMZ Support to allow unrestricted 2-way communication with servers or individual users on the Internet
+ Simple firewall with NAT technology

+ Provides options for access control from Internet like Telnet, FTP, TFTP, HTTP, and ICMP services

+ Supports IP/ MAC/ Application/ URL filtering

¢ Universal Plug and Play (UPnP) to allow automatic discovery and configuration of the broadband router

+ Dynamic DNS Support, allowing users to connect a server to the LAN by using a Domain Name even if
you have a dynamic IP address

+ Supports Planet Dynamic DNS service

+ RIP v1/v2 Routing support

LAN Features

¢ 4-port 10/100BASE-TX switching
+ DHCP (Dynamic Host Configuration Protocol) Server Support
¢ Supports IPv6/IPv4

+ Optional NAT ALG, offering 9 items that can be selected from web Ul, including VPN passthrough, SIP,
H.323, ICQ, etc

+ Parental Controls -- Limit specific PC with IP or MAC address to the time and programs available for
internet connection

ireless Features

+ |EEE 802.11b/g/n Wireless Standard compliant

+ Provides data rate up to 150Mbps via 802.11n technology

10
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*

WEP (Wired Equivalent Privacy) Support with key sizes of 64 bit and 128 bit

*

WPS (Wi-Fi Protected Setup) Push Button Control for easy wireless connection without configurations

*

WPA-PSK Support: WPA-PSK_TKIP and WAP-PSK_AES encryptions

*

Wireless MAC Access Control to ensure that only trusted wireless stations can access your LAN

1.3 Specifications

Product 802.11n Wireless ADSL 2/2+ 4-port Router
Model ADN-4102A
Compliant with ADSL Standard
- Full-rate ANSI T1.413 Issue 2
- Gdmt (ITU G.992.1)
- Glite (ITU G.992.2)
- G.hs,Multimode (ITU G.994.1)
Standard Capable of ADSL2 Standard
- G.dmt.bis (ITU G.992.3)
Capable of ADSL2+ Standard
- G.dmt.bisplus (ITU G.992.5)
- Reach Extended ADSL (RE ADSL)
Supports Annex A, M, L
RFC 2364 - PPP over ATM (LLC/VCMUX)
RFC 2516 - PPP over Ethernet (LLC/VCMUX)
Protocol RFC 1483 - Classic IP over ATM (LLC/VCMUX)
RFC 2684 - Bridged IP over ATM (LLC/VCMUX)
RFC 2684 - Routed IP over ATM (LLC/VCMUX)
Supports up to 8 PVCs
ATM Forum UNI 3.1/4.0 PVC
VC and LLC Multiplexing
Integrated ATM AALS5 support (UBR,CBR,VBR-rt and VBR-nrt)
0~255 VPI plus 1~65535 VCI address range
OAM F4 & F5 Segment end-to-end loop-back, AIS, and RDI OAM cells

AAL and ATM Support

LAN 4 x Ethernet (10/100Mbps, auto-negotiation, auto MDI/MDI-X)
Ports |WLAN 1 x 802.11b/g/n Access Point with one 2dBi dipole antenna
WAN 1xRJ11
LED Indicators PWR, Link, Data, LAN 1~4, WLAN, WPS
Button Reset, WPS, Power
Max. Concurrent Sessions (2048
Wireless Standard IEEE 802.11b, g and 802.11n
Wireless Frequency 2.4 to 2.4835GHz (Industrial Scientific Medical Band )
Wireless Channels Maximum 14 channels, depending on regulatory authorities

11
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Wireless Data Encryption

64 bit/128 bit WEP, WPA-PSK/WPA2-PSK and WPS PBC

Wireless Data Rate

Maximum up to 150 Mbps

IEEE 802.11b: 1/2/5.5/11Mbps

IEEE 802.119: 6/9/12/18/24/36/48/54Mbps

IEEE 802.11n: 14/29/43/58/87/116/130/144Mps in 20MHz
30/60/90/120/150Mbps in 40MHz

RF Modulation

IEEE 802.11b mode: DSSS (CCK,QPSK,BPSK)
IEEE 802.11g mode: OFDM (BPSK,QPSK,16QAM,64QAM)
HT20 and HT40: 64 QAM, 16QAM, QPSK, BPSK

Transmit Power

IEEE 802.11b: 16.5dBm * 1.5dBm

IEEE 802.119: 14dBm + 1.5dBm

IEEE 802.11n HT20M:13dbm + 1.5dBm
IEEE 802.11n HT40M: 13dbm + 1.5dBm

Receiver Sensitivity

Protocols/Features

IEEE 802.11b: < -80dBm
IEEE 802.119: < -68dBm
IEEE 802.11n HT20M: < -64dbm
IEEE 802.11n HT40M: < -61dbm

NAT supports multimedia applications

NAT, Static Routing, and RIPv1/2

Transparent Bridging

Dynamic Domain Name System (DDNS)

SNTP

DNS relay and IGMP proxy

DMZ and Virtual Server

Quality of Service (QoS) for Traffic Prioritization
TR-069 Ready

UPnP

Security

PPP over PAP (Password Authentication Protocol, RFC 1334)
PPP over CHAP (Challenge Authentication Protocol, RFC 1994)
DoS Protection

Access Control

ACL (Access Control)

IP/ MAC / URL Filter

Stateful Packet Inspection (SPI) Firewall

Password protection for system management

Management

Environment Specifications

Web-based configuration
Embedded Telnet server for remote and local management

Firmware upgraded and configuration data upload/download via Web

Support DHCP Server/Client/Relay
Built-in diagnostic tool
TR-069

Dimensions (W x D x H)

117 x 100 x 25 mm

12
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Power

12V DC, 0.5A

Temperature and Humidity

Operating temperature: 0 ~ 50 degrees C
Storage temperature: -10 ~ 70 degrees C
Humidity: 10 ~ 95% non-condensing

Emission

FCC, CE

13
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Chapter 2. Hardware Installation

Connect the LINE interface of the device and the DSL interface of the splitter with a telephone cable.
Connect the phone set to the Phone interface of the splitter through a telephone cable. Connect the input
cable to the LINE interface of the splitter.
The splitter has three interfaces:

® LINE: Connect to a wall phone interface (RJ-11 jack).

® DSL: Connect to the DSL interface of the device.

® Phone: Connect to a telephone set.
Connect the LAN interface of the device to the network card of the PC through an Ethernet cable
(MDI/MDIX).

Use the twisted-pair cable to connect the hub or switch.

Insert one end of the power adapter to the wall outlet and connect the other end to the POWER interface of
the device.

The following figure shows the application diagram for the connection of the router, PC, splitter and the
telephone sets.

Press the button

Ethernet Cable Telephone Line
&

.
-

PHONE Telephone
DSLw | | A
Power Adapter Splitter
LINE r'd
. ' Phone
Telephone Line Jack

PC
(DHCP Client or Fixed 192.168.1.x)

14
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Chapter 3. Web Configuration

This chapter describes how to configure the device by using the Web-based configuration utility.

3.1 Accessing the Router

The following describes how to access the device for the first time in details.
Step 1 Open the Internet Explorer (IE) browser and enter http://192.168.1.1 in the address bar.
Step 2 On the Login page that is displayed, enter the username and password, and then click OK.

® The username and password of the super user are admin and admin.

. PLFNGT ADSL Router Login

L ) AT

User Name

Password:

After logging in, the page shown in the following figure appears. You can check, configure and modify all the
settings.

802.11n ADSL 2/2+ Router

Advanced Service Firewall Maintenance

ADSL Router Status
This page shows the current status and some basic settings of the device.
7. System
» Device_info
Alias Name ADMN-4102
» ADSL &
Uptime 00:37
Firmware Version RTKV2.2.6
Built Date Jun 17 2015 09:27:54
Serial Number 00304F49E021

15
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On the Web configuration page, you can click Apply Changes to save the
settings temporarily. If you want to save the settings on this page
permanently, clicks “save” that appears at the bottom of the Web page
after the configuration.

Attention Config is modified to

make it effective forever!

3.2 Status

In the navigation bar, choose Status. On the Status page that is displayed contains: Device Info, ADSL and
Statistics.

3.2.1 Device Information

Choose Status > Device Info and the page displayed shows the current status and some basic settings of
the router, such as software version, DSP version, uptime, upstream speed, and downstream speed.

802.11n ADSL 2/2+ Router

Advanced Service Firewall Maintenance

ADSL Router Status

This page shows the current status and some basic seltings of the device
» Device_info

oy System
= Device_info
Alias Name ADM-2102
=~ ADSL
Uptime 00:2:46
v Stafistics DateTime Wed Jul 15 16:21:49 2015
Firmware Version RTK V2.2.8
Built Date Jun 17 2015 09:27.54
Serial Number 00304F43E021
084 DSL
Operational Status Go82.1
Upstream Speed 160 kbpsz
Downstream Speed 4768 kbp=

16
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3.2.2 ADSL

Click ADSL in the left pane and the page shown in the following figure appears. On this page, you can view
the ADSL line status, upstream rate, downstream rate and other information.

Choose Status > LAN and the page displayed shows some basic LAN settings of the router. On this page,
you can view the LAN IP address, DHCP server status, MAC address, and DHCP client table.

¢ ) ﬂmmm_e‘_[i 802.11n ADSL 2/2+ Router

Wizard Setup Advanced Senvice Firewall Maintenance

ADSL Configuration

Thi= page shows the setting of the ADSL Router.

» Device_info Ads| Line Status SHOWTIME.
» ADSL Adsl Mode 59921
Up Stream 160 kbps

v Statistics Down Stream 4783 kbps

Attenuation Down Stream 1

1=}

Attenuation Up Stream 11

SHR Margin Down Stream 329

SHR Margin Up Stream 31.0
Vendor ID RETK
Firmware Version 4928dch2
CRC Errors 0

17
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3.2.3 Statistics

Choose Status > Statistics. Click Statistics in the left pane and the page shown in the following figure
appears. On this page, you can view the statistics of each network port.

¢ &m_g‘ 802.11n ADSL 2/2+ Router

Wizard Setup Advanced Service Firewall Maintenance

Statistics

Thiz page shows the packet siatislics for iransmssion and reception regarding fo network nierface
v Device_info

s Statistics:

Interface Rx pkt Rx err Rx drop Tx pht Tx err Tx drop
= Statistics

lmm 0 ] o ] (]

lan2 ] o 1] o ]
lan3 38 0 1] 282 ]

lgnd 0 ] ] 2 1]

5 258 1 23 o o
= ] ] o ] o

El 0 0 0 ] 0

5 ] 0 0 ] 0

=2 1] 0 o ] o

=5 0 0 1] ] ] 0
L] 0 Q ] ]

a7 ] ] ] ] ]

7007 ] g 258 ] 130
TooT o o 388 ] 120

2 ] ] ] ] (]

i 1] ) o ] 0 ]

ws 0 o o ] a 1}
w3 a 0 1] o 7

3.3 Wizard

When subscribing to a broadband service, you should be aware of the method by which you are connected
to the Internet. Your physical WAN device can be either PPP, ADSL, or both. The technical information about
the properties of your Internet connection is provided by your Internet Service Provider (ISP). For example,
your ISP should inform you whether you are connected to the Internet using a static or dynamic IP address,
and the protocol that you use to communicate on the Internet.

18
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In the navigation bar, choose Wizard. The page shown in the following figure appears. The Wizard page
guides fast and accurate configuration of the Internet connection and other important parameters. The
following sections describe these various configuration parameters. Whether you configure these
parameters or use the default ones, click NEXT to enable your Internet connection.

- — 802.11n ADSL 2/2+ Router

Wizard Setup Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1. WAN Connection Setting

Step 2: WLAN Connection Setting

Step 3: Save Setting

= Wizard

Step 1: WAN Connection Setting: Please select the wan connection mede
VPIVCE: wPL o |wm-258) ver o | (32-85535)
Encapsulation: @ Licisnar O ve-Mux

O Bridge

O Pk
Connection Mode: 2 PPPOE

O PPPoa

3 1483 Routed

The following table describes the parameters on this page:

Field Description

Virtual path identifier (VPI) is the virtual path between two points in an ATM network. Its
VPI valid value is in the range of 0 to 255. Enter the correct VPI provided by your ISP. By
default, VPI is set to 0.

Virtual channel identifier (VCI) is the virtual channel between two points in an ATM
network. Its valid value is in the range of 32 to 65535. (0 to 31 is reserved for local
management of ATM traffic) Enter the correct VCI provided by your ISP. By default, VCI is
set to 0.

VCI

There are five WAN connection types: Bridged, IPoE (MER), PPP over Ethernet (PPPoE), PPP over
ATM (PPPoA), 1483 Routed, and. The following describes them respectively.

19
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Bridge
After setting, click Next and the page as shown in the following figure appears.

Status

Firewall

Fast Config
The wizard will help you do some hasic configurations step by step.
m Step 1: WAN Connection Setting
; Step 2: WLAN Connection Sefting
s Wizard

Step 3: Save Setting

Step 1: WAHN Connection Setting: Please select the wan connection mode
VRIVCE: VP .IJ | {0-255) VCI !25 ] (32-65535)
Encapsulation: @ LLosnar Ove-mux

O] Bridge

O poE
Connection Mode: C PPPoE

O PPPoa

1433 Routed

Hext

Status Setup Advanced Service Firewall Maintenance

Fast Config

s Wizard

Step 2:Wireless Fast Settings: Please config basic settings about wirslezs

VILAN: & Enable O Dizable

Band: 2.4 GHz (B+G+N}) |»

S510: |ADI‘I--‘-1IJE_2.2.2.G

20
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Status iz Setup Advanced Service Firewall Maintenance
Fast Config
m Step 3:5ave If yvou need finish 2ettingz in the fazt config,pleaze click "Apphy Changez".otherwize pleaze click

» Wizard Settings Cancel” or " Prev™.

Settings as follow:

VP 0

VCE 35
Encapsulation: LLC/SNAP
Channel Mode: Bridge
WLAN : Enable

PPPOE/PPPoA

On the Connection Mode page, set the WAN connection type to PPP over Ethernet (PPPoE), and the
encapsulation mode to LLC/SNAP.

Status fiz Setup Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
m Step 1. WAN Connection Setting

Step 2. WLAN Connection Setting

Wizard
s Step 3: Save Setting
Step 1: WAN Connection Setting: Pleaze =elect the wan connection mode
VPIVCE: WPL .;u-zssj: VEL {32.68838)
Encapsulation: @ LLoshap O ve-Mux
@] Bridge
O IPoE
Connection Mode: & PPPoE
O prroa
O 1482 Routed
IP Protocol:
PPP Settings: U=zernames: Pazzword:
Field Description
PPP Username Enter the username for PPPoE dial-up, which is provided by your ISP.

21
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Field Description
PPP Password Enter the password for PPPoE dial-up, which is provided by your ISP.
After setting, click Next and the page as shown in the following figure appears.
Status iz Setup Advanced Service Firewall Maintenance
Fast Config
m Step 2Wireless Fast Settings: Pleaze coenfig bazic zettings about wirsless.
s Wizard
VILAN: ® Enable O Disable
Band: 2.4 GHz (B+G+N) &
5510 |ADI-4--‘-1I32_2.2.2.S
Encryption:
Status iz Setup Advanced Service Firewall Maintenance

Fast Config

m Step 3:5ave If you need finish 2ettings in the fast config,please click "Apply Changes".otherwize pleaze click

= Wizard Settings Cancel or ™ Prev”.

Settings as follow:

VP 0

VCl: ac
Encapsulation: LLC/SNAP
Channel Mode: PPPoE

IP Protocol: Ipwéd

PRE Username: pppoel

PRPp password: pppoeli

DNS Setting: DNS Automatically
VULAN : Enable

If the WAN connection type is set to PPPoA, the parameters of the WAN connection
type are the same as those of PPPoE. For the parameters on these pages, refer to the
parameter description of PPPoE.
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IPoE (MER)/1483 Routed

On the Connection Mode page, set the WAN connection type to IPoE, and the encapsulation mode to
LLC/SNAP.

Status I Setup Advanced Semvice Firewsall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
B - o comecion seting

Step 2- WLAN Connection Sefting

> Wi Step 3- Save Sefting
Step 1: WAN Connection Setting: Piease select the wan connection mods
VRPIACI: L 0-255) VCL |0 (32-65535
Encapsulation: & LLershAP O WE-Mux
O Bridge
& poE
Connection Mode: ) PPRE
i prRoa,
1483 Routed
IP Protocol: lowd W
1P Protocol: lpwd il
VIAN IP Settings: @ attain 1P Automatically
O e Na nually
Default Route: & Enable O Disable
NS Settings: () astain DNS Automatically
O 521 DNS Manually ;
Wext |
Field Description

Select it and DHCP automatically assigns the IP address for WAN

Attain IP Automatically )
connection.

When selecting it, you need to manually enter the IP address,
IP Manually subnet mask, and default gateway for WAN connection, which are
provided by your ISP.

Attain DNS Automatically Select it and DHCP automatically assigns DNS server address.

Select it to manually enter the primary DNS server address and
Set DNS Manually
secondary DNS server address.
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Status | Setup Advanced Service Firewall Maintenance

Fast Config

m Step 2ZWireless Fast Settings: Pleaze config bagic =ettings about wirsless

» Whizard

VILAM: @ Enable O Disable

Band: 2.4 GHz (B+G+N) | »

35ID: |ADI‘4--‘-1I32_2.2.2.E

After setting, click Next and the page as shown in the following figure appears.

Status ] Setup Advanced Service Firewall Maintenance

Fast Config

m Step J:Save If veu need finizh zettings in the fast config pleaze click "Apply Changez™.otherwize pleaze click

= Wizard Settings Cancel” or " Prev”.

Settings as follow:

VP 0

VCL 35
Encapsulation: LLC/SNAP
Channel Mode: IPoE

IP Protocol: Ipwd

IP Setting: Ip Automatically
DNS Setting: DNS Automaticalhy
VVLAN : Enable

For subsequent configuration, refer to the description in the above section PPPoE/PPPoA.

If the WAN connection type is set to 1483 Routed, the parameters of the WAN connection
type are the same as those of IPoE. For the parameters on these pages, refer to the
parameter description of IPoE.
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3.4 Setup

In the navigation bar, click Setup. The Setup page that is displayed contains WAN and LAN.

3.4.1 WAN

Choose Setup > WAN. The WAN page that is displayed contains WAN, Auto PVC, ATM and ADSL.

3.4.1.1 WAN Setting

Click WAN in the left pane and the page shown in the following figure appears.

On this page, you can configure WAN interface of your router.
Status Wizard it hdvanced Service Firererall Mainlenance

WAN Conliguration

_ = S T M A R R il D

Dedpult Rouke Selection 2 A Speoifed

Ak |

A& T
WP 3 Wl

ADA - -
Ercapulaibon =LLE VE-Mux
Channel Mode Eriags L4 Enabla MAFT:
Enmable IGMP: Enable PVC Disxble PUC
PPP Setiings:
Ussr Nams Passvimnd
Type: |aite Time jmim):

VAN P Seflings

ViAH IP Saflings

Type Fiaged iP PP

Locsl IP Addisas Remaots IF Address

Flethlask

Dwlault Roubs Dinabla Enabis Aale
Urmumbered

cect || Owoowct | pas | wosin Jf v | o [ et

The following table describes the parameters:

Field Description

Default Route Selection You can select Auto or Specified.

The virtual path between two points in an ATM network,
ranging from 0 to 255.

VPI

25



L PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ'l' Router
ADN-4102

Field

Description

VCI

The virtual channel between two points in an ATM network,
ranging from 32 to 65535 (1 to 31 are reserved for known
protocols)

Encapsulation

You can choose LLC and VC-Mux.

Channel Mode

You can choose Bridge, IPoE, PPPoE, PPPoA, 1483
Routed or IPoA.

Select it to enable Network Address Port Translation (NAPT)
function. If you do not select it and you want to access the

Enable NAPT Internet normally, you must add a route on the uplink
equipment. Otherwise, the access to the Internet fails.
Normally, it is enabled.
You can enable or disable Internet Group Management
Enable IGMP )
Protocol (IGMP) function.
PPP Settings
Enter the correct user name for PPP dial-up, which is
User Name .
provided by your ISP.
Enter the correct password for PPP dial-up, which is provided
Password
by your ISP.
Type You can choose Continuous, Connect on Demand, or

Manual.

Idle Time (min)

If set the type to Connect on Demand, you need to enter the
idle timeout time. Within the preset minutes, if the router does
not detect the flow of the user continuously, the router
automatically disconnects the PPPoE connection.

WAN IP Settings

Type

You can choose Fixed IP or DHCP.

o |If select Fixed IP, you should enter the local IP address,
remote IP address and subnet mask.

o If select DHCP, the router is a DHCP client, the WAN IP
address is assigned by the remote DHCP server.

Local IP Address

Enter the IP address of WAN interface provided by your ISP.

Netmask Enter the subnet mask of the local IP address.
Unnumbered Select this checkbox to enable IP unnumbered function.
Add After configuring the parameters of this page, click it to add
new PVC into the Current ATM VC Table.
Select PVC in the Current ATM VC Table, and modify the
Modify parameters of this PVC. After finishing, click it to apply the

settings of this PVC.

WAN Interfaces Table

This table shows the existed PVCs. It shows the interface
name, channel mode, VPI/VCI, encapsulation mode, local IP
address, remote IP address and other information. The
maximum item of this table is eight.
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3.4.1.2 Auto PVC

Click Auto PVC in the left pane and the page shown in the following figure appears. On this page, you can

get a PVC automatically through detecting function, and add or delete the PVC that you do not want.
Sefup Firewall Maintenance

Auto PVC Configuration

_ This page is used to configure pvc auto detect function. Here you can add/delete auto pvc search table.
* WAN Probe WAN PVC Probe
# Auto PVC
* ADSL

s Current Auto-PVC Table:

“ ” ’
1 a8 35
2 0 43
3 0 51
4 0 59
3 a8 43
[ a8 51
7 8 59

Field Description

Probe WAN PVC Click Probe to display WAN Permanent virtual circuit.

Virtual Path Identifier. This is read-only field and is selected on the Select
column of the Current ATM VC Table.

VPI

Virtual Channel Identifier. This is read-only field and is selected on the Select
VCI column in the Current ATM VC Table. The VCI, together with VPI, is used to
identify the next destination of a cell as it passes through the ATM switch.
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3.41.3 ATM

Click ATM in the left pane and the page shown in the following figure appears. On this page, you can
configure the parameters of the ATM, including QoS, PCR, CDVT, SCR and MBS.

Setup Firewall Maintenance

ATM Settings
This & is used to configure the parameters for the ATM of your ADSL Router. Here you may change the setting for QoS
¥ WAN
VPIL: VI Gos: |UBR b
# Auto PVC
PCR: COVT: S5CR: MEBS:
® AT

5 Current ATM V'C Table:

Select VRl VCI God PCR CDVT SCR MB3

O 0 3 UER E144 0 = =

The following table describes the parameters:

Field Description

Virtual Path Identifier. This is read-only field and is selected on the Select column
in the Current ATM VC Table.

Virtual Channel Identifier. This is read-only field and is selected on the Select
VCI column in the Current ATM VC Table. The VCI, together with VPI, is used to
identify the next destination of a cell as it passes through the ATM switch.

VPI

Quality of Server, a characteristic of data transmission that measures how

accurately and how quickly a message or data is transferred from a source host to

a destination host over a network. The four QoS options are

B UBR (Unspecified Bit Rate): When UBR is selected; the SCR and MBS fields
are disabled.

QoS B CBR (Constant Bit Rate): When CBR is selected; the SCR and MBS fields are
disabled.

B nrt-VBR (non-real-time Variable Bit Rate): When nrt-VBR is selected, the
SCR and MBS fields are enabled.

B rt-VBR (real-time Variable Bit Rate): When rt-VBR is selected, the SCR and
MBS fields are enabled.

Peak Cell Rate, measured in cells/sec., is the cell rate which the source may

PCR
never exceed.

SCR Sustained Cell Rate, measured in cells/sec., is the average cell rate over the
duration of the connection.

MBS Maximum Burst Size, a traffic parameter that specifies the maximum number of
cells that can be transmitted at the peak cell rate.

CDVT Cell delay variation tolerance (CDVT) is the amount of delay permitted between

ATM cells (in microseconds).
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3.4.1.4 ADSL

Click ADSL in the left pane and the page shown in the following figure appears. On this page, you can
select the DSL modulation. This factory default setting is mostly used . The router supports these
modulations: G.Lite, G.Dmt, T1.413, ADSL2 and ADSL2+. The router negotiates the modulation modes
with the DSLAM.

Firewall Maintenance

ADSL Settings

This page allows you to choose which ADSL modulation settings your modem router will support.
s wan
® AN O a.Lite
% Auto PVC [4 .omt
x ATM ADSL modulation: [ 11.212
B TG O apsLz
[+ apsLz-
_ Annexl Cptien: Enabled
m Annexi Option: O enabled
[4] Bitswap Enable

ADSL Capability:
[ =ra Ensslz

Apply Changes

The following table describes the parameters:

Field Description

Choose preferred xdsl standard protocols.
G.lite : G.992.2 Annex A

G.Dmt: G.992.1 Annex A

T1.413 :T1.413 issue #2

ADSL2 : G.992.3 Annex A

ADSL2+ : G.992.5 Annex A

ADSL modulation

AnnexL Option Enable/Disable ADSL2/ADSL2+ Annex L capability.
AnnexM Option Enable/Disable ADSL2/ADSL2+ Annex M capability.
“Bitswap Enable”; Enable/Disable bitswap capability.
ADSL Capability “SRA Enable”: Enable/Disable SRA (seamless rate adaptation)
capability.
3.4.2 LAN

Choose Setup > LAN. The LAN page that is displayed contains LAN, DHCP, DHCP Static and LAN IPv6.
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3.4.2.1 LAN Setting

Click LAN in the left pane and the page shown in the following figure appears. On this page, you can
change IP address of the router. The default IP address is 192.168.1.1, which is the private IP address of
the router.

Setup Firewall Maintenance

LAMN Interface Setup

This page is used to configure the LAN interface of your Router. Here you may change the setting for I[P address, subnet mask
Interface Name: Etherneti
* LAN
IP Address: 182.188.1.1
* DHCP
Subnet Mask: 255.255.255.0
* DHCP Static
O Secondary IP
¥ LAN IPwvE
IGMP Snocoping: ) Disable ® Enable
Apply Changes
MAC Address Control: Orant Oranz Oiana Orans Owean

Mews MAC Address:

o0 Current Allowed MAC Address Table:

MAC Addr Action
The following table describes the parameters:
Field Description
IP Address The IP address of your LAN hosts used to identify the device’s LAN port.

Enter the subnet mask of LAN interface. The range of subnet mask is from
255.255.0.0 to 255.255.255.254

Select it to enable/disable a secondary LAN IP address. The two LAN IP
addresses must be in the different network.

Subnet Mask

Secondary IP

Enable/disable the IGMP snooping function for the multiple bridged LAN
ports.

It is the access control based on MAC address. Select LAN1, LAN2, LAN3,
LAN4, WLAN and the host whose MAC address listed in the Currently
Allowed MAC Address Table can access the device. Then click “Apply

IGMP Snooping

MAC Address Control

Changes” to save the new settings.
New MAC Address Enter MAC address and then click Add to add a new MAC address.

3.4.2.2 DHCP

Dynamic Host Configuration Protocol (DHCP) allows the individual PC to obtain the TCP/IP configuration
from the centralized DHCP server. You can configure this router as a DHCP server or disable it. The
DHCP server can assign IP address, IP default gateway, and DNS server to DHCP clients. This router can
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also act as a surrogate DHCP server (DHCP Relay) where it relays IP address assignment from an actual
real DHCP server to clients. You can enable or disable DHCP server.

Click DHCP in the left pane and the page shown in the following figure appears.
Status Wirard Advanced Service Firewsall Maintenance

DHCP Mode

OHCP
LAN IF Address 2 1881
HCP Stat
Subsnet Mask JEE EE D55 0
AH |PwE

DHCP Mods

Interface: FARD ‘-. ¥

IP Pool Range 1932 188 .1 300 - [193. 1€

Subnet Mask 28 255 258
Delault Galeway 182.168.1.1

Max Lease Time: 1440 minuies
Max Lesze Time 1440 minutes

Diomain Hame:

DS Servers

=
S5&t VendorClass [P Range

The following table describes the parameters:

Field Description
You can choose None, DHCP Relay and DHCP Server. If set to DHCP
Server, the router can assign IP addresses, IP default gateway and DNS

DHCP Mode . ) ' .
Servers to the host in Windows95, Windows NT and other operating
systems that support the DHCP client.

By default, all ports are selected; click it to unselect and those ports cannot

Interface

function with the IP address.

Specify the lowest and highest addresses in the pool. It specifies the first IP
IP Pool Range address in the IP address pool. The router assigns IP address based on the
IP pool range to the host.

Click it and the Active DHCP Client Table appears. It shows IP addresses

Show Client

assigned to clients.
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Field

Description

Subnet Mask

Enter the subnet mask.

Default Gateway

Enter the default gateway of the IP address pool.

The Lease Time is the amount of time that a network user is allowed to
maintain a network connection to the device using the current dynamic IP
address. At the end of the Lease Time, the lease is either renewed or a new
IP is issued by the DHCP server. The amount of time is in units of seconds.
The default value is 1440 minutes (1 day).

Max. Lease Time

. Domain Name is the most recognized system for assigning addresses to
Domain Name
Internet web servers.

DNS Servers

You can configure the DNS server IP addresses for DNS Relay.

Click Show Client on the DHCP Mode page and the page shown in the following figure appears. You can
view the IP address assigned to each DHCP client.

Active DHCP Client Table

This table shows the assigned |IP address, MAC address and time expired for 2ach DHCF leased clien
L
Hame IF Address MAC Address Expiry(s) Type
[ Refrazh ] [ Close ]

The following table describes the parameters:

Field Description

IP Address It displays the IP address assigned to the DHCP client from the router.
It displays the MAC address of the DHCP client. Each Ethernet device has a

MAC Address unigue MAC address. The MAC address is assigned at the factory and it consists
of six pairs of hexadecimal character, for example, 00-30-4F-00-02-12.

Expiry It displays the lease time. The lease time determines the period that the host
retains the assigned IP addresses before the IP addresses change.

Refresh Click it to refresh this page.

Close Click it to close this page.
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Click Set Vendor Class IP Range on the DHCP Mode page and the page as shown in the following figure
appears. On this page, you can configure the IP address range based on the device type.
Device IP Range Table

This page is used to configure the |P address range based on device ty

device name: I:I
start address: I:I
end address: I:I
Router address: ]
option&0 I:I

B 3 3 3

-~: IP Range Table:

select: device name: start address: end address: default gateway: option&d:

In the DHCP Mode field, choose None and the page shown in the following figure appears.

Status Wizard Advanced Service Firewall Maintenance

DHCP Mode

. This pag
stwork 25 t

* LAN

DHCP Relay if you are using the other DHCP server to assign IF addn

# LAN ill do nothing when the hosts request a IP address
* DHCP
LAN IP Address: 192.188.1.1
% DHCP Static
Subnet Mask: 2552552550
# LAN IPvE
oH tiode

[ |
Set VendorClass IF Rangs
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In the DHCP Mode field, choose DHCP Relay and the page shown in the following figure appears.
Status Wizard Setup Advanced Service Firewall Maintenance

DHCP Mode

This page can be use
on your LAN. The device

DHCP

garen {2)If you choose "Mone”, then the modem will do nothing when the hosts request a IP address.
¥ DHCP

LAN IP Address: 192.1688.1.1
* DHCP Static

Subnet Mask: 2552552550
# LAN IPwG

DHCP Mode DHCP Relay M

Relay Server:

ropy cranges | e

The following table describes the parameters:

Field Description
If set to DHCP Relay, the router acts as a surrogate DHCP Server and

DHCP Mode relays the DHCP requests and responses between the remote server
and the client.

Relay Server Enter the DHCP server address provided by your ISP.

Apply Changes Click it to save the settings on this page.

Undo Click it to refresh this page.

3.4.2.3 DHCP Static IP

Click DHCP Static IP in the left pane and the page shown in the following figure appears. You can assign
the IP addresses on the LAN to the specific individual PCs based on their MAC address.

Status Wizard Setup Advanced Service Firewall Maintenance

DHCP Static IP Configuration

This page lists the fized |IP/MAC address on your LAM. The device distributes the number configured to hosts on your network as
they request Internst acosss.
IP Address: 0.0.00
# LAN
Mae Address: 000000000000 {ex. 00204F710502)
* DHCP
# LAN IPvE o) Current ATM VC Table:
Select IP Address MAC Address
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The following table describes the parameters:

Field Description

Enter the specified IP address in the IP pool range, which is
assigned to the host.

MAC Address Enter the MAC address of a host on the LAN.

After entering the IP address and MAC address, click it. A row will
be added in the DHCP Static IP Table.

Select a row in the DHCP Static IP Table; then click it and this row

IP Address

Add

Delete Selected

is deleted.
Undo Click it to refresh this page.
Current ATM VC Table It shows the assigned IP address based on the MAC address.

3.4.2.4 LAN IPv6

On this page, you can configure the LAN IPv6. Choose Setup > LAN > LAN IPv6. The IPv6 LAN setting
page as shown in the following figure appears:

Setup Firewall Maintenance

LAN IPvE Setting

This page is used to configurate ipvd |an setting. User can set lan RA server work mode and lan DHCPWE server work mode
d d d

= Lan Globkal Address Setting

= LAN Global Address:
* DHCP
Apply Changes
* DHCP Static ; )
~4 RA Setting
# LAN IPwvG
Enable: E

M Flag: Ll

O Flag: [¥]

MMax Interval: 800 Secs
Iin Interwal: 200 Secs
Prefix Mode: Auto b

The following table describes the parameters:
LAN Global Address Setting

Field Description

Global Address Specify the LAN global IPv6 address; may be assigned by ISP.
RA Settings

Field Description

Enable Enable or disable the Router Advertisement feature.
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Field Description

M Flag Enable or disable the “Managed address configuration” flag in RA packet.

O Flag Enable or disable the “Other configuration” flag in RA packet.

Max. Interval Maximum sending time interval.

Min. Interval Minimum sending time interval.
Specify the RA feature prefix mode

) Auto: The RA prefix will use WAN dhcp-pd prefix

Prefix Mode . . i . .
Manual: User will specify the prefix Address, Length, Preferred time and Valid
time.

ULA Unique Local Address. Enable/Disable the feature to access.

RA DNS Enable Enable/Disable the feature to access.

DHCPv6 Settings

Field

Description

DHCPv6 Mode

Select the Mode to None or Manual Mode or Auto Mode.

IPv6 Address Suffix
Pool

Enter the IPv6 address.

IPv6 DNS Mode

Select the Mode to Auto or Manual.
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3.5 WLAN

This page contains all the wireless basic settings. Most users will be able to configure the wireless portion

and get it working properly using the setting on this screen.

Status Wizard ) Advanced Service Firewall Maintenance

Wireless Basic Settings
Thiz page iz used to configure the parameters for your wireless network.

Ll Disable Wireless LAN Interface
» Basic
Mode: AP W
: Security
S5ID: ADN-2102_2.2.28
* MBSSID
: Access Control List
Channel Width: 40MHZ hd
¥ Advanced
Control Sideband: Lower
s WPS
Channel Humber: 1 ¥ | Current Channel: 1
Radio Power (Percent): 100% |

Aszszociated Clients: Show Active Clients

The following table describes the parameters:

Fields Description

Disable Wireless
LAN Interface

Enable/Disable the wireless function for ADSL modem.

Select the appropriate band from the list provided to correspond with your network

Band ]

setting.
Mode Select AP Mode.

The Service Set Identifier (SSID) or network name. It is case sensitive and must not
SSID exceed 32 characters, which may be any keyboard character. The mobile wireless

stations will select the same SSID to be able to communicate with your ADSL modem
(or AP).

Channel Width Select channel width to 20MHz, 40MHz or 20/40MHz.

Control Sideband | Select upper or lower sideband.

Select the appropriate channel from the list provided to correspond with your network

Channel Number . . . . L ;
settings. You will assign a different channel for each AP to avoid signal interference.

Radio Power
100%, 80%, 50%, 25%, 10%.
(Percent)
Associated Click it to see the clients currently associated with the ADSL modem.
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Fields

Description

Clients

Active Wireless Client Table
Thiz table =hows the MAC addrezs, tranzmizzion, reception packet counters and encrypted statuz for each azzociated

wireless client.

2 Active Wireless Client Table:

MALC Address Tx Packet Rx Packet Tx Rate (Mbps} Power Saving Expired Time s}

Mone — — — — —

3.5.1 Security

This screen allows you to set up the wireless security. Turn on WEP or WPA by using encryption keys that

could prevent any unauthorized access to your WLAN.

Status Wizard

v LAN

* WLAN

H

Basic

-

Security

-

MBSSID

-

Access Control List

o

Advanced

o

WPS

Advanced Service Firewall Maintenance

Wireless Security Setup
Thiz page allows you =etup the wireless gecurity. Turn on WEP or WPA by u=ing Encryption Keys could prevent any unauthorized access
to your wirgless network.

SSID TYPE: ®@nroot Ovarn Owvapt Owapz Ovaps
Encryption:

| Use §02.1x Authentication VWEP G4bitz WEP 128bitz

WPA Authentication Mode: Enterprize (RADIUS) Perzonal (Pre-Sharsd Key)

Pre-5hared Key Format: l:l

Pre-Shared Key: | |

Authentication RADIUS Server: Port |:| I address :l Password |:|

set WEP key value.

Note: When encryption WEP is selected, you mus

Apply Changes

The following table describes the parameters:

Fields

Description

SSID Type

Select the SSID Type.

38




@ PLANET

Metworking & Communication

802.11n Wireless ADSL 2/2+ Router
ADN-4102

Fields

Description

Encryption

There are 4 types of security to be selected. To secure your WLAN, it's
strongly recommended to enable this feature.

WEP: Make sure that all wireless devices on your network are using the
same encryption level and key.

WPA/WPA2 (TKIP): WPA/WPA2 uses Temporal Key Integrity Protocol
(TKIP) for data encryption. TKIP utilizes a stronger encryption method and
incorporates Message Integrity Code (MIC) to provide protection against
hackers.

WPA/WPA2 (AES): WPA/WPAZ2, also known as 802.11i, uses Advanced
Encryption Standard (AES) for data encryption. AES utilizes a symmetric
128-bit block data encryption.

WPA2 Mixed: The AP supports WPA (TKIP) and WPA2 (AES) for data
encryption. The actual selection of the encryption methods will depend on
the clients.

Use 802.1x Authentication

Check it to enable 802.1x authentication. This option is selected only when
the “Encryption” is chosen to either None or WEP. If the “Encryption” is
WEP, you need to further select the WEP key length to be either WEP 64
character or WEP 128 character.

WPA Authentication Mode

There are 2 types of authentication mode for WPA.

WPA-RADIUS: WPA RADIUS uses an external RADIUS server to perform
user authentication. To use WPA RADIUS, enter the IP address of the
RADIUS server, the RADIUS port (default is 1812) and the shared secret
from the RADIUS server.

Pre-Shared Key: Pre-Shared Key authentication is based on a shared
secret that is known only by the parties involved. To use WPA Pre-Shared
Key, select key format and enter a password in the “Pre-Shared Key
Format” and “Pre-Shared Key” setting respectively.

Pre-Shared Key Format

Passphrase: Select this to enter the Pre-Shared Key secret as
user-friendly textual secret.

Hex (64 characters): Select this to enter the Pre-Shared Key secret as
hexadecimal secret.

Pre-Shared Key

Specify the shared secret used by this Pre-Shared Key. If the “Pre-Shared
Key Format” is specified as PassPhrase, then it indicates a passphrase of
8 to 64 character long or 64-hexadecimal number.

Authentication RADIUS
Server

If the WPA-RADIUS is selected in “WPA Authentication Mode”, the port
(default is 1812), IP address and password of external RADIUS server are
specified here.
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3.5.2 MBSSIDs

This screen allows you to do the wireless multiple MBSSIDs setup.

Simius Wirard Afvancad Larvice Firenaali Mgintenancs

Wireless Multiple BSSID Setup

Ths: page A B iy = LT Tul 4 2 AF] Here yoe can enabetdsabe woriusl AF and s=t ix S50 aned auieirices

5 WN § “Aapks Changes™ fo feke £ sifect

O natsia vars

SSI:
¥ Basar

Brosdeast S50 EnatiE uF T
i Securicy

Aelay Blockmg: Erabe Cmpsis
i MESEE

Authermication Type: Dizen Sywiem Shared Key Lam

t Acocess Cordrod List

¥ Adwanced

[ Enebie var
Wi

55I:
Bropcicas S50 Enake Craatie
Aelay Dlocking: Erubi ik ki
Rislay Blosking: Enabie D=aizis
fwthertication Type: Dz SyRilem Shaned Kdy Loty
L] enabie var:
S8
Oroaccast S5 Lnabie Dixaizle
Relay Blocking: Erabe Ds e
dthentication Types Cizsoy Syiem Shared ey gty
[ enstie vars
S35i:
Broaccasi S50 Enabie Dimaizhe
Rilay Plocking: Enable Disazis
iutherication Type: Dzl Sylem Snared Ky ]
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3.5.3 Access Control

This page allows administrator to have access control by entering MAC address of client stations. When this
function is enabled, MAC address can be added to access control list and only those clients whose wireless

MAC address are in the access control list will be able to connect to your DSL device (or AP).

Status Wizard Advanced Service Firewall Maintenance

Wireless Access Control
If you choose "Allowed Listed’, only those clients whose w
your Accese Peint. When ‘Deny Listed” iz selected, theze w

lezz MAC addresses are in the access control list will be able to connect to
eless clients on the list will not be able to connect the Access Point.

¥ LAN
Wireless Access Control Mode: | Dizable il Apply Changes
* WLAN
; MAC Address: {ex. 00304F710502)
¥ Basic
# Security
5 Current Access Control List:
# MBSSID

MAC Address Select
® Access Control List

Delete Selected Delete All
R [ ostte Setectea | potete |

= WPS

Field Description

The Selections are:

Disable: Disable the wireless ACL feature.

Allow Listed: When this option is selected, no wireless clients except those whose
Wireless Access | MAC addresses are in the current access control list will be able to connect (to this
Control Mode device).

Deny Listed: When this option is selected, all wireless clients except those whose
MAC addresses are in the current access control list will not be able to connect (to
this device).

MAC Address Enter client MAC address.

Apply Changes Click Apply Changes to add new settings; then it restarts.

Add Click to add MAC address to the Current Access Control List.

Reset Clear the settings.

Delete Selected | Select the rows to be deleted from Current Access Control List.

Delete All Flush the list.
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3.5.4 Advanced Settings

Wizard Advanced Service Firewall Maintenance

Wireless Advanced Settings

Thes= seffings are only for more technically advanced users who have a sufficient knowledge about wireless LAN These settings should
Authentication Type: () Open System L Shared Key 'Tf.’ ALt
> WLAN
Fragment Threshold: 2348 (256-2348
» Basic
) RTS Threshold: 2347 (0-2347
* Secunty PR —
s MBSSID Beacon Interval: 100 (20-1024 ms)
» Access Conirol List DTIM Interval: (1-258
# Advanced Data Rate: Auto |
» WPS Preambie Type: ® Long Preamble O short Preambie
. * O 4
Broadcast 55ID: 2} Enabled ./ Disabied
Relay Blocking: © Enabled @ Disabled
Ethernet to Wireless Blocking: QO Enabies @ Dizabled
\iifi Multicast to Unicast: ® enabed O Disabled
Aggregation: ® fnavied O Disabied
Short GI: ® tnabed O Dizabies

This page allows advanced users who have sufficient knowledge of wireless LAN. These settings will not be
changed unless you know exactly what will happen for the changes you made on your DSL device.
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3.5.5 WPS

Wi-Fi Protected Setup (WPS) is a push-button or pin to simplify a secure network set-up.

Status Wizard Setup Advanced Service Firewall Maintenance

Wi-Fi Protected Setup
Thiz page allows you to change the zetting for WPS (Wi-Fi Protected Setup). Using this feature could let your wireless client automically
syncrenize its setting and connect to the Access Peint in a minute without any hassle.

¥ LAN
O Dpisable wes
* WLAN
WPS Status: Configured UnConfigursd
» Basic
Self-PIN Number: 14411883 Regenerate PIN
» Security
. MBSSID Push Button Configuration: Start PEC

» Access Control List Apply Changes

¢ Advanced 70 Current Key Info:

» WPS
Authentication Encryption Key

Open Nene MUA

The following table describes the parameters:

Field Description
Disable WPS Enable/Disable the WPS function.
Self-Pin Number Click Regenerate Pin to reset automatically to obtain an 8-digit number.

Push Button

i i Click Start PBC button to connect from Wi-Fi dongle to device automatically.
Configuration

Start Pin Enter the Pin number to connect from device to Wi-Fi dongle.

3.6 Advanced

In the navigation bar, click Advanced. On the Advanced page that is displayed contains Route, NAT,
QoS, CWMP (TR-069), Port Mappings and Others.

3.6.1 Route

The Routing page enables you to define specific route for your Internet and network data. Most users do
not need to define routes. On a typical small home or office LAN, the existing routes that set up the default
gateways for your LAN hosts and for the DSL device provide the most appropriate path for all your Internet
traffic.

» On your LAN hosts, a default gateway directs all Internet traffic to the LAN port(s) on the DSL

device. Your LAN hosts know their default gateway either because you assigned it to them
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when you modified your TCP/IP properties, or because you configured them to receive the
information dynamically from a server whenever they access the Internet.

» On the DSL device itself, a default gateway is defined to direct all outbound Internet traffic to a route
at your ISP. The default gateway is assigned either automatically by your ISP whenever the device
negotiates an Internet access, or manually by user to set up through the configuration.

You may need to define routes if your home setup includes two or more networks or subnets, if you

connect to two or more ISP services, or if you connect to a remote corporate LAN.

3.6.1.1 Static Route

Click Static Route in the left pane and the page shown in the following figure appears. This page is used
to configure the routing information. You can add or delete IP routes.

Advanced Service Firewall Maintenance

Routing Configuration

This page is used to configure the routing information. Here you can add/delete IP routes.
(> Rows ]

+ Static Route Enable:
» IPv6 Static Route Destination:
* RIP Subnet Mask:

Next Hop:

Metric: 1

Interface: v

¥ Port Mapping

Add Route m Delete Selected [l Show Routes

.2+ Static Route Table:

Select State Destination Subnet Mask NextHop Metric Itf

The following table describes the parameters:

Field Description

Enable Click it to enable/disable the selected route or route to be added.

The network IP address of the subnet. The destination can be specified as the IP
o address of a subnet or a specific host in the subnet. It can also be specified as all
Destination
zeros to indicate that this route should be used for all destinations for which no other

route is defined (this is the route that creates the default gateway).

The network mask of the destination subnet. The default gateway uses a mask of
Subnet Mask

0.0.0.0.
Next H The IP address of the next hop through which traffic will flow towards the destination
ext Hop
subnet.
Metric Defines the number of hops between network nodes that data packets travel. The
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Field Description
default value is 0, which means that the subnet is directly one hop away on the local
LAN network.
Interface The WAN interface to which a static routing subnet is to be applied.
Add Route Add a user-defined destination route.
Update Update the selected destination route on the Static Route Table.

Delete Selected

Delete a selected destination route on the Static Route Table.

Show Routes

Click this button to view the DSL device’s routing table. The IP Route Table displays,

as shown in Figure.

IP Route Table

This table shows a list of destination routes commonly accessed by your network.

Destination Subnet Mask HextHop Interface
192.168.1.1 255.255.255.255 * el
192.168.1.0 255.2585.255.0 * el

203.73.54.254 255.255 255 255 * pppoe
0.0.0.0 0.000 203.73.54.254 pppoe

coe

Click Show Routes and the page shown in the following figure appears. The table

shows a list of destination routes commonly accessed by your network.

IP Route Table

This table shows a list of destination routes commonly accessed by your netwark.

Destination Subnet Mask NextHop Interface

® el

=]
n
n
=]
n
n
rJ
£n
n
rJ
£n
o

182.168.1.1

Gose
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3.6.1.2 IPv6 Static Route

Click IPv6 Static Route in the left pane and the page shown in the following figure appears. This page is
used to configure the routing information. You can add or delete IP routes.

Advanced Service Firewall Maintenance

IPv6 Routing Configuration
This page is used to configure the ipv6 routing information. Here you can add/delete IPvE routes.

= Static Route Destination:

+ IPvG Static Route Prefix Length:

* RIP Next Hop:

¢ NAT Interface: i
¥ QoS

2 IPv6 Static Route Table:

v Port Mapping

Select Destination NextHop Interface

The following table describes the parameters:

Fields Description

Destination Enter the IPv6 address of the destination device.

Prefix Length Enter the prefix length of the IPV6 address.

Next Hop Enter the IPv6 address of the next hop in the IPv6 route to the destination

address.

Interface The interface for the specified route.

Add Route Click it to add the new static route to the IPv6 Static Route Table.

Delete the Selected Select a row in the IPv6 Static Route Table and click it to delete the row.
3.6.1.3 RIP

RIP is an Internet protocol you can set up to share routing table information with other routing devices on your
LAN, at your ISP’s location, or on remote networks connected to your network via the ADSL line. Most small
home or office networks do not need to use RIP; they have only one router, such as the ADSL Router, and
one path to an ISP. In these cases, there is no need to share routes, because all Internet data from the
network is sent to the same ISP gateway. You may want to configure RIP if any of the following

circumstances apply to your network:

» Your home network setup includes an additional router or RIP-enabled PC (other than the ADSL
Router). The ADSL Router and the router will need to communicate via RIP to share their routing
tables.

» Your network connects via the ADSL line to a remote network, such as a corporate network. In order
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for your LAN to learn the routes used within your corporate network, they should both be configured
with RIP.

» Your ISP requests that you run RIP for communication with devices on their network.

Advanced Service Firewall Maintenance

RIP Configuration
Enable the RIF if you are using this device as a RIP-enabled router to communicate with others using the Routing Information

» Static Route
RIP; @ of O on
= |PvG Static Route
* RIP
interface: LAN e
Recv Version: RIP1 »
Send Version: RIP1
- Delete
~ Port Mapping m -

2+ Rip Config List:

Select interface Recv Version Send Version

The following table describes the parameters:

Field Description

RIP You can select OFF or ON. In this example, OFF is selected.
Apply Click it to save the settings on this page.

Interface Choose the router interface that uses RIP.

Choose the interface version that receives RIP messages. You can choose RIP1,
RIP2, or Both.

Recv Version ® Choose RIP1 to indicate the router receives RIP v1 messages.

® Choose RIP2 to indicate the router receives RIP v2 messages.

® Choose Both to indicate the router receives RIP v1 and RIP v2 messages.
The working mode for sending RIP messages. You can choose RIP1 or RIP2.

Send Version ® Choose RIP1 to indicate the router broadcasts RIP1 messages only.
® Choose RIP2 to indicate the router multicasts RIP2 messages only.
Add Click it to add the RIP interface to the Rip Config List.
Delete Select a row in the Rip Config List and click it to delete the row.
3.6.2 NAT

Choose Advanced > NAT and the page shown in the following figure appears. The page displayed
contains DMZ, Virtual Server, ALG, NAT Exclude IP, Port Trigger, FTP ALG Port, and NAT IP
Mapping.
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3.6.2.1 DMZ

Demilitarized Zone (DMZ) is used to provide Internet services without sacrificing unauthorized access to
its local private network. Typically, the DMZ host contains devices accessible to Internet traffic, such as
web (HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.

Click DMZ in the left pane and the page shown in the following figure appears. The following describes
how to configure manual DMZ.

Select Enable DMZ to enable this function.

Enter an IP address of the DMZ host.

Click Apply Changes to save the settings on this page temporarily.

Advanced Service Firewall Maintenance

DMZ
A Demilitarized Zone is used to provide Internet senices without sacrificing unauthorized access to its local private network.
Typically, the OMZ host contains devices accessible to Internet traffic, such as Web (HTTFP ) servers, FTP servers, SMTP (e-mail)
servers and DMNS servers.
= DMZ WAN Interface: pppoet (v
B T SR DMZ Host IP Address:
» ALG

T

.2y Current DMZ Table:

= NAT Exclude IP

= Port Trigger

Select VIAN Interface DMZ IP
= FTP ALG Port

= Nat IP Mapping Delete Selected

The following table describes the parameters:

Field Description

WAN Interface Choose a WAN Interface.

DMZ Host IP Address Enter an IP address of the DMZ host.

Current DMZ Table A list of the previously configured DMZ information.

Apply Changes Click Apply Changes to add new settings.

Reset Clear the settings.

Delete the Selected Select the number of rows from the Current DMZ Table to be deleted.
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3.6.2.2 Virtual Server

Internet users would not be able to access a server on your LAN because of native NAT protection.The

“virtual server” feature solves these problems and allows internet users to connect to your servers.
Advanced Firewall Maintenance

Virtual Server
Thiz page allows you to config virtual 2erver 2o others can accezs the =erver through the Gateway.

» NAT Service Type:

= DMZ & Usual Service Hame: AUTH b

B TR SHIET O User-defined Service Name:

» ALG

Protocol: TCP |»
# NAT Exclude IP
VAN Setting: Interface hd
= Port Trigger
VAN Interface: pppoel |
* FTP ALG Port
VAN Port: 112 {ex. 5001:5010)
= Nat IP Mapping
LAN Open Port; 113

LAN Ip Address:
~ CWmP

¥ Port Mapping Apply Changes

%y Current Virtual Server Forwarding Table:

Serverlame Protocol Lecal IP Address Local Port WAHN IP Address WAN Pert State  Action

The following table describes the parameters:

Field Description
You can select the common service type, for example, AUTH, DNS or FTP.
You can also define a service name.
) ® |If you select Usual Service Name, the corresponding parameter has the
Service Type .
default settings.
o If you select User-defined Service Name, you need to enter the
corresponding parameters.
Protocol Choose the transport layer protocol that the service type uses. You can
choose TCP or UDP.
WAN Setting You can choose Interface or IP Address.
WAN Interface Choose the WAN interface that will apply virtual server.
WAN Port Choose the access port on the WAN.
LAN Open Port Enter the port number of the specified service type.
Enter the IP address of the virtual server. It is in the same network segment
LAN IP Address )
with LAN IP address of the router.

3.6.2.3 ALG

An application layer gateway (ALG) is a feature on ScreenOS gateways that enables the gateway to parse
application layer payloads and take decisions on them. ALGs are typically employed to support applications
that use the application layer payload to communicate the dynamic Transmission Control Protocol (TCP) or
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User Datagram Protocol (UDP) ports on which the applications open data connections. Such applications
include the File Transfer Protocol (FTP) and various IP telephony protocols.

ALG consists of a security component that augments a firewall or NAT employed in a computer network. It
allows customized NAT traversal filters to be plugged into the gateway to support address and port
translation for certain application layer "control/data" protocols such as FTP, SIP, RTSP, file transfer in IM

applications, etc. In order for these protocols to work through NAT or a firewall, either the application has to
know about an address/port number combination that allows incoming packets, or the NAT has to monitor
the control traffic and open up port mappings (firewall pinhole) dynamically as required. Legitimate

application data can thus be passed through the security checks of the firewall or NAT that would have

otherwise restricted the traffic for not meeting its limited filter criteria.
Status Wizard Setup \dv Senvice Firewall Maintenance

NAT ALG and Pass-Through

Setup NAT ALG and Pazs-Through configuration

s NAT IP5ec Pass-Through: (<] Enable
= DMZ L2TP Pass-Through: [#] Enable
= Virtual Server PPTP Pass-Through: [l Enakle
¢ ALG FTP: [<] Enatle
# NAT Exclude IP H.323: [<] Enatle
* Port Trigger siP: (4] Enable
* FTP ALG Port RTSP: [<] Enable

ICa: [ Enable

-

Nat IP Mapping

MSH; Enable

“ Qos

hopy Crange
= CWMP

~  Port Mapping

50


http://en.wikipedia.org/wiki/Firewall_(networking)
http://en.wikipedia.org/wiki/Network_address_translation
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/NAT_traversal
http://en.wikipedia.org/wiki/Gateway_(computer_networking)
http://en.wikipedia.org/wiki/Network_Address_Translation
http://en.wikipedia.org/wiki/Port_address_translation
http://en.wikipedia.org/wiki/Port_address_translation
http://en.wikipedia.org/wiki/Application_layer
http://en.wikipedia.org/wiki/File_transfer_protocol
http://en.wikipedia.org/wiki/Session_Initiation_Protocol
http://en.wikipedia.org/wiki/Real_Time_Streaming_Protocol
http://en.wikipedia.org/wiki/Instant_messaging
http://en.wikipedia.org/wiki/Firewall_pinhole

@ PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ‘l' Router
ADN-4102

3.6.2.4 NAT excluding IP

NAT improves network security in effect by hiding the private network behind one global and visible IP
address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.
Network Address Translation (NAT) is the method by which the Router shares the single IP address
assigned by your ISP with the other computers on your network. This function should only be used if your
ISP assigns you multiple IP addresses or you need NAT disabled for an advanced system configuration. If
you have a single IP address and you turn NAT off, the computers on your network will not be able to

access the Internet. Other problems may also occur. Turning off NAT will disable your firewall functions.
Status Wizard Setup Service Firewall Maintenance

NAT EXCLUDE IP

Thiz page iz u=ed to config 2ome =ource ip address which use the purge route mode when access internet through the specified
m In[:_rfac:_
[ |
y [ 1
interface: | pppoel (v
= DMZ E————
IP Range: |— |

= Virtual Server

= ALG

# NAT Exclude IP .y Current NAT Exclude IP Table:

¥ Port Trigger WAN Interface Low IP High IP Action

= FTP ALG Port

= MNat IP Mapping

~ CWMP

~ Port Mapping

51



@ PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ‘l' Router
ADN-4102

3.6.2.5 Port Trigger

Port triggering is a configuration option on a NAT-enabled router that allows a host machine to dynamically

and automatically forward a specific port back to itself. Port triggering opens an incoming port when your
computer is using a specified outgoing port for specific traffic. Port triggering does not require that you
know the computer’'s IP address in advance. The IP address is captured automatically. Port triggering
requires specific outbound traffic to open the inbound ports, and the triggered ports are closed after a

period of no activity.

Status Wizard Setup f | SEric Firaswall Maintenance

Nat Port Trigger

table are use eatricl cenain types TEE &1 neharor 2rie gh ihe Gate

lat Port Triggen ~' Enable'Z! Dmabie
* DMZ
 Virtual Server Apply Changes

¢ ALG -
Application Type:

* HAT Exclude IP -~
L0 Usual Application Name: Select One e

¥ Port Trigger =
L) User-defined .ﬁpplu:aj:m Hame:

* FTPALG Port

> Rat IP Mapping

Start Match Port  End Maich Port  Trigger Protocol  Stari Relate Port  End Relate Port  Open Protocol Hat Type
upp w uoe b outgoing (W
upp - uoe b outgaing M
upe w uoe b outgoing M

* Port 1
oP v QP b gutgaing %
IoP w ugP b quigaing W
{[n=] e UpP (¥ oulgoing W
Apply Changes
=) Current Port Trigger Table:
Serveriame Trigger Promool Derection Matoh Port Open Protocol Relate Port Action

Click the Usual Application Name drop-down menu to choose the application you want to setup for port
triggering. When you have chosen an application the default Trigger settings will populate the table below.

If the application you want to set up isn't listed, click the User-defined Application Name radio button and
type in a name for the trigger in the Custom application field. Configure the Start Match Port, End Match
Port, Trigger Protocol, Start Relate Port, End Relate Port, Open Protocol and Nat type settings for the
port trigger you want to configure.
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When you have finished, click the Apply changes button.

3.6.2.6 FTP ALG Port

FTP uses two communication channels, one for control commands and one for the actual files being
transferred. When an FTP session is opened, the FTP client establishes a TCP connection (the control
channel) to (usually) port 21 on the FTP server. What happens after this point depends on the mode of
FTP being used.

Firewall Maintenance

FTP ALG Configuration

Thiz page iz uzed to configure FTP Server ALG and FTP Client ALG ports .

51 MAT FTP ALG port: | |

Add Dest Ports Delete Selected DestPort

oy FTP ALG ports Table:

» DMZ

* Virtual Server

r ALG
Select Ports

9] 21

¥ HAT Exclude IP
¥ Port Trigger
* FTP ALG Port

» Nat IP Mapping

~ Qos

=« CWmMmP

* Port Mapping

The following table describes the parameters:

Field Description

FTP ALG port Set an FTP ALG port.

Add Dest. Ports Add a port configuration.

Delete Selected Dest. Port | Delete a selected port configuration from the list.

3.6.2.7 NAT IP Mapping

NAT is short for Network Address Translation. The Network Address Translation Settings window allows
you to share one WAN IP address for multiple computers on your LAN. Click NAT IP Mapping in the left
pane and the page shown in the following figure appears.
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Entries in this table allow you to configure one IP pool for specified source IP address from LAN, so one
packet whose source IP is in range of the specified address will select one IP address from the pool for
NAT.

Status Advanced Firewall Maintenance

MNAT IP MAPPING
Entries in this table allow vou to config one IP pool for specified source ip address from lan, =0 one packet which's source ip isin
range of the specified address wil =elect one IP address from pool for NAT.

s MNAT :
Type: | One-to-One ¥ |

* DMZ

Local Start IP; | |
* Mirtual Server S ——|
+ ALG Local End IP:
+ NAT Exclude IP Globkal Start IP; | |
+ Port Trigger Global End IP: | |

-

FTP ALG Port

Soptycranges

20 Current HAT IP MAPPING Table:

-

Nat IP Mapping

v QoS Local Start IP Local End IP Global Start 1P Global End IP Action

e Delete Selected [| Delete Al

~ Port Mapping

The following table describes the parameters:

Fields Description
Type There are four types: one-to-one, Many-to-One, Many-to-Many, Many-to-one.
Local Start & End IP Enter the local IP Address you plan to map to. Local Start IP is the starting local

IP address and Local End IP is the ending local IP address. If the rule is for all
local IPs, then the Start IP is 0.0.0.0 and the End IP is 255.255.255.255

Global Start & End IP Enter the Globe IP Address you want to do NAT. Global Start IP is the starting
global IP address and Global End IP is the ending global IP address. If you
have a dynamic IP, enter 0.0.0.0 as the global Start IP.

NAT IP Mapping Table | This displays the information about the Mapping addresses.

54



@ PLANET

Networking & Communication 802.11n Wireless ADSL Zﬂ'l' Router
ADN-4102

3.6.3 QoS

The DSL device provides a control mechanism that can provide different priority to different users or data
flows. The QoS is enforced by the QoS rules in the QoS table. A QoS rule contains two configuration blocks:
Traffic Classification and Action. The Traffic Classification enables you to classify packets on the basis of
various fields in the packet and perhaps the physical ingress port. The Action enables you to assign the
strictly priority level for and mark some fields in the packet that matches the Traffic Classification rule. You
can configure any or all field as needed in these two QoS blocks for a QoS rule.

Status Wizard Setup Service Firewall Maintenance
IP QoS
IP Qos: @ dizable O enable

¥ QoS

~ CWMP

~ Port Mapping

Enable QoS and click Apply to enable IP QoS function.
Click add rule to add a new IP QoS rule.
The page shown in the following figure appears.

Status Wizard Setup Service Firewall Maintenance

IP QoS
IP QoS: O disable @ enable
Schedule Mode:

* Qos

2} QoS Rule List:

src MAC dest MAC src P sPort dest|P dPort proto phy port

2} QoS Rule List|{Continue):

IPP TOS DSCP TC a02.1p

IPP TOS DSCP TC a02.1 Pri
2 el IMark Mark Mark Mark Mark

sel
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3.6.4 CWMP (TR-069)

Choose Advanced > CWMP and the page shown in the following page appears. On this page, you can
configure the TR-069 CPE.

Status Wizard Selup fervice Firewall Maintenance

TR-069 Configuration

ACS:

Enaiie; =

RL: Mp T2 20 T aakspenpd 128
* CWMP

s Hama: L

Pasawaord rik

= Part Mapping

Parisdic inform Enable:

Prarioache Infoam Inisnaal

Connaction Regsst
Uzer Hame:

Passweord:

Dtz
ACS Carificaies CPE:
Sy Message:

CPE Sends GeRMC:

Ehip MReboar

Dzl ay:

e Exscution:
oy e |

Certificaic Managermsenk

CPE Comilcais Password:

CPE Comcan:

CA Cartificata:

The following table describes the parameters:

) Disabie =) Enatie

30 setands

uigg

L= T

o Chras

(=l Disabie T} Enatis
(® Disabla ) Enabia
() Disatie T Enabis
I Disable = Enabie

' Digabse & Enabis

[ wnae |

==

[Ercmms_ | [ Upioad |

et [ spply

Field | Description
ACS
Enable | Enable/Disable the function to access.
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Field Description
URL The URL of the auto-configuration server to connect to.
User Name The user name for logging in to the ACS.
Password The password for logging in to the ACS.

Periodic Inform Enable

Select Enable to periodically connect to the ACS to check whether
the configuration updates.

Periodic Inform Interval

Specify the amount of time between connections to ACS.

Connection Request

User Name The connection username provided by TR-069 service.
Password The connection password provided by TR-069 service.
Debug

Show Message

Select Enable to display ACS SOAP messages on the serial
console.

CPE sends GetRPC

Select Enable, the router contacts the ACS to obtain configuration
updates.

Skip MReboot

Specify whether to send an MReboot event code in the inform
message.

Delay

Specify whether to start the TR-069 program after a short delay.

Auto-Execution

Specify whether to automatically start the TR-069 after the router is
powered on.
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3.6.5 Port Mapping

The ADSL device provides multiple interface groups. Up to five interface groups are supported including one
default group. The LAN and WAN interfaces could be included. Traffic coming from one interface of a group
can only be flowed to the interfaces in the same interface group. Thus, the DSL device can isolate traffic
from group to group for some application. By default, all the interfaces (LAN and WAN) belong to the default

group, and the other four groups are all empty. It is possible to assign any interface to any group but only
one group.

Status Setup o 1 Serace Firewall Maintenance

Port Mapping Configuration

Note that the selacted interfaces will be removed from thelr existing groups and added (o the mnew Qrowup.
2} Dmatim ) Enabie
» Port Mapping
an
L&}
Sglest Interfaces Siatus
Cefeult LAMT LAMND LAND LANS wlan, wignvach slar-veot nlsn-vacd wisnvepd copoet Cnatkes

i
i
™
i

Ll
0
il

]

I
)
'

The following table describes the parameters:
Fields Description

Click radio button to enable/disable the interface group feature. If disabled, all
interfaces belong to the default group.

Enabled/Disabled
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Interface groups

To manipulate a mapping group:

1. Select a group from the table.

2. Select interfaces from the available/grouped interface list and add it to the
grouped/available interface list using the arrow buttons to manipulate the
required mapping of the ports.

3.6.6. Others

Choose Advance > Others and the page shown in the following figure appears. The page displayed
contains Bridge Setting, Client Limit, Tunnel and Others.

3.6.6.1 Bridge Setting
Choose Advance > Others > Bridge Setting and the page shown in the following figure appears. This
page is used to configure the bridge parameters. You can change the settings or view some information on
the bridge and its attached ports.

Firewall

=« NAT
Y QoS
v CWwmp

~ Port Mapping

Bridge Setting

* Client Limit

¥ Tunnel

+ Others

Bridge Setting
This page iz uzed to configure the bridge parameters. Here you can change the settings or view some information on the bridge and

itz attached ports.

Ageing Time: 200 | zeconds)

802.1d Spanning Tree: @ Disabled O Enabled

The following table describes the parameters:

Field

Description

Aging Time

If the host is idle for 300 seconds (default value), its entry is deleted from
the bridge table.

802.1d Spanning Tree

You can select Disable or Enable.
Select Enable to provide path redundancy while preventing undesirable
loops in your network.

Show MACs

Click it to show a list of the learned MAC addresses for the bridge.
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Click Show MACs and the page shown in the following figure appears. This table shows a list of learned

MAC addresses for this bridge.

Forwarding Table

MAC Address
01:80:c2:00:00:00
00:02:063:03:03:00
00:30:4100:28:35
00:0ecE:87:72:07
01:00:5e:00:00:09
0016 dd4ffdZes

00:30:4191:dd:2h

3.6.6.2 Client Limit

Port Type
] Static
1 Dynamic
1 Dynamic
1 Dynamic
0 Static
1 Dynamic
1 Dynamic

Aging Time

300

270

300

270

300

150

150

Choose Advance > Others > Client Limit and the page shown in the following figure appears. This page
is used to configure the capability of forcing how many devices can access the Internet.

Status Wizard

Setup Service

~ NAT
+ QoS
» CWMP

~ Port Mapping

# Bridge Setting

* Client Limit

¥ Tunnel

¥ Others

Client Limit Configuration

Firewall Maintenance

Thiz page is used to configurs the capability of force how many device can access to Internst

Client Limit Capability: O Disable & Enable

Maximum Devices: I:l
Apply Changes

Fields

Description

Client Limit Capability

Enable/Disable the function to access

If enabled, maximum devices would be 32; default is 4.
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3.6.6.3 Tunnel

Choose Advanced > Others > Tunnel and the page shown in the following figure appears. This page is

used to configure the IPv6 with LAN to transfer to IPv4.
Status Wizard Setup v Service Firewall Maintenance

Tunnel Configuration
Thiz page iz u=ed to configure v8inv4 tunnel or v4inws tunnel.

« MNAT VEinW4 Tunnel:
Enable: O
~ CWMP Interface: I:l (Only support IPv4 VWan Interface)

~ Port Mapping Hode:
» Bridge Setting Apply Changes

= Client Limit

DS-Lite Tunnel:
# Tunnel

Enable: O
v Others

Interface: I:l {Only 2upport IPvS VWan Interface)

Mode: I:l

The following table describes the parameters:

V6inV4 Tunnel
Field Description
Enable Enable or Disable the V6inV4 Tunnel.
Interface Name Select the current WAN interface used as tunnel interface.
Mode 6to4 Tunnel or 6rd Tunnel.

DS-Lite Tunnel

Field Description

Enable Enable or disable the DS-Lite tunnel.

Interface Select the current WAN interface used as tunnel interface.
Mode Auto or manual.
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3.6.6.4 Others

Choose Advanced > Others > Others in the left pane and the page shown in the following figure appears.
You can enable half bridge so that the PPPoE or PPPoA connection will set to Continuous.

Status Whzard Setup Service Firewall Maintenance

Other Advanced Configuration
Here you can =&t other mizcellaneous advanced settings.

Half Bridge: When enable Half Bridge, that PPPoE(PPPoA)'s connection type will set to Continuous.

Half Bridge: ®pisable O Enable

» CWMP Interface: I:I
e

~ Port Mapping

= Bridge Setting
* Client Limit
¢ Tunnel

¥ Others

3.7 Service

In the navigation bar, click Service. On the Service page that is displayed contains IGMP, UPnP, SNMP
DNS and DDNS.
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3.7.1 IGMP

3.7.1.1 IGMP Proxy

Choose Service > IGMP and the page shown in the following figure appears. IGMP proxy enables the
system to issue IGMP host messages on behalf of hosts that the system discovered through standard
IGMP interfaces. The system acts as a proxy for its hosts after you enable it.

Firewall Maintenance

sSenvice

= IGMP Proxy

= MLD

~ SHMP

~ DDNS

~ FTP Server

IGMP Proxy Configuration

IGMP proxy enables the system to izzue IGMP host mezzages on behalf of hosts that the system
interfaces. The system acts az a proxy for itz hostz when you enable it by deing the follows:

. Enable IGMP proxy on WAN interface (upstream), which connects to a router running IGMP.

. Enable IGMP on LAN interface (downstream), which connects to itz hosts.

dizcovered through standard IGMP

IGMP Proxy: O Dizable © Enable

Multicast Allowed: O Dizable © Enable

Fa

Robust Count:

Last Member Query Count: 2
Query Interval: g0 (zecondz
Query Response Interval: 100 (*100me)

Group Leave Delay: 2000 (ms)

IGMP PACKSET PASSTHROUGH: @ Disatle O Enable

The following table describes the parameters:

Field

Description

IGMP Proxy

The Internet Group Management Protocol. Enable/Disable the function to access.

Multicast Allowed

Enable/Disable the function to access.

Robust Count

Robust factor of the IGMP Proxy Counter.

Last Member Query
Count

The last-member query interval is the maximum amount of time between
group-specific query messages, including those sent in response to leave-group
messages. You can configure this interval to change the amount of time it takes a
routing device to detect the loss of the last member of a group.

Query Interval

The amount of time between IGMP General Query messages sent by the router
(if the router is a querier on this subnet).

Query Response

Interval

The maximum amount of time in seconds that the IGMP router waits to receive a
response to a General Query message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host Membership Query message
header. The default query response interval is 10 seconds and must be less than
the query interval.

Group Leave Delay

The amount of time in seconds that the IGMP router waits to receive a response
to a Group-Specific Query message. The last member query interval is also the
amount of time in seconds between successive Group-Specific Query messages.
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3.71.2 MLD

MLD means Multicast Listener Discovery; its component of the IPv6. MLD is used by IPv6 routers for
discovering multicast listeners on a directly-attached link, much like IGMP being used in IPv4.

Senvice Firewall Maintenance

~ IGMP Proxy

* MLD

MLD Configuration

MLD Proxy and Snooping can be configured here.

MLD proxy: @ pizatle O Enable
MLD snooping: @ pizable ‘O Enable
Robust Counter:

Query Interval; (Second)
Query Response Interval: (milizecond)
Response Interval of Last Group Member; (Second)

Fopy croaes

The following table describes the parameters:

Field

Description

MLD Proxy

MLD Proxy can be used to support IPv6 multicast data. Enable/Disable the
function to access.

MLD Snooping

Snooping is an IPv6 multicast constraining mechanism that runs on Layer 2
devices to manage and control IPv6 multicast groups. By analyzing received
MLD messages, a Layer 2 device running MLD Snooping establishes
mappings between ports and multicast MAC addresses and forwards IPv6
multicast data based on these mappings.

Multicast Listener Discovery Snooping (MLD). Enable/Disable the function to
access.

Robust Counter

Robust factor of the MLD Counter.

Query Interval

The amount of time between IGMP General Query messages sent by the
router (if the router is a querier on this subnet).

Query Response Interval

The maximum amount of time in seconds that the IGMP router waits to
receive a response to a General Query message. The query response
interval is the Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default query response interval is
10 seconds and must be less than the query interval.

Response Interval of Last
Group Member

The amount of time in seconds that the IGMP router waits to receive a
response to a Group-Specific Query message. The last member query
interval is also the amount of time in seconds between successive
Group-Specific Query messages.
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3.7.2 UPNP

Choose Service > UPnP and the page shown in the following figure appears. This page is used to
configure UPnP. The system acts as a daemon after you enable it.

Status Wizard Setup Advanced Firewall Maintenance

UPnP Configuration
Thiz page iz uzed to configure UPnP. The syatem acts az a daemon when you enable UPnP.

UPnP: O Dizable @ Enable

= UPnP VAN Interface: pppoel |™
Apply Changes

3.7.3 SNMP

Choose Service > SNMP, click Enable SNMP and the page shown in the following figure appears. You
can configure the SNMP parameters.

Status Wizard Setup Advanced Service Firewall Maintenance

SNMP Protocel Configuration
Thiz page i= used to configure the SNMP protocol. Here you may change the setting for system description, trap ip address,
cemmunity name, etc..

Enable SNIP

» SNMP

System Description &02.11n WiFi ADSL 242+ Router

System Contact | |

System Hame lADN-'1 0z |

System Location | |

Trap IP Address
Community name (read-only) |pub|ic: |
Community name (read-write) ||:|utl|c: |

The following table describes the parameters:

Field Description
Select it to enable SNMP function. You need to enable SNMP, and
then you can configure the parameters of this page.

Enable SNMP
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Field Description

Enter the trap IP address. The trap information is sent to the
Trap IP Address .
corresponding host.

Community Name | The network administrators must use this password to read the
(Read-only) information of this router.
Community Name | The network administrators must use this password to configure the
(Read-Write) information of the router.

3.7.4 DNS

Domain Name System (DNS) is an Internet service that translates the domain name into IP address.
Because the domain name is alphabetic, it is easier to remember. The Internet, however, is based on IP
addresses. Every time you use a domain name, DNS translates the name into the corresponding IP
address. For example, the domain name www.example.com might be translated to 198.105.232.4. The
DNS has its own network. If one DNS server does not know how to translate a particular domain name, it
asks another one, and so on, until the correct IP address is returned.

Choose Service > DNS. The DNS page that is displayed contains DNS and IPv6 DNS.

3.7.4.1 DNS
Click DNS in the left pane and the page shown in the following figure appears.

Firewall Maintenance

DNS Configuration

Thiz page iz uzed to configure the DNS zerver ip addres=es for DNS Relay.

) Attain DNS Automatically

~ ENMP O setDNsS Manually
> DNS DHS 1 | |
* DHS

DHS 2: | |
* |PwE DN S

DNS 3: | |

Apply Changes Reset Selected

~ FTP Server

The following table describes the parameters:

Fields Description

Select it, and the router accepts the first received DNS assignment
Attain DNS Automatically | from one of the PPPoA, PPPoE or MER enabled PVC(s) during the
connection establishment.

Select it to enter the IP addresses of the DNS 1, DNS 2, DNS 3,
servers manually.

Set DNS Manually
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3.7.4.2 IPv6 DNS

Status Wizard Setup Advanced Firewall Maintenance

IPvE DNS Configuration

This page is used to cenfigure the DNS server ipvd addresses.

'@ Attain DHNS Automatically

) Set DNS Manually

* DNS

* DHNS DHE 1: | | Interface:

* IPvE DHS |

DNS 2: | Interface:

DNS 3: | | Interface:

~ FTP Server Apply Changes [l Reset Selected

L

The following table describes the parameters:

Field Description

Select it and the router accepts the first received DNS assignment from
Attain DNS Automatically one of the PPPoA, PPPoE or MER enabled PVC(s) during the
connection establishment.

Select it and enter the IP addresses of the primary and secondary DNS
server.

Set DNS Manually
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3.7.5 DDNS

Click DDNS in the left pane and the page shown in the following figure appears. This page is used to
configure the dynamic DNS address from DynDNS.org, TZO, PHDNS or Planet. You can add or remove
to configure dynamic DNS. The Planet DDNS is free for customers.

Dynamic DNS Configuration
This page i= u=ed to configure the Dynamic DNS address from DynDNS.org or TZ0. Here you can Add/Remove to configure Dynamic

DNS

DDNE provider: !_P_Ia?l'l_:j _v_-:
Hostname: [ADN&102.PLANETDDNS.COM |
Interface: i_ppposl v-i

> DONS Enable:

¥ FTP Server

DynCns Settings:

Username: te=t01 |

Password: [ - |

TZ0 Settings:

Email: i |

Key: |

The following table describes the parameters:

Field Description

_ Choose the DDNS provider name. You can choose DynDNS.org, TZO or
DDNS provider

Planet.

Host Name The DDNS identifier.
Interface The WAN interface of the router.
Enable Enable or disable DDNS function.
Username The name provided by DDNS provider.
Password The password provided by DDNS provider.
Email The email provided by DDNS provider.
Key The key provided by DDNS provider.
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3.7.6 FTP Server

The File Transfer Protocol (FTP) is a standard network protocol used to transfer computer files from one
host to another host over a TCP-based network. It's built on a client-server architecture and uses separate
control and data connections between the client and the server. FTP users may authenticate themselves
using a clear-text sign-in protocol, normally in the form of a username and password, but can connect
anonymously if the server is configured to allow it.

Status Wizard Setup Advanced Firewall Maintenance
FTP Server
start

> FTP Server

* FTP Server

3.8 Firewall

Choose Service > Firewall and the Firewall page that is displayed contains MAC Filter, IP/Port Filter,
URL Filter, ACL, DoS and Parent Control.
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3.8.1 MAC Filter

Click MAC Filter in the left pane and the page shown in the following figure appears. Entries in the table
are used to restrict certain types of data packets from your local network to Internet through the gateway.
These filters are helpful in securing or restricting your local network.

Status Wizard Setup Advanced Service , Maintenance

MAC Filtering

Entries in thiz table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use

> MAC Filter of guch fitters can be helpful in ecuring or restricting your local network.
= MAC Filter
Outgoing Default Policy O Deny @ Allow
Incoming Default Policy 3] Deny @ Allow

~ IP/Port Filter

~ URL Filter m

« ACL
v DoS Direction: Outgeing | ¥

~ Parent Control Action: @ Deny © Allow
Source MAC: |:| (ex. D0304F710502;)
Destination MAC: |:| (ex. D0304F710502;)

) Current MAC Filter Table:

Select Directicn Source MAC Destination MAC Action

Field Description

Outgoing Default Policy Specify the default action on the LAN to WAN bridging/forwarding path.

Incoming Default Policy Specify the default action on the WAN to LAN bridging/forwarding path.

Direction Traffic bridging/forwarding direction.

Action Deny or allow traffic when matching this rule.

Src MAC Address The source MAC address must be xxxxxxxxxxxx format.

Dst MAC Address The destination MAC address must be xxxxxxxxxxxx format.
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3.8.2 IP/Port Filter

3.8.2.1 IP/Port Filter
Click IP/Port Filter in the left pane and the page shown in the following figure appears. Entries in the table
are used to restrict certain types of data packets through the gateway. These filters are helpful in securing
or restricting your local network.
Status Wizard Setup Advanced Service ’ Maintenance
IP/Paort Filtering
Entries in thiz table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use
~ MAC Filter of =uch fiters can be helpful in securing or restricting your local network.

* IP/Port Filter

Outgoing Default Policy Permit Deny
* |P/Port Filter

Incoming Default Policy Permit Deny
= |Pv6/Port Filter

Rule Action: @ permit O Deny
~ URL Filter
~ Parent Control Direction: Upstream hd

Source |P Address: Mask Address:

[

Dest IP Address: Mask Address:
SPort: | | - | | DPort: |
Enable:
Field Description
Outgoing Default Policy Specify the default action on the LAN to WAN forwarding path.
Incoming Default Policy Specify the default action on the WAN to LAN forwarding path.
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3.8.2.2 IPv6/Port Filter

Status Wizard

~ MAC Filter

* IPIPort Filter

= |P/Port Filter

= |Pv6/Port Filter

~ URL Filter

~ ACL

~ Parent Control

Setup Advanced Senvice Maintenance

IPvE/Port Filtering
Entries in this table are used to restrict certain types of ipvS data packets from your local network to Internet through the Gateway.
Use of guch fiters can be helpful in securing or restricting your local network.

Outgoing Default Policy Permit Deny

Incoming Default Policy Permit Deny

Rule Action: @ permit O Deny

Protocol: lemp6Type: I:I
Direction: Upstream b

Source IPvE )

Address: | | Prefix Length: I:I
Dest IPvE Address: | | Prefix Length: I:I

SPort: | | -] | DPort:

Enable:

Fields on the second setting block:

Field Description

Rule Action Permit or deny traffic when matching this rule.

Direction Traffic forwarding direction.

Protocol There are 4 options available: IP, TCP, UDP and ICMP.

Src IP Address

The source IP address assigned to the traffic on which filtering is applied.

Src Subnet Mask

Subnet-mask of the source IP.

Src Port

Starting and ending source port numbers.

Dst IP Address

The destination IP address assigned to the traffic on which filtering is applied.

Dst Subnet Mask

Subnet-mask of the destination IP.

Dst Port

Starting and ending destination port numbers.

Enable

Enable/Disable the function to access.
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3.8.3 URL Filter

Click URL Filter in the left pane and the page shown in the following figure appears. This page is used to
block a fully qualified domain name, such as tw.yahoo.com and filtered keyword (yahoo). You can add or
delete FQDN and filtered keyword.

Maintenance

URL Blocking Configuration
This page iz used to configure the fitered keyword. Here you can add/delete fitered keyword.
~ MAC Filter

% |PIPort Filter URL Blocking Capability: O Disable @ Enable

> URL Filter
Apply Changes
# URL Filter
¥ Do% AddKeyword Delete Selected Keyword

~ Parent Control .~ URL Blocking Table:

~ ACL

Select Filtered Keyword

O yahoo

The following table describes the parameters:

Field Description

You can choose Disable or Enable.

® Seclect Disable to disable URL/KEYWORD blocking function and

URL Blocking Capability keyword filtering function.

® Select Enable to block access to the URLs and keywords specified in
the URL Blocking Table.

Keyword Enter the keyword to block.
Add Keyword Click it to add a URL/keyword to the URL Blocking Table.
Delete Selected Keyword | Select a row in the URL Blocking Table and click it to delete the row.
URL Blocking Table A list of the URLSs to which access is blocked.
3.8.4ACL
3.8.4.1 ACL

Choose Service > ACL and the page shown in the following figure appears. On this page, you can permit
the data packets from LAN or WAN to access the router. You can configure the IP address for Access
Control List (ACL). If ACL is enabled, only the effective IP address in the ACL can access the router.

If you select Enable in ACL capability, ensure that your host IP address is in ACL list
before it takes effect.
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ACL Configuration

= IPfPort Filler :z--: f such access control can be heipful in =ecuring or restricting the Gateway managment

¥ URL Filter = 3
LAN ACL Mode: 4 wWhits List L} Black List
|
VAN ACL Mosche: L2 wmite List L} Black List
# ACL
Anphy
1Py ACL

= Parent Control
LAN ACL Switeh: O Enable @ Disable
Apply
IP Address: = (The IP 0.0.0.0 represent any P
IP Address: - (The P 0.0.0.0 represent any P

Services Allowed:

[ any

4 Current ACL Tabile;

Belect Direction IP Address/interface Servioe Port Aotion
a AN copoel "R B4 :mg-_d
NaH cocoa glng - '_‘al.-r.5|

The following table describes the parameters:

Field Description

¢ When you click White List, only the devices whose IP addresses
are listed in the Current ACL Table can access the router.

e When you click Black List, the devices whose IP addresses are
listed in the Current ACL Table are denied to access the router.

LAN ACL Mode

e When you click White List, only the devices whose IP addresses
are listed in the Current ACL Table can access the router.

e When you click Black List, the devices whose IP addresses are
listed in the Current ACL Table are denied to access the router.

Select the router interface. You can select LAN or WAN. In this

example, LAN is selected.

WAN ACL Mode

Direction Select

LAN ACL Switch Select it to enable or disable ACL function.
Enter the IP address of the specified interface. Only the IP address
IP Address that is in the same network segment with the IP address of the
specified interface can access the router.
Services Allowed You can choose the following services from LAN: Web, Telnet, SSH,
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Field Description
FTP, TFTP, SNMP, or PING. You can also choose all the services.
Add After setting the parameters, click it to add an entry to the Current
ACL Table.

3.8.4.2IPv6 ACL

Status Wizard

Setup Advanced Service Maintenance

% MAC Filter

« IPIPort Filter

~ URL Filter

» ACL

* ACL

* IPwE ACL

~ Parent Control

ACL Configuration

“ou can specify which services are accessable form LAN or WAN side.

Entries in thiz ACL table are uzed to permit certain types of data packets from your local network or Internet network to the
Gateway.

U=sing of =uch access control can be helpful in 2ecuring or restricting the Gateway managment.

Direction Select: ® Lan O wan

LAN ACL Switch: O Enable @ Disable

IP Address: |a' | |

Services Allowed:

Any
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If WAN is selected in the field of Direction Select, the page is shown as the following figure.

Maintenance

ACL Configuration

o can apecily which sarvices are accessable form LAN or WAN side
[« machier | CL tatle are used fo pesmit certain types of data packets. from your kocal network or Infernet network fo the
m h access conirol can be helpful m securng or restnctng ihe Gateway managment
* URL Filler
_ Direction Salact O e ® wan
* ACL
VAN Setting: nterface W
* IPvE ACL
ViAMN Interface: popos] M

Services Allowed:

* Parent Control

e
Cteinet
[ssh

Cp
Cnp

Clenep
[ snmp

[ pinga

24 Current IPv ACL Table:

Direction 1PyE Agdress/Interface Service Port Action

WAN BNy pingd % @
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3.8.5DoS

Denial-of-Service Attack (DoS attack) is a type of attack on a network that is designed to bring the network
to its knees by flooding it with useless traffic.

DaS Setting

| Eraile DoS Frevention

& URL Filter
Vihobe: System Flood: SYM Packels Second
Wihede Syatem Flood: PRl Packeis' Second
Vhots Systern Flood: UG Packels Sacond
= Parang Comtrod
Viliald Syatam Flac: KD Packets/Second
Per-Source IP Flood: §YN Fackeis Second
Per-Source IP Flood: FIH Pacheis Second
Per-fource IP Flood: 0P Packeis'Second
Per-Source IP Flood: ICMP Packeis! Second
Par-Source 1P Flaad ICMP Packets Second
TCPAMP PortScan Sensitvity
ICEAP ST
P Land
1P Spoat
1P TearDrop
PingliDsath
TCP Scan

TCP symiitihDats
UDP Bomb

UDP EchaolChargen

I KT

Emabile Source [P Blocking Bl timm [Ret]

The following table describes the parameters:

Fields Description
Enable DoS Prevention Enable denial-of-service feature to access.
Enable Source IP Blocking Enable the function to block IP Source and set the time in seconds.
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3.8.6 Parental Control

Choose Advance > Parental Control and the page shown in the following figure appears. This page is
used to control children's online time. The PC with specified MAC or IP address can only surf the internet
within the specified period of time

Status Wizard Setup Advanced Service Firewal Maintenance

Parent Control

his pags is designed 1o help parents to control children’s time spent onling. The specified PC can only access to Intemst in tha

¥ MAC Filter

ature could work appropristely, make sure the eystem time is rigt
¢ IPPort Filter e. PC is pacifiad by tha IPar MAC address
Parent Control: Oenatle @ Dizavie

Apply Changes

» Parent Control

Internet Access Policy:
* Parent Control
O Everyday

Date:

[ men O Tue O wed O e O Fri O sat O sun
Time,; Start End e.g. 0845
Specified PC ® P address O MAC Address

IP Addrass:

os Current Parent Control Table:

Select Diste Starting Time Ending Time MAC Address IP Address Action

The following table describes the parameters:

Field Description

Select it to enable Parental Control function. You need to enable Parental
Control to configure the parameters on this page. Parental Control is used to
control children's online time. If enabled, the PC with specified MAC or IP
address can only surf the internet within the specified period of time.

Parental Control

Date Select one or more days you want to control
Time The specified period of time you want to control
Specify PC Select IP or MAC

IP Address The IP Address of the PC you want to control
MAC Address The MAC Address of the PC you want to control
Add Rule Add the Parental Control rule

Reset Reset the page

Current Parental
Control Table
Delete All Delete all Parental Control rules

Show Parental Control rules

3.9 Maintenance

In the navigation bar, click Maintenance. The Maintenance page displayed contains Update, Password,
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Reboot, Time Log and Diagnostics.

3.9.1 Update

Choose Maintenance > Update. The Update page displayed contains Upgrade Firmware and
Backup/Restore.

& Do not turn off the router or press the Reset button while the procedure is in progress.
Caution

3.9.1.1 Firmware Update

Click Firmware Update in the left pane and the page shown in the following figure appears. On this page,

you can upgrade the firmware of the router.
Advanced Service Firewall Maintenance

Upgrade Firmware
This page allows you upgrade the Router firmware to new version. Please note, do not power off the device during the upload

> Update because it may crash the system.
+ Firmware Update Note: System will reboot after file is uploaded.
» Backup/Restore
Select File:

¥ Reboot
* Time

¥ Log

¥ Diagnostics

The following table describes the parameters:

Field Description

Select File Click Browse to select the firmware file.

Upload After selecting the firmware file, click Upload to start upgrading the firmware file.
Reset Click it to start selecting the firmware file.
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3.9.1.2 Backup/Restore

Click Backup/Restore in the left pane and the page shown in the following figure appears. You can back
up the current settings to a file and restore the settings from the file that was saved previously.

Status Wizard

5 Update

» Firmware Update

* Backup/Restore

v Password

* Reboot

* Time

¥ Log

 Diagnostics

Setup Advanced Service Firewall

Backup/Restore Settings
Once the router is configured you can save the configuration settings to a configuration file on your hard drive. You also have the
option to load configuration settings.

Save Settings to File:

Load Settings from File: | Browse... Upload

The following table describes the parameters:

Field

Description

Save Settings to File

Click it and select the path. Then you can save the configuration file of
the router.

Load Settings from File

Click Browse to select the configuration file.

Upload

After selecting the configuration file of the router, click Upload to start
uploading the configuration file of the router.
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3.9.2 Password

Choose Maintenance > Password and the page shown in the following figure appears. By default, the
user name and password of the administrator are admin and admin respectively. The user name and
password of the common user are user and user respectively.

Firewall

User Account Configuration

This page is used to add user account to access the web server of ADSL Router. Empty user name or password i= not allowed.
< Update
» Password User Name: !

» Password B [
Privilege: |

Old Password: |
Hews Password: |
Confirm Password:

3 =3 3 =

£: User Account Table:

~ Diagnostics

Select User Hame Privilege
o admin root
9] user user

The following table describes the parameters:

Field Description
Choose the user name for accessing the router. You can choose admin
User Name
or user.
Privilege Choose the privilege for the account.
Old Password Enter the old password
New Password Enter your new password to which you want to change.
Confirmed Password For confirmation, enter the new password again.
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3.9.3 Reboot

Choose Maintenance > Reboot and the page shown in the following figure appears. You can set the router
reset to the default settings or set the router to commit the current settings.

Status Wizard Setup Advanced Service Firewall

Reboot
Thiz page ie used to reboot your 2ystem or restore to default setting.

Reboot Restore to Default Setting

¢ Reboot

Ls

~ Diagnostics

The following table describes the parameters:

Field Description

It takes around 30 seconds to reboot the device and then again login
User name and Password.

Reboot

. It helps to change to default settings. It takes around 30 seconds to
Restore to Default Setting

restart the device and then again login User name and Password.

Do not turn off your modem or press the reset button while this procedure is in progress.
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3.9.4. Time

Choose Maintenance > Time and the page shown in the following figure appears. You can configure the
system time manually or get the system time from the time server.

Firewall

System Time Configuration
Thizg page iz uzed to configure the system time and

letwork Time Protocol(NTP) server. Here you can change the settings or view

some information on the system time and NTP parameters.
System Time: 52015 i"r'sﬂr iJuI ¥ | Month [17 Day (17 Hour (38 | min 30 | =ec
“ Reboot ) ' E—
DayLight: [Locamme %]
5 Tane yLig | ocallll |
* Time
¢ Log NTP Configuration:
v Diagnostics State: O Disatle © Enable
Server: itim&.stdtime.go-.-.t'.'.l |
Server2: | |
Interval: Every |1 | hours
Time Zone: -uGl.1‘—DS:D[‘::. China, Hong Kong, Australia VWestern Singapore, Taiwan, Russia (¢
GIT time: Fridul 17 8:38:30 2015

The following table describes the parameters:

Fields Description

System Time Configure the system time manually.

Day Light Daylight Saving Time.

State Enable the option to update the system clock automatically.
Disable the option to update the system clock manually.

Server Configure the primary NTP server manually.

Server2 Configure the secondary NTP server manually.

Interval NTP updating time interval.

Time Zone Choose the time zone of your country from the drop-down list.

GMT Time Greenwich Mean time.
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3.9.5 Log

Choose Maintenance > Log and the page shown in the following figure appears. On this page, you can
enable or disable system log function and view the system log.

Firewall

Log Setting
Thiz page iz used to display the system event log table. By checking Error or Notice { or both)will set the log flag. By clicking the
=", it will dizplay the newest log information below
Error: [] Notice: []

ooy crongos | st

Event log Table:

= Log

[ Save Log to FiIsJ [ Clean Log Table ]

0Id[|<-\:][< ][ > ][:v:-|]|"]ew

Time Index Type Log Information

Page: 11

The following table describes the parameters:

Fields Description
Error Enable/Disable the function to display the Error.
Notice Enable/Disable the function to notify the Error.

3.9.6 Diagnostic

In the navigation bar, click Diagnostic. The Diagnostic page displayed contains Ping, Ping6, Traceroute,
Traceroute6, OAM Loopback, ADSL Statistics and Diag-Test.
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3.9.6.1 Ping
Choose Diagnostic > Ping and the page shown in the following figure appears.

Status Wizard Setup Advanced Senvice Firewall

Ping Diagnostic

Host: |

Interface:

Ls

» Diagnostics

* Ping

* Ping6

¥ Traceroute

# Tracerouted

r OAM Loopback
# ADSL Diagnostic

» Diag-Test

The following table describes the parameter:

Field Description
Host Address Enter IP address you want to ping.
Interface Choose a WAN interface.
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3.9.6.2 Ping6

Choose Diagnostic > Ping6 and the page shown in the following figure appears.

Status Wizard Setup Advanced Senvice Firewall

Pingé Diagnostic

Host: |

Interface:

vl_w

* Diagnostics

* Ping

* Ping6

t

Traceroute

e

Tracerouted

-

OAM Loopback

e

ADSL Diagnostic

= Diag-Test
Field Description
Host Address Enter IPv6 address you want to ping.
Interface Choose a WAN interface.
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3.9.6.3 Traceroute

Choose Diagnostic >Traceroute and the following page appears. By Traceroute Diagnostic, you can
track the route path through the information which is from your computer to the Internet other side host.
Status Wizard Setup Advanced Service Firewall

Traceroute Diaghostic

Host :

NumberOfTries :

|
Timeout ma Datasize : 32 Bytez
DSCP: MaxHopCount :
L Interface :

» Diagnostics

) m Ehow Result
* Ping

Ping6

e

-

Traceroute

=

Traceroutef

-

OAM Loopback

.

ADSL Diagnostic

Lt

Diag-Test

The following table describes the parameters:

Field Description

Host Enter the destination host address for diagnosis.

NumberOfTries Number of repetitions.

Timeout Put in the timeout value.

Datasize Packet size.

DSCP Differentiated Services Code Point, You should set a value between 0-63.
MaxHopCount Maximum number of routes.

Interface Select the interface.
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3.9.6.4 Traceroute6

Choose Diagnostic >Traceroute6 and the following page appears. By Traceroute Diagnostic, you can track
the route path through the information which is from your computer to the Internet other side host.

Status Wizard Setup Advanced Senvice Firewall

Traceroute& Diagnostic

Host: | HumberCfTries :
Timeout : ma Datasize : Bytes

MaxHopCount : Interface : any W

w Lm

» Diagnostics

e

Ping

-

Pingh

-

Traceroute

-

Tracerouted

=

OAM Loopback

=

ADSL Diagnostic

+ Diag-Test
Fields Description
Host The address of a destination host to be diagnosed.
Number of Tries Repeat times.
Timeout Timeout duration.
Data size Data packet size.
Max. Hop Count Maximum number of routes.
Interface Select the interface.
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3.9.6.5 OAM Loopback
Choose Diagnostic > OAM Loopback and the page shown in the following figure appears. On this page,
you can use VCC loopback function to check the connectivity of the VCC. The ATM loopback test is useful
for troubleshooting problems with the DSLAM and ATM network.

Firewall

OAM Fault Management - Connectivity Verification
Connectivity verification iz supported by the use of the 0AM loopback capability for both VP and WC connections. This page is ussd
to perform the VCC loopback function to check the connectivity of the VCC.

Flow Type:

@ s Segment
O FS End-to-End

O F4 Segment

> Diagnostics

O F4 End-to-End

* Ping
, WP | |
* Pingf r—
v Traceroute
Wk |—

¢ Tracerouteb —
+ DAM Loopback m
¢ ADSL Diagnostic

» Diag-Test

Click Go! to start testing.

Fields Description
There are 4 flow types. The selection can be F5 Segment, F5 End-to-End,
Flow Type
F4 Segment and F4 End-to-End
VPI Virtual Path Identifier
VCI Virtual Circuit Identifier.
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3.9.6.6 ADSL Diagnostic

Choose Diagnostic > ADSL Diagnostic and the page shown in the following figure appears. It is used for
ADSL tone diagnostics.

Status Wizard Setup Advanced Service Firewall

Diagnostic ADSL

Adsl Tone Diagnostic

~ Update

~ Password

~ Reboot Downstream Upstream
~ Time Hlin Scale

¥ Log Loop Attenuation{dB)

_ :
Blsaanis Signal Attenuation(cB)

i Ping
SNR Margin(dB)
# Ping6
Attainable Rate(Kbps)
» Traceroute
Cutput Power{dBm)
¥ Traceroutet
* OAM L back
e Tone Humber H.Real H.mage SHR aLn Hiog
% ADSL Diagnostic 0
# Diag-Test
1
2

Click Start to start ADSL tone diagnostics.
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3.9.6.7 Diag-Test

Choose Diagnostics > Diag-Test and the page shown in the following figure appears. On this page, you
can test the DSL connection. You can also view the LAN status connection and ADSL connection.

Firewall

Diagnostic Test
The Router iz capable of tezting your WAN connection. The individual tests are lizted below. If a test dizplayz a fail status, click "Run
Diagnostic Test" button again to make sure the fail status iz consistent.

Select the Internet Connection: I ppposl vi Run Diagnostic Test

- Log

+ Diagnostics

= Ping

= Pingh

+ Traceroute

¥ Traceroutet

¥ DOAM Loopback
+ ADSL Diagnostic
> Diag-Test

Click Run Diagnostic Test to start testing.
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Chapter 4. Q&A

Question

Answer

Why are all the indicators
off?

® Check the connection between the power adapter and the power
socket.
® Check whether the power switch is turned on.

Why is the LAN indicator
not on?

Check the following:

® The connection between the device and the PC, the hub, or the
switch

® The running status of the computer, hub, or switch

Why is the Link indicator
not on?

Check the connection between the Line interface of the device and the
socket.

Why does the Internet
access fail when the Link
indicator is on?

Ensure that the following information is entered correctly.
® VPl and VCI
® User name and password

Why does the
configuration page of the

web

Choose Start > Run from the desktop. Enter Ping 192.168.1.1 (the
default IP address of the device) in the DOS window.
If the web configuration page still cannot be accessed, check the

device fail to be | following configurations.

accessed? ® The connection between the device and the computer
® The TCP/IP properties of the network card of the computer
Keep the device powered on and press the Reset button for 5
seconds. The device automatically reboots and is restored to the
factory default configuration.

How to restore the

default configuration after
incorrect configuration?

The default configurations of the device are as follows:

® |P address: 192.168.1.1

® Subnet mask: 255.255.255.0.

® For an administrator user, use admin for both user name and
password.
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