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any incidental or consequential damages resulting from any defect in the software. Further,
PLANET reserves the right to revise this publication and to make changes from time to time
in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or

registered trademarks of their respective holders.

Federal Communication Commission Interference Statement

This device has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This device generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this device
does cause harmful interference to radio or television reception, which can be determined by
turning the device off and on, the user is encouraged to try to correct the interference by one
or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the device and receiver.

3. Connect the device into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

To assure continued compliance. (example-use only shielded interface cables when
connecting to computer or peripheral devices). Any changes or modifications not expressly
approved by the party responsible for compliance could void the user’s authority to operate
the device.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following
two conditions: ( 1 ) This device may not cause harmful interference, and ( 2 ) this Device
must accept any interference received, including interference that may cause undesired
operation.

Federal Communication Commission (FCC) Radiation Exposure Statement

This device complies with FCC radiation exposure set forth for an uncontrolled environment.
In order to avoid the possibility of exceeding the FCC radio frequency exposure limits,
human proximity to the antenna shall not be less than 20 cm (8 inches) during normal
operation.



Safety

This device is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity
when working with electrical device. All guidelines of this and of the computer manufacture
must therefore be allowed at all times to ensure the safe use of the device.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

WEEE Regulation

To avoid the potential effects on the environment and human health as a result of
the presence of hazardous substances in electrical and electronic device, end
users of electrical and electronic device should understand the meaning of the
crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted municipal

waste and have to collect such WEEE separately.
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1. Introduction

Thank you for purchasing the PLANET new 3 Mega-Pixel Outdoor IR PoE IP Camera, the
ICA-HM317. The ICA-HM317 is a 3 Mega-Pixel (2048 x 1536) Bullet POE IP Camera,
supports the highest video compression — H.264, which provides small video size and save
you lots of bandwidth usage. The new video compression is the best solution for Internet video
transmission.

Multi Profiles Streaming

The Multi-profile Streaming function supported enables the ICA-HM317 to generate H.264 /
MPEG-4 / M-JPEG streaming simultaneously to differentiate users in different resolutions and
frame rates. This state-of-the-art design is considerable to fit in various network environments.

Weather Proof

The ICA-HM317, which is the infrared Internet camera, performs reliable operation in any
environment. With the Aluminum rugged all-weather housing enclosure maintains the reliable
operation in any environment.

POE makes Installation Anywhere

Compliant with IEEE 802.3af PoE interface, the ICA-HM317 can be located in places where
there are no power outlets. And through Power over Ethernet, the installers are fearless for the
power breakdown where it can be powered centrally where UPS installed.

Day & Night Operations

The ICA-HM317 offers high flexibility to be applied in various kinds of IP surveillance
environment as it has built-in ICR (IR-cut filter Removable) for day / night capability supports
low light surveillance as low as 0.5 LUX illumination.

ONVIF Certified / Professional Software

The ICA-HM317 follows the ONVIF v1.01 and v1.02 standard SDK for user to integration with
3" party software. The ICA-HM317 can work with the PLANET Cam Viewer 3 Lite / Pro
Management software and Network Video Recorder products for video surveillance
application and provides monitoring, recording and event management functions to secure
your property and life.

1.1 Overview

This user’s guide explains how to operate this camera from a computer. User should read this
manual completely and carefully before you operate the internet camera.

1.2 Features

. 3 Mega-Pixel / Full HD Resolution

. 4* high-power infrared LED lights provides excellent image quality in dark places.
. H.264 /| MPEG-4 /| M-JPEG

. Compliant with IEEE 802.3af PoE interface

. IP-66 protection for outdoor application

. 3GPP

) IPv6 / ONVIF v1.01 / v1.02 Standard



1.3 Package Contents

) IP Camera unit x 1

. Power Adapter x 1

J Quick Installation Guide x 1
o User’s Manual CD x 1

. Stand x 1

. Screw package x 1

1. If any of the above items are missing, please contact your dealer immediately.

NOTE: 5 Using the power supply that is not the one included in Internet camera packet
will cause damage and void the warranty for this product.



2. Basic Setup

This chapter provides details of installing and configuring the Internet camera

2.1 System Requirement

The Internet Camera can be monitoring on all of Windows operating system that suggest with
system requirment below in order to got better video performance when resolution up to 3
Mega-pixel.

CPU Intel® Core i3 2.5GHz
RAM 1GB
Video RAM 128MB
Display Resolution 1024 x 768 24bits
Operating System Windows 2000, XP, 2003, 2008 server, Vista, Win7
Network Wired Ethernet 100Base-TX
Browser Mozilla Firefox, IE7 or above, Chrome, Safari

1. The listed information is minimum system requirements only. Actual
requirement will vary depending on the nature of your environment.

NOTE: 2. The ICA-HM317 can be managed by PLANET Cam Viewer Three if you want
to configure more detail information and settings of camera viewer plus
software please refer to the CD-ROM folder “D:\Manual\Cam Viewer 3\",
assume D is your CD-ROM drive.



2.2 Physical Description

2.2.1 Identification of ICA-HM317 physical detail
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= = = L
™
QPN ) -
P
]
[86. 2
206.2 - 81.6
o__. a——
i
£
l
3.Light sensor
2IRLEDs x 4
Item Description
1. Lens Lens set. Keep this area clean to keep excellent video quality.
2.IR LEDs Emits infrared light to provide light source in dark places

Detects the illumination level or the place where this IP camera is
installed, and switches IR LEDs on when it’s required.

) When IR LEDs are switched on, this IP camera will switch
3.Light sensor . to black and white video mode to enhance video quality.
NOTE: . : : :

Do not cover light sensor or this IP camera will work in

black and white mode only.




1/0 Control Instruction:

Descriptions for I/O cable set:

Interface Description
1. Ethernet Connects to your local area network by Ethernet cable
2. Power DC power input, connect to AC power adapter

RS485D+: red
RS485D-: yellow
Alarm out: green
3. RS-485 & digital I/0
Sensor in: blue
GND: black

WARNING: DO NOT CONNECT POWERED CABLE!

Connects to audio peripheral for audio input, like
4. Audio input
microphone or other audio devices

Connects to external audio amplifier or speakers with
built-in amplifier. May require appropriate audio jack

5. Audio output
converter (depends on the type of amplifier / speaker you’re

using).

6. TV output Connects to TV

7. Reset Reset IP camera device




2.3 Hardware Installation

Please follow the instructions below to setup your new IP camera.

1. Connect an Ethernet cable

Connect Ethernet cable to IP camera’s Ethernet port.

NOTE: If there has an IEEE802.3af PoE switch in your network, you can connect the
camera LAN cable to this PoE switch to obtain power. The power adapter is
unnecessary when Internet camera is connected to a PoE switch.

2. Attach the power supply

Plug in power adapter and connect to power source. After power on, the camera will start
to operate.

NOTE: 1. Only use the power adapter supplied with Internet camera Otherwise, the
product may be damaged.

2. The power adapter is unnecessary when Internet camera is connected to a
PoE switch. Otherwise, the product may be damaged when Internet camera
is connected to a PoE switch and power adapter simultaneously.

3. Attach the audio peripherals

Connect audio peripherals to audio in / audio out port. You can skip this step if you don’t
have audio peripherals.

4. Attach the RS-485 peripherals

Connect RS-485 peripherals to RS-485 port. You can skip this step if you don’t have
RS-485 peripherals.

5. Attach the video devices

Connect external video devices or video monitor to video monitor out port. You can skip
this step if you don’t have video peripherals.

NOTE: Video monitor output port is useful when you’re installing this IP camera. You
can skip this step if you don’t have TV monitor

6. Attach the 1/0 devices

Connect external I/O devices to DI/DO port. You can skip this step if you don’t have 1/O
peripherals.

7. Secure this IP camera

Secure this IP camera on tripod or camera stand at the place you wish to install this IP
camera.

If everything’s ok, you should see the left LED light on LAN port light up. If not, please
recheck every step and try again, or ask your dealer of purchase for help.
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2.4 Initial Utility Installation

This chapter shows how to quick set up your IP Camera. The IP Camera is with the default
settings. However to help you find the networked IP Camera quickly the Windows utility
(PLANET IPFinder) can search the IP Cameras in the network that shall help you to configure
some basic setting before you start advanced management and monitoring.

Please insert the bundle CD disk into your CD/DVD-ROM drive. When the welcome web page
appears, please click your IP Camera name on the IP Camera list i.e. ICA-HM317. Then click
on the utility IPFinder to start the program.

2.5 Preparation

You can use your new Network IP Camera by its web user interface via web browser. Currently
the viewing system requirement for Network |IP camera is:

[ OS: Microsoft Windows 2000, 2003, 2008 server, XP, Vista, Win7

[ Browser: Mozilla Firefox, IE7 or above, Chrome, Safari

| Cell phone: 3GPP player

[ Quick Time: 6.5 or above
The IP Camera will use DHCP server on your local network to obtain an IP address
automatically by default. So, you can check your DHCP server’s IP address lease table to find
the IP address of IP Camera.
2.5.1 Configure Network by PLANET IPFinder
1. Use “IP Finder” to assign an IP address of IP CAMERA.

The IP Finder software is in the attached CD named" IPFinder.exe ".

2. The GUI of IP Finder is as follows (Default IP: 192.168.0.20).

< Planet IPFinder Version 1.0.0.7 X
hMaodel Mame Host Mame IP Address Fort MAC Address Camera IP=182168.0.20
ICAHMI17 ICAHMZ17 192.168.0.20 80 00:30:dF:11:22:33 MAC = 00:30:4F:11:22:33

Model Mame = ICA-HM317
Yersion=1.01.64

Host Name = [CA-HM317
Subnet Mask= 25525852550
Gateway=192.168.0.1
Primary DNS=192.168.0.1
Secondary DNS = 0.0.0.0
HTTP Port= 80

RTSP Port= 454

o e [
11




3. Press ‘Discover’ button to search for all IP Cameras on your local network (make sure all IP
Cameras are powered on and connect to local network first). When you find any IP Camera,

you can click on it and click ‘Link’ button to connect to it by your web browser.

4. If you need to change a certain IP Camera’s IP address, you can also click on the IP
Camera you wish to change IP address, then click ‘Change IP’ button to change select IP

Camera’s |IP address setting.

IP Address Setup

{1 DHCP (%) Static

IF Address | 192 . 168 . 0 . 20 I
Subnet Mask |'E5_.255_.255 o |
Diefault Gateway | 192 (1 0w B |

User Access Information

User Mame | adrmin |

Password e |

5. Please make sure the subnet of PC IP address and IP CAM IP address are the same. If you

no longer need to use this utility, click ‘Exit’ button to close it.

12



2.6 Setup ActiveX to use the Internet Camera

The Internet Camera web pages communicate with the Internet Camera using an ActiveX
control. The ActiveX control must be downloaded from the Internet Camera and installed on
your PC. Your Internet Explorer security settings must allow for the web page to work correctly.
To use the Internet Camera, user must setup his IE browser as follows:

2.6.1 Internet Explorer 6 for Windows XP

From your |IE browse = "Tools” = “Internet Options...” = "Security” =»”Custom Level...”,
please setup your “Settings” as follow.

Set the first 3 items
» Download the signed ActiveX controls
» Download the unsigned ActiveX controls

« Initialize and script the ActiveX controls not masked as safe to Prompt

l-1:—||:|

@ ﬁ !.:@.Search [3] Favarites @History | %- éﬁ lg
! 2 x|

Edit  View Favorites

2 x|
@ o Setkings:
Internet Local intranet  Trusted sites |£| ACtieH controls_ A pIug—ms j
@ Daownload signed Active cont-ols
{2 Cisahl
Internet nabls
88, This zone contains all Web sites yvou 5
@haven't placed in other zones ] CommmeTEIShed ActiveX controls
(O Disable
—Security lewel For this zone —————————————— (DlEoable
6 (s}
Custom @ Initialize and script Activel controls not marked as safe
Custom settings, (O Disable

- Ta change the settings, dick Cusk:
- To use the recommended settings,

4
< Custom Level... P
g |

=

0
T .

. -
4 B
—Reset cuskom settings
=] Reset |
g Cancel |

Rrsrk bt |I'\"|edium

By now, you have finished your entire PC configuration for Internet Camera.
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2.6.2 Internet Explorer 7 for Windows XP

From your IE browse = "Tools” = "Internet Options...” = "Security” =»"Custom Level...”,
please setup your “Settings” as follow.

Set the first 3 items
* Allow previously unused ActiveX control to run...
* Allows Script lets

» Automatic prompting for ActiveX controls

Security Settings - Internet Zone

Settings

@] Activei controls and plug-ins ~
@, Allow previously unused Activel contrals to run without pron
() Disable
|# | Allow Scriptlets
() Disable
() Prompt
|#| Automatic prompting For Activex controls
() Disable
CEmD
|# | Binary and script behaviors
) administrator approved
() Disable
(%) Enable

4| Picrlan vidan and anirmatinn ano s wahnana Fhab dose nok oes

4

*Takes effect after vou restart Internet Explarer

Reset custorn settings

Resettor | mediom-high (default) v [ reset.. |

[ QK l [ Cancel ]

By now, you have finished your entire PC configuration for Internet Camera.
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2.6.3 Internet Explorer 7 for Windows Vista

From your IE browse = "Tools” = "Internet Options...” = "Security” = "Internet” =»"Custom
Level...”, please setup your “Settings” as follow.

» Enable “Automatic prompting for ActiveX controls”

* Prompt “Initialize and script active controls not marked....”

Security Settings - Internet Zone @ Security Settings - Internet Zone . ﬁ
Settings Settings
¢ ActiveX controls and plug-ins - @ Disable 2
@ Allow previously unused ActiveX controls to run without prom ) Enable I

|#| Download signed ActiveX controls
(©) Disable
) Enable (not secure) |
Prompt (recommended) !
|¢| Download unsigned ActiveX contrals
@ Disable (recommended)
) Enable (not secure)
S Deomot

|| Initialize and seript ActiveX controls not marked as safe fjr
Disable (recommended)
Enable (not secure)

Prompt

|#| Run ActiveX controls and plug-ins

"y @na SCript DENaviors
dministratar approved

41 Pienlay vidan snd snimabinn an s wehnans that dnac nntoes

T Armimistrstar snneaoed

< i ] Y ar i v
*Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer I
Reset custom settings Reset custom settings
Resetto  [Medium-high (defeult) v [ meset. | Resetto:  [Medium-high (default) <] [ Reset. | ||

From your IE browse =» "Tools” = “Internet Options...” =» ”"Security” =» "Trusted Sites”
=>”Custom Level...”, please setup your “Settings” as follow.

» Enable “Automatic prompting for ActiveX controls”

» Prompt “Initialize and script active controls not marked....”

Security Settings - Trusted Sites Zone =50 Security Settings - Trusted Sites Zone ==
Settings Settings
#] ActiveX controls and plug-ins o

¢ Display video and animation on a webpage that does not use »
@ Disable |
nable

¢ previously unused ActiveX controls to run without prom

Ll rload signed ActiveX controls

*Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer

Reset custom settings Reset custom settings

Beset 0 (Medium (default) v [ meset.. | Reset1o: [ Mecium (defauit) o) [ Reset. | ||

By now, you have finished your entire PC configuration for Internet Camera.
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2.6.4 Internet Explorer 8 for Windows XP

From your IE browse = "Tools” = "Internet Options...” = "Security” =»”Custom Level...”,
please setup your “Settings” as follow. Set the first some items as below.

Under ActiveX ensure the following are set to enabled

* Allow previously unused ActiveX control to run...

* Allows Script lets
» Automatic prompting for ActiveX controls

* Run ActiveX and plug-ins

* Script ActiveX controls marked as safe for scripting

Security Settings - Internet Zone

Settings

|#| Activel controls and plug-ins ~
(@] Allovs previously unused Activel controls bo run without pror
() Disable
(@ Allow Scriptiets
() Disable
(_) Prampt
|#| Automatic prompting For Activel controls

() Disable
(& Enatie)
|#| Binary and scripk behaviors

O Administrator approved
() Disable
(&) Enable

4 Picnlaw vidan and animation on 2 mehnena ek dose nok oee

< >

*Takes effect after you restart Internet Explorer

Resek cuskom setkings

Besettol [ medium-high (default) v| [ Reset.

]

3]

Cancel

| [

[ o

Security Settings - Internet Zone @

Setkings

@] Only allow approved domains to use Active without prompt ~
() Disable p
(%) Enable

|#| Run ActiveX controls and plug-ins
) Administrator approved

) Disable
Prompk

|| Script Actives controls marked safe For scripting™
() Disable
Prompk
, Downloads
jg Automatic prompting For file downloads
(%) Disable
% Frahla

€

| —
*Takes effect after vou restart Internet Explorer

Reset custom settings

Reset to: | medium-high {default) 7; [ Reset... ]

Cancel ]

) [

Set the following to “Prompt”
» Download unsigned ActiveX Control

» Download Signed ActiveX Control

« Initialize and script ActiveX controls not mark as safe

Security Settings - Internet Zone

Settings

() Enable (not secure)

|»| DORTIaT Unsigned Actve
(} Disable (recommended)
(3 Enable {not secure)

=) Prompt
o Initialize and script Activer controls not marked as safe for script

|#| Display video and animation on a webpage that does not use exl A '
() Disable =
(&) Enahle
#| Download signed Actives controls

<

(7 Disable frecommendsd)

_
i mmbhe allais zanmraad darnsine Foooea fiekivea®® wibhon b meaennk |
% |
*Takes effect after vou restart Internet Explorer
Reset custon settings
Beset b | pediom-high (defalt) v [ Reset.. |
[ OK ] [ Cancel ]

By now, you have finished your entire PC configuration for Internet Camera.
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2.7 Using UPnP of Windows XP or Vista

2.7.1 Windows XP

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking device, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows XP, of your PC is UPnP enabled, the
Internet Camera will be very easy to configure. Use the following steps to enable UPnP
settings only if your operating system of PC is running Windows XP.

NOTE: Windows 2000 does not support UPnP feature.

Go to Start > Settings, and Click Control Panel

4 Windows Catalog

Windows Update

Programs

Docurnents

Ciies ontrol Panel

| Network Connections
Search |
4y Printers and Faxes

Help and Support a Taskbar and Start Menu

Run...

Log OFf PMalan, ..

®
c
=2
@
@
£
[=]
2
[
o
>
w
=
[~
=
£

=
’

The “Control Panel” will display on the screen and double click “Add or Remove Programs”
to continue

B Control Panel

Fle ER Yew Fypooites Jook Heb
<« D ¥ Psesnr [ rides [T
tepiress (B Contrel Parel v B
% . B0 2 B 0
(5' i o LR 'ﬁ; = a
Accessbity Addnwdu'% A ative Date and Tme Cesplay Folder Cptiors
Ovbarn n oul,
4 . y v n
S * D b
= . o ]
See Abu x —’j ’O. ‘$’ -/ e—‘
Fomts Game IR Keyboard Mouse Nebwork, Fhone and
& Windows Lpdate Controbers COplicre Corvmlions  Modem ...

L7



% Add or Romeve Programs

=i
'tﬁ Currarihy well e frogy s AT T | M e
il
bt - CarmeWsre ST Uitiities
1 S
Frogrsms
ol
R L
X Nriniald
* 13
9 ; ik Expeast Lipdiaee (IS
L scieanve B Wandderes Madha Plarier Motfis [ 28 wraltiiizn for mors infirmataon] S 04348
P gmdumwilu « VBT L BT

w:f:""ﬁ%ﬂmhﬂ"lillu YERTHIED
@, i Wendasss P ekt - KESZ ST
Set Prggpom Tl Windaes P Mok te - 1ES24 108
Nﬁi;ﬁ 3 Windowss P Fiokfte - FERIE4141
13 wndoves P Moo - KREM 144
1 wrekove: 50 icidin < BRI 19
1 Worhowrs 4P Heidiz - KERTEOS

F Werhsws 1P Histdix {592 (S QEXIMHA Ror mrcre ind oeenabion]

B Winckss 1P ot (SP) [See QOEH] IS Foe mare infremakion]

B0 Windowes P Hobfie [592) [See GOE550 For mone information]

= | e i ik P rr—— r PR »

The following screen will appear, select “Networking Services” and click “Details” to continue

Windows Components Wizard

Windows Components
You can add or remove components of Windows =P,

To add or remove a component, click the checkbos. & shaded box means that anly
part of the compaonent will be installed. To see what's included in a component, chck
Details.

LComponents;

[ =2 Message Queuing
¥ MSN Explarer

Pl

O Eg] Other N
W] 1539 Miatnnk Frreess

bl

Dezcription:  Containg a wanehy of specialized. netwaork-related zervices and pratocolz.

Total disk space required: 547 MB
Space available on disk: 1926.8 MB

[ < Back J[ Meut » ][ Cancel J
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The “Networking Services” will display on the screen, select “Universal Plug and Play” and
click “OK” to continue.

Networking Services El

To add ar remove a companent, click the check box. A shaded box means that only part
of the component will be installed. Tao see what's included in a component, click Details.

lient 0.0 kB

O R it a mw 0.0ME

“E | Simple TCPAP Services "‘ 0.0MB

il ™ Universal Plug and Play _ ¢ ® 0.2 MB
EL..________.R-

Description;  Allows wou to find and control Intermet connection zharing hardware and
zoftware that uzes Univerzal Plug and Play.

Total digk space required; h4.7 MB
Space available on disk: 1926.8 MB es " N,
e *

n
e OK L0 Cancel

Please click “Next” to continue

Windows Components Wizard

windows Components
You can add or remove components of Windows #P.

To add or remove a component, click the checkbox, 4 shaded box means that only
part of the companent will be installed. To see what's included in a component, click,

Cietails.

LComponents:

[] =8 Meszage Queling 0.0ME A
] 2=y 0ther N 0OMB
__@_@j Mutnnk Fxnress nnme ¥

Dezcription;  Contains a variety of specialized, network-related services and protocols.,

Tatal dizk space required: h4.7 MB
Space available on disk: 1926.8 MB

¢ Back ” Mest » ][ Cancel
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The program will start installing the UPnP automatically. You will see the below pop-up screen,
please wait while Setup configures the components.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

— Please wait while Setup configures the components. This map take
e ) several minutes, depending on the components selected,

Status:  Completing configuration of Internet Information Services (115]...

Please click “Finish” to complete the UPnP installation

Windows Components Wizard |g|

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components ‘wizard.

To cloge this wizard, click Finish.

Double-click “My Network Places” on the desktop, the “My Network Places” will display on
the screen and double-click the UPnP icon with Internet Camera to view your device in an
internet browser.
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2.7.2 Windows Vista

UPnP™ is short for Universal Plug and Play, which is a networking architecture that provides
compatibility among networking device, software, and peripherals. This device is an UPnP
enabled device. If the operating system, Windows Vista, of your PC is UPnP enabled, the
Internet Camera will be very easy to configure. Use the following steps to enable UPnP
settings only if your operating system of PC is running Windows Vista.

Go to Start > Control Panel > Network and Internet > Network and Sharing Center, and
turn on “Network Discovery’.

“* » Control Panel » Network and Internet » Network and Sharing Center N =

Tasks .
= Network and Sharing Center

View computers and devices

View full map
Connect to a netwark

Set up a connection or network [ | Lh' b
.- — SN
Manage network connections - =
10FLABBBE2-PC Unidentified network Intemnet
Diagnose and repair (This computer)
&4 unidentified network (Public network) Customize
Access Local only
Connection Local Area Connection View status
U EEEEEEEEE NN NN NN NN NN NN NN NN EEEEEEER
m (3 Sharing and Discovery L]
- = [ ]
NS Feman’ e s s n s n sl nnn?
File sharing o off ®
Public folder sharing o Off )
Printer sharing © Off (no printers installed) (]
Password protected sharing @ 0on (]
Media sharing © Off .\E.

Show me all the files and folders 1 am sharing
Show me all the shared network folders on this computer

Double-click “My Network Places® on the desktop, the “My Network Places” will display on the
screen and double-click the UPnP icon with Internet Camera to view your device in an internet
browser.
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3. Web-based Management

This chapter provides setup details of the Internet Camera’s Web-based Interface.

3.1 Introduction

The Internet Camera can be configured with your Web Browser. Before configure, please
make sure your PC is under the same IP segment with Internet Camera.

3.2 Connecting to Internet Camera

®  Use the following procedure to establish a connection from your PC to the camera.
®  Once connected, you can add the camera to your Browser’s Favorites or Bookmarks.

Start the web browser on the computer and type the IP address of the camera. The Default IP:
“ http://192.168.0.20 “

b

\ddress | @] http:/f192.168.0,20] v EJGo Lk

After connected to IP Camera, it will prompt for User Name and Password, please enter
admin/admin to continue Web Management. Confirm the installation as it is required to view

the video stream and some operations.

Windows Security ﬁ

The server 192.168.0.20 at IP_Camera requires a username and password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

|a|:|rr1in |

[T] Remember my credentials
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http://192.168.0.20/

If difficulty is met, please refer to the following steps to establish the connection:
- The IP Camera must be installed and powered ON.
- Ifthe IP Camera’s default IP Address (192.168.0.20) is already used by another device,
the other device must be turned OFF until the device is allocated a new IP Address

during configuration.

If the User name and Password have been changed with PLANET IPFinder,

NOTE:
please enter the new User name and Password here.

When you know the IP address of IP Camera, you can connect to it by Internet Explorer web
browser by entering its IP address in address bar. The use login screen will appear when you

get connected:

IP Camera’s administrator username and password are both ‘admin’ (lower case) by default.
Click ‘OK’ button or press ‘ENTER’ key on your keyboard when you finish entering username

and password.
When you connect to IP Camera for the first time, you'll see the following message. This
message prompts you that you need to install ActiveX plugin before you can see the video

from IP Camera.

For IE 8 and earlier version:

/= PLANET IP Serveillance - Windows Inlernet Explorer

@\— d Ié, hbtp:/1192,168.0,20/default_ie,hr ..i B2 % :;_, bl | e
File Edt VWiew Favorites Tools  Help
i Favorites | 5 @] Suogest s v ) Free Hotmail @] b Sice Gallery =

»

| @ PLANET 1P Serveillance S - B 2 @ - Page- Safety - Took - (@-

PLANET

Netwarking & Commanicatien

Stream |H.264 v

Digital Output e e
‘Zcopyright 2011 All Right Reserved PLANET Teahanolgy Corp

Right click the indication bar and click:
“Install This Add-on for All Users on This Computer...’ to install ActiveX plugin.
For IE 9:

This webp age wants to run the following add-on: ‘SStreamVideo.cab’ from ‘Planet Technology Co. Ltd.".  What's the risk? Allow  ~

Click ‘Allow’ button located at the bottom of IE to install ActiveX plugin.
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If you’re prompted that:

‘Windows Firewall has blocked some features of this program’

P

ﬂ Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blodked some features of Internet Explorer on all public and private

netwaorks.,
@ Mame: Internet Explorer
L Publisher: Microsoft Corparation
Path: C:\program filesiinternet explorerijexplore. exe

Allow Internet Explorer to communicate on these networks:
Private networks, such as my home or waork network

[] Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have litHe or no security)

What are the risks of allowing a program through a firewall?

[ '@'mluw ACCEess ] [ Cancel

Click ‘Allow access’, or IP Camera will not be able to function properly.
When you're installing Internet Explorer plugin, you may also be prompted that if you want to

allow changes to be made to your computer:

¥ User Account Control o

Do you want to allow the following program to make

changes to this computer?

iﬂ Program name: [1]18S8treamVideo[1].cab
Verified publisher: PLANET Technology Co., Ltd.
File origin: Downloaded from the Internet

(v) Show details Ve |[_MNo |

Change when these notifications appear

Click “Yes’ to allow changes.

After ActiveX plugin is installed, you should be able to see the video stream from camera.
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ICA-HM317
3 Mega-Pixel IP Camera

PLANET

atwerting L Commusication

@

Stream H.264 =

Dngital Qutput
ON OFF
Client Settings
Configuration

Language

If this is the first time you use this IP Camera, you can refer to chapter 2.4 for
NOTE: instructions on Setup Wizard, which will guide you to complete the software setup
of your new IP Camera.
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3.3 Viewing Live Video

After ActiveX control is installed, you can view IP camera’s video by web browser. Just connect

to IP camera by web browser and login, and then you can see live video from IP camera:

(P PLANET

atwerting L Commusication

ICA-HM317

Stream H.264 =

Dngital Qutput

Client Settings
Configuration

Language

3 Mega-Pixel IP Camera

There are various controls on web page; here are descriptions of every control item:

Item

Description

‘Home’ button

This button is visible in all setup pages of IP camera, and you
can go back to live video view by clicking this button when

you're in other page.

Stream

Select video stream type: H.264 or MUPEG. H.264 required
less network bandwidth and this will help when network

connection is slow.

Digital Output
(ON/ OFF)

Switch digital output interface on or off.

Client Settings

Open ‘Client Setting’ menu.

Configuration

Open ‘Configuration’ menu.

Language

Open language menu, you can switch web interface to other
language.
Available languages: English, Simplified Chinese,

Traditional Chinese

Original size /

Switches live image view between original size (full size: 3M
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Fit screen

E1 NI

pixels) and fit screen (smaller size).

If you want to see video in detail, switch to original size. If your
computer monitor’s resolution is not enough and you want to
see full image view, switch to fit screen and image size will

adjust automatically.

‘Connect’ button

>

Start live video view.

‘Disconnect’ button

Stop live video view.

‘Snapshot’ button

Take a snapshot or camera video and save image file on your
computer. When you click this button, a new window will

appear:

Save Picture

Save Cancel

Click ‘Save’ button when you see the image you wish to save,
and you’ll be prompted to indicate the folder on your computer
to save image file. If you changed your mind and don’t want to

save image file, click ‘Cancel’.

‘Start Video Record’

button

Ol

Click this button to record video and save video file on your
computer. You'll be prompted to indicate the folder on your

computer to save video file.

‘Enable  Digital Zoom’

button

@l

This function will enlarge video view digitally from 1X to 10X,

SO you can see objects in video in detail.
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That digital zoom uses computer algorithm to
enlarge the video and some details may lost. If

NOTE: Yyou need to focus on detail of specific objects in
video view, please use optical zoom ring on lens
set of IP camera.

Enable / Disable mute

button

“,

L

When mute is enabled ( '9), you will not hear the voice from
IP camera; If you want to hear voice from IP camera, click this

button to disable mute ().

|

You can drag the slide bar ('“———————) beside

enable/disable mute button to adjust audio playback volume.

Start / Stop talk
Button

. .\: | Q

Start or stop playing your voice through IP camera’s audio
output. When talk is stopped, people at IP camera will not
hear you.

You need a microphone connected to your
computer, and computer’s mixer setting must

enable microphone recording, or nothing will be
outputted by IP camera.

NOTE:
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3.4 Client Settings

In ‘Client Settings’ menu, you configure basic IP camera settings like data transfer protocol

and data storage folder.

To access ‘Client Settings’ menu, click ‘Client Settings’ button on the left.

ICA-HM317

3 Mega-Pixel IP Camera

uum il o |IIIJ

Stream H.264 =

Digital Qutput
[ox
<4 EEEEEEEEEEEEEEEESR
:

[} Client Settings
SR T TR RN RN EENAAER

Configuration

Language

The following screen will appear:

A Client Settings

Protocol Option
@ RTSP
O HrTP

Storage Option

Folder: ;C:‘-Rec-:.rding :

Prefix: |CLIP ,

[] add date and time suffix to file name

Scopyright 2011 All Right Reserved PLANET Techonelgy Corp.

Here are the descriptions of every setup item:
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Item Description

RTSP Select this option to use RTSP (Real-Time Streaming
Protocol) to transfer video data.

HTTP Select this option to use HTTP (Hyper-Text Transfer
Protocol) to transfer video data.
If you don’t know which one you should use, select ‘RTSP’.

Folder Select a folder on your computer to save recorded video.
Click ‘Browse’ button and you'll be prompted to select a
folder.

Prefix When saving video files, the characters you typed in ‘Prefix’

field will be used as leading characters of video file’s name.
For example, the default setting of ‘Prefix’ is ‘CLIP’, and
video file’s named will be ‘CLIPxxxx’, where xxxx is a 4-digit

serial number.

Add date and time suffix to

file name

Check this box to add data and time to the ending part of
video file’s filename, so you can see the date and time the

video file is created directly from its filename.

When you finish with above settings, click ‘Apply’ button to save changes.
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4. Advanced Configuration

If you wish to configure IP camera’s settings, you can access IP camera’s ‘Configuration’ menu,

which provides various kinds of system setting.

To access configuration menu, click ‘Configuration’ button on the left.

(PPLANET
(S iome " I PORPRE) — N

ICA-HM317
3 Mega-Pixel IP Camera

Stream H.264 =

Drgital Cutput
Con
Client Settings
Configuration

Language

copyright 2011 Al Right Reserved PLANET Techonodgy Corp

The ‘Configuration’ submenu will appear, please pick a setup item you wish to configure.

Home

Client Settings

Configuration

Systein
Security
Network
IP Filter
Video
Audio
Motion
PTZ Control
Event
Recording
Loa
Device info
Maintenance

Language
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4.1 System

In this menu, you can configure basic IP camera settings like hostname and time.

A system

System
Host Name :_ICEa—HP-13 17

Indicator LED @& on O Off

Date and Time
Camera Date and Time 13/15/2001 23:28:25
TimeZone | (GMT-08:00) Pacific Time (US and Canada)
] pavlight Saving

(O Keep the current date and time

(O synchronize with computer time

& Synchronize with NTP Server
NTP Server Address Ei:lﬂ;.pvj.:;.l..r;fp.org
Update Interval 6 HCILII’S V

(O set Manually

Here are the descriptions of every setup item:

Item

Description

Host Name

Input the IP camera’s hostname here, it can be any meaningful
words or characters that will help you to identify this IP camera.
You can use IP camera’s installation location as host name, and
this will help you to identify IP camera when you have many IP

cameras installed.

Indicator LED

The LED lights located at the back of IP camera is switched on
by default. But, if you don’t want other people to know the
status of this IP camera (so they will know this IP camera is
operating etc.), you can select ‘Off’ and LED lights will be

switched off.

Time Zone

Select the time zone of residence from dropdown menu to keep

correct date and time.

Daylight Saving

If the area you live uses daylight saving, check this box;
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otherwise do not check this box to keep time correct.

Keep the current date

and time

Select this option and date / time setting will not be changed
when you click ‘Apply’ in the page.
You can check ‘Camera Date and Time’ item in this page to

know IP camera’s current date and time setting.

Synchronize with

computer time

Select this item and IP camera will use your computer’s time as

its time.

Synchronize with NTP

Server

Select this item and IP camera will keep its date and time
setting synchronized with specified time server (NTP server).
Please input NTP server’s IP address or host name in ‘NTP
Server Address’ field, and select time update interval from
‘Update Interval’ dropdown menu.
That digital zoom uses computer algorithm to
enlarge the video and some details may lost. If
NOTE: you need to focus on detail of specific objects in

video view, please use optical zoom ring on lens
set of IP camera.

Set Manually

Set IP camera’s date and time manually. Please set current

date and time by ‘Date’ and ‘Time’ dropdown menu.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.2 Security

In this menu, you can configure IP camera’s login account.

There are three kinds of account:

- Administrator : Can view IP camera’s video and make changes of camera setting
- User: Can view IP camera’s video and see settings, but can’t make any change

- Guest : Can view IP camera’s video only

There can be multiple users, but only one administrator is allowed, and you can’t change

administrator’s user name (it will always be ‘administrator’).

A Security
Administrator
Password [ ]
Retype Password ! ! Modif
* Administrator passwoerd length must be between 4 2nd 8 characters

Account List

Account List New Account
User Mame |

Password | |

Retype Password [ J

Authority ||:-| ser v

Ecopyright 2011 All Right Reserved PLANET Techenolgy Corp.

Here are the descriptions of every setup item:

Item Description

Password / Retype | Input administrator’'s new password in both ‘Password’ and

Password ‘Retype Password’ field, and click ‘Modify’ button to change
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(Administrator)

administrator’s password.

Don't forget administrator’s password! Or you'll
NOTE: need to reset IP camera’s all settings to get
administrator’s password recovered.

Account List

Here lists all users existed in IP camera. If you want to remove
one user, click it in the list, and then click ‘Remove’ button.
If no user is existed, ‘New Account’ message will be shown

here.

User Name

Input new user’s username here. User name must be greater

than 1 character and less than 32 characters.

Password / Retype | Input this user’s password in both ‘Password’ and ‘Retype
Password Password’ field.
Authority To define this user’s access privilege, select ‘User’ or ‘Guest’

in dropdown menu.
When you finish inputting new user’s information, click ‘New’

button to create a new user.
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4.3 Network

4.3.1
In this

General

menu, you can configure IP camera’s network setting.

This IP camera supports both IPv4 and IPv6 IP address.

A Network

General Advanced

Network type
@ LM
O DHCP 1Pv4
() DHCP IPv4/IPvE

() Static IPv4/IPvE
IP address(IPv4) [192.168.0.20

IP address(IPvE) |

Prefix Length i | prt et
Subnet Mask  |255.255.255.0 |
Gateway [192.168.0.1 ]
Primary DMS [192.168.0.1 |

Secondary DNS  |168.05.192.1 ]

Enable UPAP Discovery
[l Enahle UPAP Port Mapping

O PPPOE

Port
HTTR Port ECHE
RTSP Port [554 |

RTP Data Port  |5556 |

Ecopyright 2011 All Right Reserved PLANET Techonolgy Corp

Here are the descriptions of every setup item:

Item

Description

LAN

Select this option to assign an IP address to LAN port (or obtain an
address from DHCP server automatically).

Available options are:

- DHCP IPv4: Obtain an IPv4 IP address from DHCP server on LAN
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- DHCP IPv4 / IPv6: Obtain both IPv4 and IPv6 address from DHCP

server on LAN automatically.

- Static IPv4 | IPv6: Assign an IPv4 / IPv6 address to IP camera

manually. If you don’t have a DHCP server on your local area
network, you must use this option to specify an IP address.

IP Address(IPv4): Input IPv4 IP address*

IP Address(IPv6): Input IPv6 IP address*

Prefix Length: Input IPv6 IP address’ prefix length (0-128)
Subnet Mask: Input subnet mask

Gateway: Input gateway address

Primary DNS: Input DNS server’s IP address

L K K R JER R 2B 4

Secondary DNS: Input backup DNS server’s IP address, you
can leave this field blank.

*You can leave this field blank, if you only wish to use IPv4 or
IPv6 IP address.

- Enable UPnP Discovery: Check this b ox to enable other devices on

network to discover the presence of this IP camera by UPnP. It's
recommended to enable this function.

- Enable UPnP Port Mapping: When UPnP is enabled, check this box
to enable UPnP’s port mapping.

PPPoE

Select this option to use PPPoE to connect to network. You have to input
PPPoE username and password assigned by network operator to get

connected.

HTTP Port

Input IP camera’s web connection port number here. When this port
number is changed, you need to change web browser’s port number you
used to connect to IP camera.

For example, IP camera’s IP address is 192.168.1.1, and if you changed
HTTP port number to 82, please input ‘http://192.168.1.1:82’ in web

browser’s address bar to access IP camera’s web configuration interface.

RTSP Port

Input RTSP port number. When this port number changes, you must
change corresponding settings in external network devices (NVR or CMS

software) so they can receive this IP camera’s video.

RTP Data Port

Input RTP data port number here.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.3.2 Advanced

In this menu, you can configure IP camera’s advance network setting.

A Network

General Advanced

Multicast

Bonjour

Qos

DDNS

HTTFS

[ Enable Multicast

¥ Enable Discovery

[[1Enable Qos

[ Enable DDMS

¥ Enable HTTPS
HTTPS Port 443

Here are the descriptions of every setup item:

ltem

Description

Multicast

Enable video multicast:
Multicast

Enable Multicast

Multicast Group Address 232.128.1.99 * 990 0.0 0~232 255,255 255
Multicast Video Port 5560

Multicast RTCP Video Port

Multicast Audio Port 5562

Multicast RTCP Audio Port

Multicast TTL 15 *number must be between 1~255,

Multicast Group Address: Input multicast group address here, must be an address between
232.0.0.0 to 232.255.255.255.

Multicast video port: Input port number for video multicast here.

Multicast RCTP video port: Input port number for RCTP video here.

Multicast audio port: Input port number for audio here.
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Multicast RCTP audio port: Input port number for RCTP audio here.

Multicast TTL: Input TTL value for multicast here.

Bonjour If you’re using MacOS and you have Bonjour installed, you can use it to discover this IP
camera.

QoS Enable QoS to improve the data transfer priority of this IP camera (Your local area network
must support QoS).

Qos
Yl Enable Qos
Wideo
@ Audio DSCRF O *number must be between (0~63).
Both
You can select Video / Audio’s QoS DSCP value (0 to 63), or both video and audio.

DDNS Enable DDNS support if your ISP assigns dynamic IP address to you. You must register a
dynamic IP service first. Currently this IP camera supports DynDNS and TZO dynamic IP
service.

DDNS
Y| Enable DDMNS

Prowvider DynDMNS. org -

Host Mame

User Mame

Password
Provider: Select dynamic IP service provider.
Host Name: Input the host name you obtained from dynamic IP service provider.
User name: Input user name used to login dynamic IP service provider.
Password: Input the password used to login dynamic IP service provider.

HTTPS Check ‘Enable HTTPS’ box to enable HTTPS channel to encrypt transferred data. You can

also define HTTPS port number in ‘HTTPS Port’ field if you don’t want to use default value
‘443’

When you finish, click ‘Apply’ to save changes.

39




4.4 IP Filter

When this IP camera is directly connected to Internet and not protected by firewall, this

function acts like a mini built-in firewall to protect the safety of this IP camera and avoid attacks

from hackers.

AP Filter

[] Enable Filter

Accepted IP list

IP Address | |

Deny IP list

IP Address | ~ |

Scopyright 2011 All Right Reserved PLANET Techonolgy Corp

Here are the descriptions of every setup item:

Item Description

Enable Filter Check this box to enable IP address filter, uncheck this Box to

disable this function.

Accepted IP list Here lists all IP address that can build connections to this IP
camera. If you want to remove a set of IP address from the list,

click on the IP address and click ‘Remove’ button.

IP Address Input the starting and ending IP address of IP address you wish to
(Accepted IP list) accept connections here. IP camera will only accept connections

established from these IP address.

If you want to specify one IP address only, input the same IP
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address in both field. Click ‘New’ button to add IP address into

accepted IP list.

(Accepted IP list)

Deny IP list Here lists all IP address that cannot build connections to this IP
camera. If you want to remove a set of IP address from the list,
click on the |P address and click ‘Remove’ button.

IP Address Input the starting and ending IP address of IP address you wish to

deny connections here. IP camera will deny connections
established from these IP address.

If you want to specify one IP address only, input the same IP
address in both field.

Click ‘New’ button to add IP address into deny

IP list.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.5 Video

You can adjust the image of the |

AVideo

P camera in this menu.

Image Setting Video Setting Overlay

Image Adjustment

Others

Mirror

Power Line Freguence
Conditian

T out

Lens

IR-Cut

Day

| Brightness:
Contrast:
Saturation:

Sharpness:

[Nwertical [Haorizantal
[¥lEnahle
[¥] &wita iris

[ [zze] [+]
[=][z28] []
(=] [z2e] [+]
(=] [ree] [+]

@ auto O always oW O plways OFF

O schedule From: | 00 oo

Scopyright 2011 All Right Reserved PLANET Techonolgy Corp.

There are 3 sub-menus in this menu: Image Setting, Video Setting, and Overlay, which can

be accessed by tabs on the top:

AVideo

Image Setting

Video Setting Overlay
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4.5.1 Image Setting
You can adjust the image parameters in this page.

AVideo

Image Setting Video Setting Overlay

Image Adjustment

Brightness: |Z| @
Contrast: |Z| @|
Saturation: |:| @|
Sharpness: |Z| @|

Others
Mirrar vertical CHarizantal
Power Ling Fregquence @@|
Condition I__EHED V|
T out [“]Enahle
Lens [¥] auta iris
IR-Cut @ auto O always oW O always OFF
Day (O schedule From 1

Scopyright 2011 All Right Reserved PLANET Techonolgy Corp.

Here are the descriptions of every setup item:

Item Description
Brightness / Control the image parameters. Click ‘ - ' to decrease value, or click ‘ +
Contrast / ‘to increase value. You can also input the value in the field directly.

Saturation /

Sharpness
Default Set all above values to default value “128’.
Mirror Check ‘Vertical’ or ‘Horizontal’ box to flip the image vertically or

horizontally, this will help to correct the orientation of image when IP
camera is hanged bottom-up by camera holder. You can click both

‘Vertical’ and ‘Horizontal’ box at the same time.
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Power Line Select the frequency of power line of the place you’re using this IP
Frequency camera. This will help to reduce the flicker of certain lights in the image.
Condition Select the condition that you'll be using this IP camera from dropdown
menu.
- Auto: IP camera will adjust its parameters automatically.
- Night: You'll be using this IP camera in dark places where lights are
insufficient.
TV Out Click “Enable” box to enable its “VIDEO OUT” function for

connections and video sending to TV monitors or DVRs.

Lens(under “TV
Out”)

While connecting with an auto iris lens, and would like to have clear

images from “VIDEO OUT”, please click “Auto iris” to enable this

feature.

IR-cut An IR-cut filter is built in this IP camera to reduce the effect of IR lights
(which will change the color of image and makes it looks different than
what you see through your eye), and most of IR lights are coming from
sunlight.

You can select the behavior or IR-cut filter:
- Auto: IR filter will act automatically. If you don’t know if you should
use IR filter, select this option.
- Always ON: IR filter is always on.
- Always OFF: IR filter is always off.
Day IR-cut filter will only be switched on when there’s sunlight. You can

define the starting and ending time when IR-cut filter should be
switched on by select ‘Schedule’ and define starting and ending time

by dropdown menu.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.5.2 Video Setting

You can adjust the video transfer parameters in this page.

AVideo

Image Setting Video Setting Overlay

Main Stream

®H.264
video Resolution |2048x1536 (QXGA) |

Frame Rate |@f_|:|5 v
Rate Control ®video quality |_Nurma| hd
; 1300
O Bitrate |:|

kbps [*number must be between 512~4000,

) MPEG4

Mobile View
& Disable
(0 26PP without Audio
) 3GPP with Audia

#*Ome snapshot is supported when resclution is under 720P,

Scopyright 2011 All Right Reserved PLANET Techenolgy Corp.

Here are the descriptions of every setup item:

ltem

Description

H.264 /MPEG4 | Select the compression of main stream: H.264 / MPEGA4.

Video Select video resolution.
Resolution - H.264:

2048x1536 (QXGA) / 1920x1080 (1080p)
1280x960 (960p) / 1280x720 (720p)
720x480 (D1)  /640x480 (VGA)
320x240 (QVGA)

- MPEG4:

1920x1080 (1080p) / 1280x960 (960p)
1280x720 (720p) / 720x480 (D1)
640x480 (VGA)  /320x240 (QVGA)
MJPEG:

1280x720 (720p) / 720x480 (D1)
640x480 (VGA) /320x240 (QVGA)
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That some video resolution is not available when video
encoder is ‘MPEG4'.

NOTE:

When network speed is insufficient, select a lower video resolution will

help.

Frame Rate

Select video frame rate. Please note that some frame rate is not available
when video encoder is ‘H.264°.

When network speed is insufficient, select a lower frame rate will help.

Rate Control

Select video bit rate. You can control bit rate by both ‘Video quality’ and

‘Bit rate’:

- Video quality: There are 5 levels of video quality, select ‘very high’
to improve video quality but consumes more network bandwidth, and
select ‘very low’ will decrease video quality and consumes less
network bandwidth.

- Bit rate: Input video’s bit rate directly. It must an integer between 512

and 4000. Higher bit rate provides better video quality, but consumes

more network bandwidth.

When you finish with above settings, click ‘Apply’ button to save changes.

NOTE: MJPEG options are only available for portable devices like cell phone.
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4.5.3 Overlay Setting

You can adjust the video overlay parameters in this page.
AVideo

Image Setting Video Setting Overlay

Time Stamp

[JEnable Time Stamp
Cdremove the background color of the text

Text

[l Enable Text Display

T
Text |IPCAM | *length must be between 1~15,

[Iremove the backaround color of the text

Image

[JEnable Image Overlay

User Define Image | I Update |

1, Only support:Bitrnap/ PG IPEG,
2, Maximurm width and height: 160x128,and must be multiple of 4,
3 Maximurn size:64KEB.

Here are the descriptions of every setup item:

(for Time Stamp)

Item Description

Enable Time Stamp Check this box to enable overlaying time stamp on video.
Remove the Check this box to remove time stamp’s background color. You
background color of may find this will help the readability of time stamp text in some
the text cases.

cameras.

Enable Text Display Check this box to display certain text on video; this will help when

you need to identify certain IP camera when you have a lot of IP

Please input the text in ‘Text’ field. You can input up to 15

the text (Text)

characters.
Remove the Check this box to remove custom text's background color. You
background color of may find this will help the readability of text in some cases.
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Enable Image Overlay

Check this box to overlay a specific image on video, so you can

show certain text / picture on the video and help people to identify

this IP camera.

Click ‘Browse’ button to pick a picture on your computer, then

click ‘Update’ button to use the picture. Please note that there

are certain restrictions:

- Select .bmp/ .jpg / .jpeg image files only.

- Image’s resolution should be less than 160 x 128, and can be
divided by 4.

- Do not upload image files that size is greater than 64KB.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.6 Audio

You can adjust audio input / output parameters here.

A Audio

Microphone

Speaker

[l Enable Microphone
Audio Type

Microphone Gain [+18 dB V

Enable Speaker

Audio Type

Here are the descriptions of every setup item:

Item

Description

Enable Microphone

Check this box to enable microphone. If you don’t want to hear voice

from IP camera, you can uncheck this box to disable it.

Audio Type

The format is fixed as G.711

Microphone Gain

If the voice received by microphone is too loud or silent, you can use
this function to improve voice volume, so you can hear voice from |P
camera more clearly.

- Select -2 or -1 dB to correct the voice that is too loud;

- Select 0 dB and IP camera will do nothing on the voice;

- Select +2 dB to +26 dB to amplify the voice.

Enable Speaker

Check this box to enable speaker. If you don’'t want people at IP

camera to hear you, you can uncheck this box to disable it.

Audio Type

The format is fixed as G.711

When you finish with above settings, click ‘Apply’ button to save changes.
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4.7 Motion

This IP camera is capable to detect object’s motion, so IP camera will only record when there’s

motion and save disk storage space.

Motion detection is performed by examine the movement of objects in rectangular motion
detection area. You can define up to 3 motion detection areas.
M Motion

[¥] Enable Motion Detection

Windows 1
Enable

Title

[Maotion Window |

Percentage:50

Motion Window

Sensitivity: 50

Windows 2
Enable

Title

|Mation Window |

Percentage:50

Sensitivity: 30

Windows 3
Enable

Title

|Motion Window

Percentage: 50

Sensitivity: 50

@copyright 2011 All Right Reserved PLANET Techonalgy Corp.

Here are the descriptions of every setup item:

Item Description

Enable Motion Check this box to enable motion detection.

Detection

Enable Check this box to enable this motion detection window. You can
(Window 1 to select window 1 to 3 to enable up to 3 motion detection windows.
Window 3) When a motion detection window is enabled, a rectangular will

appear on camera’s view, with its title on the top.

- To move / resize a motion detection window:

Motion YWindow
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- Move: Use the mouse to drag the title text.

- Resize: Use the mouse the drag the four corners
(upper-left/right, lower-left/right) to resize it. If you only want to
adjust width or height, drag the four sidebars (top, bottom, left,
and right).

Title Input characters in title field to change motion detection area’s title

(Window 1 to text so you can identify it.

Window 3) Please note that you have to click ‘Apply’ button and the text will
change.

Percentage Select the percentage of pixel change that will trigger motion
detection alert. Select a lower percentage and you can detect tiny
changes in motion detection area.

Sensitivity Select the sensitivity level that will trigger motion detection alert.

Select a higher sensitivity and you can detect tiny changes in motion

detection area.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.8 RS-485

If you mount the IP camera on pan-tilt camera cradles that support pan-tilt control via RS-485
connection, you can use this function to control pan-tilt camera cradle so you can control the

orientation of IP camera from remote place.

ARS-485

RS-485

[“lEnable RS-485

Port Setting

Baud Rate Q500 bps b
Data Bits g ™|

Parity | Parity V|
Stop Bit 1 |»]

Type

O Use Pelco-D

@ Use Custom Protocol
Custom Commands

g ]
Do —|
O
Right [ ]

Extended Command
Command Mame Hexadecimal Message

command 1 |

Command 2 |

Command 4 |

EEREE

B
|
Command 3 | | |
il
Il

Command 5 |

Scopyright 2011 All Right Reserved PLANET Techonolgy Corp.

Here are the descriptions of every setup item:

Item Description

Enable RS-485 Check this box to enable RS-485 functionality.
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Port Setting - Baud Rate: Select data baud rate of RS-485 interface that

pan-tilt camera cradle will accept. When the length of
RS-485 connection is very long (longer than 200M), it's not
recommended to use high speed connection (greater than
2400bps).

- Data Bits: Select data bits of RS-485 connection.

- Parity: Select parity bit “odd, even, or space”.

- Stop Bit: Select stop bit “1 or 2”.

Use Pelco-D Select this option and RS-485 interface will output pan-tile control
signal in Pelco-D format. This format is widely accepted by most of
pan-tilt pan-tilt camera cradles.

You have also input pan-tilt camera cradle’s address code in
‘Address’ field. This code must be identical to pan-tilt camera
cradle’s address code.

Use Custom When the pan-tilt camera cradle does not support Pelco-D protocol,

Protocol you can define a protocol’s detail by this function.

Please refer to pan-tilt camera cradle’s user manual to define

the protocol.

Home/Up/Down/Left/Right: Input the command string
used to move pan-tit camera cradle to home or
up/down/left/right position. You can click ‘Test’ button to
send command string for testing.

Command 1~ 5: You can define extra pan-tilt camera
cradle control strings here by giving it a name (Command
Name) and command string (Hexadecimal Message). You
can also click ‘Test’ button to send command string for

testing.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.9 Event

When there’s an event, you can use this setup page to define what IP camera should do, like

send an Email or trigger digital output to activate external alarm.

A Event

Setting Media Event Server

Event setting

Modify  Remove Title ‘Status Sun Mon Tue ‘Wed Thu Fri Sat

There are three setup pages:

AEvent

Sefting Media Event Server

1.  Setting: Define a new event and manage events.
2. Media: Define what kind of media file should be saved on designate media.

3. Event Server: Define the details of remote server.

Please refer to following chapters for detailed instructions.
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4.9.1 Settings

This page lists all existing events. You can click ‘Modify’ button to edit an existing event, or
‘Remove’ to delete an existing event.

To create a new even, just click “New” button to add an Event setting.
AEvent

Setting Media Event Server

Event setting

Madify Remove Title Status Sun Mon Tue Wed Thu Fri Sat

Hodity |l Remove |SERSR Enable v

Setting
[JEnakble setting
Title |

Trigger

[ Motion Detection

Ol bigta! nput 1
Cloiatal gt 2

Schedule Time

[lEnable Schedule Time

Action

[1Enable FTP
[lEnable EMAIL
[ Enable Sambai Met Storage )

I Trigger digital output for second(s)

To add a new event, click ‘New’ button and the descriptions of every setup item is listed below:

Item Description
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Enable Setting

Check this box to enable this event. If you just want to disable this
event temporarily, you can uncheck this box to keep this event and

disabling while not deleting it.

Title

Input any description text for this event so you can identify it quickly.
You can use alphabets, numbers, and symbols include: !$-.@*_~

(no spaces allowed).

Motion Detection

Check this box and this event will be activated when one of motion

detection window detects motion.

Digital Input
1~2

Check this box and this event will be activated when digital input 1 or

2’s input signal is high or low (select from dropdown list).

Enable Schedule

Time

Check this box and this event will be activated when designated
weekday and time is reached.

You also have to check weekday box, and select time from
dropdown list. If you select ‘Always’ as time, this event will be

activated during all the day.

Enable FTP

Check this box and IP camera will save file on FTP server (refer to
‘FTP Server’ setting in ‘Event Server’ tab) when this event is

activated.

Enable EMAIL

Check this box and IP camera will send an Email to designated
recipient address (refer to ‘SMTP Server’ setting in ‘Event Server’

tab) when this event is activated.

Enable Samba

Check this box and IP camera will save file on samba server (refer to

(Net Storage) ‘Samba Server’ setting in ‘Event Server’ tab) when this event is
activated.
Trigger digital Check this box and IP camera will trigger digital out to ‘high’ state

output for xx

second(s).

for xx seconds when this event is activated, where ‘xx’ seconds

must be defined by the dropdown list.
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4.9.2 Media

You can define what kind of media file should be saved on designated media.

Media
One Snapshot
@ H.264 Wideo Mazimum Size: 3 Megabytes

Pre Event 0 = secondis)

PostEvent 5 = secondis)

Here are the descriptions of every setup item:

Item Description
One Snapshot Save a picture file when event is triggered.
H.264 Video Save a H.264 video clip. You can also select the recording length

before and / or after the time when event is triggered in ‘Pre Event’

and ‘Post Event’.

For example, if you set ‘Pre Event’ to ‘10’ and ‘Post Event’ to ‘5’,
and an event is triggered at 14:10:30, then the video file will be 15
seconds long, starting from 14:10:20 to 14:10:35.

Tips: You may want to know what happened before event is
triggered in many cases, especially when object is outside of

motion detection window.

If the “Pre Event” set to “0” second, the “Post Event”

NOTE:
cannot set to “0” second.

When you finish with above settings, click ‘Apply’ button to save changes.

57



4.9.3 Event Server
You can define the details of remote media server: FTP (File), SMTP (Email), and Samba
(File).

A Samba server can be any computer running windows operating system with network

neighbor function enabled. Many stand-alone network file server also support samba

server function.

AEvent

Setting Media Event Server

FTP Server
[#|Enable FTP Server

FTF Server | |

Part 21 ]

User Mame | |

Password | |
|

File Path Mame

[1Enable Passive Mode

SMTF Server

[lEnable SMTP Server

Samba Server

[1Enable Samba Server
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Here are the descriptions of every setup item:

Item

Description

Enable FTP

Server

Check this box to enable FTP server upload.

¥ Enable FTP Server
FTP Server

Port 21
L=zer Mame
Passward

File Path Mame

Enable Passive Mode

[ TestFp |

- FTP Server: Input FTP server’s IP address or hostname.

- Port: Input FTP server’s port number. In most cases it should be
default value 21°.

- User Name: Input FTP server’s username.

- Password: Input FTP server’s password.

- File Path Name: Input the path where you want to save file on FTP
server, like ‘upload/record’. If you want to save file on this FTP
user’s home directory, you can leave this field blank.

- Enable Passive Mode: Check this box to force IP camera to
communicate with FTP server in passive mode (Some FTP Server
may only work when you check this box, while others don't).

- Test FTP: Click this button to test FTP server settings above

immediately.

SMTP Server

Check this box to enable Email send.
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SMTP Server
[MEnable SMTP Server
SMTP Server
Port 25
Sender Email Address

Receiver #1 Email
Address

Receiver #2 Emaill
Address

Subject ICA-HM317

O authentication

User Name

Password

[JRrRequires SSL Encryption
STARTTLS

SMTP Server: Input SMTP server’s |IP address or hostname.

Port: Input SMTP server’s port number. In most cases it should be
default value 25°.

Sender Email Address: Input the sender’s email address that will
appear in the Email send by IP camera. This will help you to identify
the Email sent by this IP camera, and may help when you have
anti-spam software installed (you can set this Email address to
‘White List’ in your anti-spam software)

Receiver #1 Email Address: Input primary recipient's Email
address. This field is required.

Receiver #2 Email Address : Input backup recipient's Email
address. This field is optional.

Subject: Input Email titles that will appear in the Email send by IP
camera. This will help you to identify the Email sent by this IP
camera.

Authentication: Check this box when authentication is required by
the Email server you're using. You also need to input Email server’s
username and password in corresponding field.

Requires SSL Encryption: If your Email server required SSL
encryption, check this box. Please note that some Email server
uses different port number than standard port 25 when SSL

encryption is used.
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- STARTTLS: If your Email server required STARTTLS encryption,
check this box. Please note that some Email server uses different
port number than standard port 25 when STARTTLS encryption is
used.

- Test SMTP: Click this button to test SMTP server settings above

immediately.

Samba Server Check this box to enable Samba server file upload.

¥ Enable Samba Server

Samba Server Address
Path
=zer Mame

Passwiord

- Samba Server Address: Input Samba server’'s IP address or
hostname.

- Path: Input the path where you want to save file on Samba server,
like ‘upload/record’. If you want to save file on this user’s home
directory, you can leave this field blank.

- User Name: Input Samba server’s username.

- Password: Input Samba server’s password.

- Test SMB: Click this button to test Samba server settings above
immediately.

Tips: Some samba server does not have username and password

check, you can just input samba server address and path to

access the file storage space.

When you finish with above settings, click ‘Apply’ button to save changes.
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4.10 Log

You can check the usage log of IP camera here.

AlLog

System Log

Item Date and Time Event
1. 01/29/2000 00:49:54 [EVENT MGR]: reload config file
2. 01/29/2000 00:47:23 admin login on 192.168.0.58
3. 01/29/2000 00:39:33 Last message repeated 1 times
4. 01/29/2000 00:39:33 [EVENT MGR]:Trigger By Motion Detection
5. 01/29/2000 00:37:56 [EVENT MGR]:Trigger By Motion Detection
6. 01/29/2000 00:14:54 admin login on 192.168.0.58
7. 01/28/2000 23:39:52 admin login on 192.168.0.58
8. 01/28/2000 23:18:34 [RTSP SERVER]:Start one session<192.168.0.20>
9. 01/28/2000 23:18:28 [RTSP SERVER]:Stop one session<192.168.0.20>
10. 01/28/2000 23:17:08 [S¥S]:Recording entry 1 stop

11. 01/28/2000 23:16:00 [RTSP SERVER]:Start one session=192.168.0.20=
12. 01/28/2000 23:15:55 [RTSP SERVER]:Stop one session<192.168.0.20=
13. 01/28/2000 23:14:59 [RTSP SERVER]:Start one session=192.168.0.20=
14. 01/28/2000 23:14:53 [RTSP SERVER]:Stop one session<192.168.0.20>
15. Di/28/2000 23:13:43 [RTSP SERVER]:Start one session=192.168.0.20=
16. 01/28/2000 23:13:38 [RTSP SERVER]:Stop one session<192.168.0.20>
17. 01/28/2000 23:04:45 admin login on 192.168.0.58

18. 01/28/2000 22:34:00 admin login on 192.168.0.187

19. 01/28/2000 22:03:33 admin login on 192.168.0.58

20. 0172872000 21:56:14 Sync with NTP server: [2000/01/28 21:56:14]

| First page | | Previous | | Next | | Final page

In this page, you can click:
1.  First page / Final page: Jump to first / final page of log.
2. Previous / Next: Jump to previous or next page of log.

3.  Remove: Clear log. You'll be prompted for confirmation.



4.11 Device Info

You can check the information and network settings of this IP camera. This information is very

useful when you need to repair or fix the problem of this IP camera.

An example of device info page looks like this:

A Device info

Basic

Camera Name
Firmware version

MAC

Camera Date and Time

IP Address(IPvd)
IP Address(IPva)
Subnet Mask
Gateway
Primary DNS
Secondary DNS

ICA-HM317

1.01.68
00:30:4f:03:04:05
11/16/2011 0:03:485

H.284 MJPEG
Video ) i Video
Resolution 640x480 (VGA) Resolution
Video Quality MNormal Video Quality
Frame Rate 30 fps Frame Rate
Audio Mobile View
Microphone In - Disable 3GPP Enable
Microphone
Gain +13 dB
Speaker Out Disable
Network
IP MODE Static IPv4/IPvE

192.168.0.20

255.255.,255.0
192.168.0.1
192.168.0.1
168.95.192.1

640x480 (VGA)

Normal
30 fps

Disable
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4.12 Maintenance

You can do some maintenance job about this IP camera here.

A Maintenance

Reboot

Reboot

Factory Reset

Backup

Restore

System will be rebooted.

Factory reset will restore all the settings to factory default.

Select the configuration file to restore

(Bowse.. )

Firmware

Current Firmware Version 1.01.64

(Bowse ]

Here are the descriptions of every setup item:

Item Description

Reboot Click this button to reboot the IP camera. This function is useful
when you find IP camera is not working properly.

Reset Clear all settings of IP camera and reset to factory default setting.

Backup Backup IP camera’s setting and save it on your computer.

Restore Restore a previously-saved configuration file saved on your
computer. Click ‘Browse’ button to select a file on your computer
first, then click ‘Restore’ button.

Upgrade Upgrade IP camera’s firmware. Click ‘Browse’ button to select a
firmware image file on your computer first, then click ‘Upgrade’
button.
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4.13 Language

You can change the display language of web interface.

Click ‘Language’ button and select one language. More languages may available in latest

firmware file.

Client Settings

Configuration

- Language E
R English Rt
ol
ik ar
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Appendix A: Troubleshooting

Please don’t panic when you found this IP Camera is not working properly. Before you send

this IP Camera back to us, you can do some simple checks to save your time:

Problem description Possible solution(s)

Can’t connect to IP Camera 1) Please check the IP address of IP Camera again.

2) Please make sure the network cable is correctly
connected to your local area network.

3) Please make sure power cable is correctly connected
to IP Camera.

4) Please make sure IP Camera is switched on (the LED

lights on IP Camera will light up).

No IP Camera found ‘Auto search’ function only works on IP Cameras located

on local area network.

No image 1) If the place where IP camera is installed is too dark, try
to add some lights when possible.

2) Check if there’s anything covering the lens.

External RS-485 peripherals | 1) Check the connection between IP camera and RS-485

doesn’t work peripherals.

2) Check the polarity (+ / -) of RS-485 connection. Switch
them may help.

3) RS-485 signal may fail to transmit if the cable
connection is longer than 1500 meters.

4) Check RS-485 peripheral’s site ID number.

5) If you're using custom RS-485 commands, make sure
the commands you provided is correct.

6) If all solutions provided above won'’t help, contact your

dealer of purchase for help.

IP camera / AC power | This is normal when IP camera is switched on for a long
adapter is hot time. But if you smell something strange or even see
smoke come out from IP camera, cut utility power off
immediately (do not pull AC power adapter out from power
outlet on the wall when possible in this condition), and

contact the dealer of purchase for help.

7) Bad video / audio quality | If you're using internet / 3G connection, this is possibly
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caused by insufficient network bandwidth. Use a
connection with higher bandwidth, or set to a lower video

resolution / frame rate / video quality.
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Appendix B: Specification

Model I ICA-HM317

Image Sensor

[Format I 1/2.5" Progressive CMOS |
Effective Pixels || 2592H x 1944V |
|Pixe| size || 2.2 X2.2um |

5.70mm(H) x 4.28mm(V)

Active Image Area 7.13mm diagonal

|Built-in Lens || Yes |

'Mount I Board |

|Foca| Length || 6mm CS mount Lens |

F No. I F1.8 |

|Format || 1/3" |
. H: 56 Degree

Angle of View V: 43 Degree

|Auto Iris || Yes |

Day/Night

|Mechanica| IRCF || Yes, on sensor board |

IR Distance I 25M |

IR Wave Length || 850nm |

Color: 0.05 Lux @ 30 IRE
Low Lux B/W: 0 Lux @ IR ON

Audio/Video Specification

\Video Compression || H.264 / MPEG4 / M-JPEG |
i i H.264 QXGA/1080p
rI-rlllcg);(t;eResoIutlon MIPEG@OXGA/1080p
MPEG4@1080p

QXGA (2048 x1536): 20 fps
1080p (1920 x 1080): 30 fps
Quad-VGA (1280 x 960): 30 fps

Video Resolution 720p (1280 x 720): 30 fps
D1(720 x 480): 30 fps
VGA (640 x 480): 30 fps
QVGA (320 x 240): 30 fps

H.264@720p/D1/VGA/QVGA

Multi-stream mode MPEG4@720p/D1/VGA/QVGA
MIPEG@720p/D1/VGA/QVGA
|Audio Codec || G.711 p-law

H.264: 5 Levels or Bit Rate
MPEG4: 5 Levels or Bit Rate
MJIPEG: 5 Levels

Codec Quality
Options

Network Interface and Configuration

|Network Interface || 1 x RJ-45
|Network Standard || IEEE 802.3 / IEEE 802.3u / IEEE 802.3af

| Network Protocol | TCP/IP, IPv4, IPv6, UDP, ICMP, DHCP, NTP, DNS, DDNS, SMTP, FTP, HTTP,
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I HTTPs, Samba, PPPoE, UPnP, Bonjour, RTP, RTSP, RTCP

| |
| Video Output || Yes |
| AudioIn/Out || 1/1 |
| LED Indicators || 1 x Power, 1 x Ethernet |
| RS-485 | Yes |
| Reset || Yes |
| PoE I IEEE 802.3af |
| Power Supply || DC12V / 2A |
Motion Detection || 3 scalable windows |
|Image Settings || Brightness, Contrast, Sharpness, Saturation Adjustable |
|Alarm Buffer || 2 sec. pre-alarm / 5 sec. post-alarm |
Mirror I Vertical / Horizontal |
|Digita| Zoom || Yes, up to 10x |
'3GPP Supported || Yes |
IP Filter I Yes |
(Qos I Yes |
|Time || Manual Time Setting, Time Server & NTP Support, Real Time Clock |
| Environment_________________________
|Dimension (P x L)|| 73 x 186 mm |
| Operating Temp. || -30 ~ 50 Degree C |
lo_ﬁ:?é'li‘f 20% ~ 85% RH
| Blower (Fan) || Yes |
| Weather Proof || 1P67 |
| 0S I Windows® XP, 2000, 2003, 2008 server, Vista, Win 7 |
| Browser || IE 6.0 or latter |
I:;aalfahtii‘n PLANET IPFinder
ELelee) e niter) PLANET CV3P (4-ch Cam Viewer Three Pro Trail Version)
Nllkecordlng / PLANET CV3L (64-ch Cam Viewer Three Lite Bundle Version)
anagement
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